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Version Release Notes

For version-specific CxSAST release notes, go to:

https://checkmarx.atlassian.net/wiki/spaces/KC/pages/9142278/CxSAST +Release+Notes

Page 7


https://checkmarx.atlassian.net/wiki/spaces/KC/pages/9142278/CxSAST+Release+Notes

(& CHECKMARX

e choose what developers use

Checkmarx CxSAST Overview

Checkmarx CxSAST is a unique source code analysis solution that provides tools for identifying,
tracking, and repairing technical and logical flaws in the source code, such as security
vulnerabilities, compliance issues, and business logic problems.

Without needing to build or compile a software project's source code, CxSAST builds a logical
graph of the code's elements and flows. CxSAST then queries this internal code graph. CxSAST
comes with an extensive list of hundreds of preconfigured queries for known security
vulnerabilities for each programming language. Using the CxSAST Auditor tool, you can
configure your own additional queries for security, QA, and business logic purposes.

CxSAST provides scan results either as static reports, or in an interactive interface that enables
tracking runtime behavior per vulnerability through the code, and provides tools and guidelines
for remediation. Results can be customized to eliminate false positives, and various types of
workflow metadata can be added to each result instance. These metadata are maintained through
subsequent scans, as long as the instance continues to be found.

The input to CxSAST's scanning and analysis is the source code, not binaries, so no building or
compiling is required, and no libraries need to be available. The code doesn't even need to be
able to compile and link properly. Consequently, CxSAST can run scans and generate security
reports at any given point in a software project's development life cycle.

CxSAST supports Open Source Analysis (CxOSA) enabling licensing and compliance
management, vulnerabilities alerts, policy enforcement and reporting. CxOSA supports all the
most common programming languages, enabling organizations to secure all their open source
components in addition to the in-house developed code analysis coverage: (see Supported Code
Languages and Frameworks).

You can integrate CxSAST into several aspects of your development cycle, such as with
software build automation tools (Apache Ant and Maven), software development version control
systems (GIT), issue tracking and project management software (JIRA), repository hosting
services (GitHub), application vulnerability management platforms (ThreadFix), continuous
integration platforms (Bamboo and Jenkins), continuous code quality inspection platforms
(SonarQube) and source code management tools (TFS).

CxSAST scans can be manually activated, periodically scheduled, or initiated upon build by one
of our integrated build systems.

CxSAST also supports a wide range of OS platforms, programming languages and frameworks.

CxSAST is deployed on a server and accessed by users via our web interface or one of our IDE
plugins (Eclipse, Visual Studio and IntelliJ).

Please contact us with any issues, questions or comments, at: support@checkmarx.com
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This setup guide includes information on setting up CxSAST for trial, proof of concept (POC)

and in production environments.

Setting Up CxSAST

e System Architecture Overview
e Server Host Requirements

e Preparing the Environment for Releases

e Installing CxSAST

e Modifying CxSAST

e Repairing CxSAST

e Backing Up CxSAST

e Upgrading CxSAST

e Adding a CxEngine Server

e Removing CxSAST

e Updating the CxSAST License
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System Architecture Overview

CxSAST includes the following components:

Cx Client

Users

Web Browser

IDE Plugins

2w

Eclipse / VS /Inteli

Development Kits

CLlI / APl / CxAudit
\_ —

CxSAST Server Components

¢ CxEngine: Performs code scans

~\
Cx Server
& &
WS CxManager
’ .
CxEngine Database

\ J

J

o Database: Stores scan results and system settings. Can be a new/existing commercial
MS SQL Server, or for POC (Proof of Concept), SQL 2012 Express can be used. This is
installed with CxSAST installer (if defined) when any version of SQL is not already

installed

o CxManager: Manages systems, performs all system functions and integrates system
components. Uses the IIS web server and is installed by the CxSAST installation, if not

already installed

e CxSAST Web Client - The main interface for controlling CxManager actions (i.e. initiating
scans, view results and generating reports).
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CxSAST Clients (user interfaces):

e IDE Plugins
e CxAudit

e CxSAST CLI
e CxSAST API

CxSAST supports a Centralized Architecture, where all server components are installed on the
same host, or a Distributed Architecture, where any or all of the server components are installed
on dedicated hosts.

CxSAST also supports High Availability Architecture, where more than one CxManager is
available to control system management, ensuring that in cases where one CxManager fails the
system will continue to be fully operational.

Communication between clients and the CxSAST Web Client and CxManager as well as

communication between the CxManager and the CXEngine, are via HTTP (by default). HTTPS
can also be configured.
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Centralized Architecture

Centralized computing is a type of computing architecture where all or most of the
processing/computing is performed on a central server. Centralized computing enables the
deployment of all of a central server's computing resources, administration and
management. CxSAST supports centralized architecture, where all server components are
installed on the same host.

- N w
Cx Client_ Cx Server
Users @ N
Portal
Web Browser ' .
IDE Plugins
1S WebClient
S0
Job Manager Scan Manager System
Eclipse / VS /Inteli) ;‘1
el
wv
o
N 2 I &
<,"> _'t? Worker Scanner Scheduler
6
o [ o
CLl / APl / CxAudit % CxEngine MS SQL Server
— w
(1]
<
©
- &
o
B
LDAP . 4
\ =) & A
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Distributed Architecture

In distributed architecture, components are presented on different platforms and several
components can cooperate with one another over a communication network in order to achieve a
specific objective or goal. CXSAST supports distributed architecture, where any or all of the
server components are installed on dedicated hosts.

= ) s : ~
Cx Client Portal Engines
. S | e
sersI Portal CxEngine CxEngine CxEngine
Web Browser l . [w [w w
IDE Plugins WebClient Engune 1 Engine 2 Engine n
g ! w g :_;‘ Manager rHTTPSBG/443
. 1 . i
Eclipse / VS [Inteli) = ~
@
S Job Manager Scan Manager ;
Development Kits E ¢ p Data Services
M
< /> E? TR,
/ F & —14339
. Internal Load
1 / AP
./ £ AUk Balancer l
\ — Worker Scanner 08
System Manager LDAP Server
l . - B
Scheduler LDAP
. J
- =

The basis of a distributed architecture is its transparency, reliability, and availability. Distributed
architecture is the most recommended method for CxSAST deployment because all Cx
components function at their most optimized capacity.
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High Availability Architecture

High availability architecture is an approach of defining the components, modules or
implementation of services of a system which ensures optimal operational performance, even at
times of high loads. CXSAST supports high availability architecture, where two or more
CxManager servers (in active-active mode) are installed behind an internal load balancer and can
access the same database. This ensures that in cases where one CxManager fails the system will
continue to be fully operational.

P ) s o i
Cx Client__ = ¥

Manager 1 Job Manager Scan Manager
Internal Load [ g [ "
Balancer [ | o |

Engine 1 Engine 2
ws System Manager v

WebClient

Users

Portal

Web Browser

10E Plugins ‘ . Engines
e
it : :
Eclipse / VS /Inteli) é ] . ) [ F
§ External Load . ( ~\ . :

Development Kits &I_ Balancer Manager 2 Job Manager Scan Manager Data Services Engine n

N s B i —1433—‘—139/44
<> \ ‘ﬁ‘ ’s‘g

o R Portal

CL / APt / CxAudit : =41 (g
ASP.NET STATE | ig.} .

Services
WebClient

oeTionAL | €73 ~ ; 2
e RN :
: ‘@ -\

DB
Manager n Job Manager Scan Manager .
Bn

D
Portal
Balancer 38
. ws System Manager - LDAP Server

WebCliont . .

\ J LDAP
. J

System Manager

Intemal Load
Balancer

v

TA

o B
m

Intemal Load

¥

>
B
E

FSn

v
-.

The main objective of implementing High Availability is to make sure CxSAST is always
available for the systems users and clients.

(D Please note that all CxManagers must be co-located in same data center. If you are
interested in configuring a High Availability solution please contact Checkmarx support.
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Server Host Requirements

Server host requirements depend on whether the installation is Centralized or Distributed, and on
how many lines of code will need to be scanned. These requirements are also applicable for
CxAudit.

(© For POC, Microsoft SQL Express (pre-installed with CxSAST) can be used. For Production, we
recommend working with a commercial version of Microsoft SQL Server. The version used will
depend on your scalability and performance needs. For more details about features supported by
the different editions of SQL Server, please use the following link.

In addition to the requirements in the table below, in general, CPU clock speed and disk speed
will affect scan time. For exact tested versions, see the CXxSAST Release Notes.
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L
fnes Installed ) Web
Purpose of Cores CPU Speed Disk oS Other Software
RAM** Server
Code
50 GB 788110 IS
Centralized . Windows
entralize Recommen(_ied. 4 2.8 GHz (recommended | Server 7/7.5/8/
(POC) up to a maximum of 12 2008R2
500K |8-16GB | cores ) 8.5/10
2012,
2012R2,
2016
200K | 6 GB ..
Minimum: 6 for 1
concurrent scan.
600K | 10 6B Additional 4 cores for 2.8 GHz
each additional
concurrent scan,
up to a maximum of 12
) 1.2M | 16 GB cores,
Centralized (Recommended: 4, 6, 250 GB s
(Production) or 8 cores ) (recommended) 717.5/8/
2M 25GB Max recommended 8.5/10
concurrent scans: 3* Windows
* Scans of IM LOC or | 28 GHz Installer 3.1 o
3M |[40GB more are o above (Run
recommended to limit msiexec to
concurrency or check)
am |socB run on their own .NET framework
distributed server. 4.5.1 or above
(Windows 7/8
200K | 5GB will need .NET
Distributed - . o fra;rll%work 3.5fas
CxEngine ecommended: ] well because o
(Prodgction) 2.8 GHz Windows 11S version)
! 600K | 9 GB Server
For multiple 2008R2
CxEngine 2012,
servers 1.2M [ 15GB 4 (per concurrent scan) gglém'
: 1
(for (L:Joprg; a maximum of 12 100 GB NA
concurrent
2M 24 GB (Recommended: 4, 6, (recommended)
scans),
or 8 cores ) Recommended:
each server 2.8 GHz
should meet 3M 36 GB
the
requirements
4.5M | 50 GB
Distributed -
CxManager 8 GB 4 2.5GHz 250 GB 1S
Production) (recommended) 117.518/8.
(Production 5/10
Distributed - MS SQL Server
Database 8B |4 2.5 GHz 250 GB NA (Express not
R recommended)
(Production) (recommended) 2008/2012/2014/
2016

** Note: GB RAM / LOC numbers for Javascript are higher.
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@ Note that the Checkmarx Server requires dedicated memory allocation; features such as
Memorv Balloonina cannot be used.

® Cloud Environments
Note that for Cloud environment installations (AWS, etc.), these requirements may not be

exactly the same as for Centralized or Distributed installations because you are choosing
from predefined hardware packages and not defining your own specifications.

For the CxSAST application, it is recommended to use a display with any one of the following
resolutions; 1280x720, 1280x800, 1366x768, 1920x1080.
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Preparing the Environment for Releases

The following sections include the environmental preparations needed for releases:

Contents

e Preparing the Environment
e CxSAST Server Components Installed on Dedicated Hosts
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Preparing the Environment

Once you understand System Architecture Overview, before installing CxSAST, make sure
server hosts conform to server requirements, and prepare the following:

1. Make sure that the Centralized or CxManager host name does not contain any non-
alphanumeric characters such as "_" . This is to avoid issues described here.
2. Make sure that organizational firewalls allow:
o HTTP (TCP port 80):
* From client hosts to the Centralized or CxManager host
= Between CxManager and CxEngine (in a distributed architecture)
o SQL Server traffic (by default, TCP port 1433) from CxManager to SQL Server (If
using SQL Server, in a distributed architecture)

o SQL Browser (UDP port 1434) - this will allow machines (i.e. on installation
wizard) to scan for SQL Servers on the network

- If an SQL Server is not displaying in the Installation window, you can try
typing the machine name or IP address directly into the Wizard

- If an SQL Server uses a custom port, use a “,” between the machine name/IP
and port number, e.g. “10.199.76.1,65391” or “SSMACHINE,65391".

3. |If using SQL Server, make sure the following services are running:
o SQL Server
o SQL Browser

SQL Express for POC can be installed by CXxSAST installer, or use SQL
Web/Standard/Enterprise 2008/2012/2014 for Production.

4. On server component hosts, prevent anitviruses from scanning the checkmarx folder,
usually:
o C:\CxSrc
o Checkmarx installation directory: C:\Program Files\Checkmarx\ - C:\Program
Files(x86)\Checkmarx\

5. Configure IS (except on database-only component server in a distributed deployment):

Turn off Compatibility Mode for the Windows IE 11 browser to work with
CxSAST as an intranet site.
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1. Open the Server Manager by right-clicking Computer and selecting Manage.

2.

K

' Views the health of the roles retalied on your server and add o remove roles and fesbures

“ Roles Summary
* Roles: | of 17 nstaled

I Web Server (115}

= Web Server (115)
Provides a relable, manageatie, and scalbie Web spoication efrastracture

~ Reole Status

D Cverts: 17 rformational nt

the o thes role's homepage and Ak, Scan ths Rok

* Role Services: 43 rataled

-
g

Best Practices Anshyer: To start 4 Best Practes Anshyder san, Q0 00 the Best Practices Anslyder

In the left-hand navigation pane select Roles, and click Add Role Services:

=101 ]

B rotes smenvry 1eb

30 A3 Rkes

B Remeorve Rokes

H web Sorver (115) 1ot

£ G0 to Web Server (115)

Rale Service [ Zatue
O Web Server staled
Lo HITP Fostiges Jctaled

3. Scroll down and select the following:

o un s

o Static Content
o
(Click OK to approve all dependent features)
o In Management Tools:
= IS Management Console
= IS 6 Metabase Compatibility.
o Click Next, and Install.
Close the window.

World Wide Web Services > Application Development Features > ASP.NET

Download and install .Net Framework 4.5.2 and all its updates.

Open a command prompt as an Administrator, and go to

C:\Windows\Microsoft.NET\Framework64\v4.0.30319.
Run:

ServiceModelReg.exe -—ia

NOTE: If the IIS Pools are not started automatically after the CxSAST installation, you

should restart the machine.
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Configure IIS 7 on Windows 7

1. Open the Control Panel.
2. In Programs, click Uninstall a program.
3. Click Turn Windows features on or off:

4. In Internet Information Services, select the following:
o In Web Management Tools:
» |IS Metabase and IIS 6 Configuration Compatibility
» |IS Management Console

o World Wide Web Services > Application Development Features > ASP.NET (Click
OK to approve all dependent features)

o World Wide Web Services > Common HTTP Features > Static Content
Click OK.
Download and install .Net Framework 4.5.2 and all its updates.

Open a command prompt as an Administrator, and go to
C:\Windows\Microsoft.NET\Framework64\v4.0.30319.

8. Run:

ServiceModelReg.exe -ia
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Configure IIS 8 on Windows Server 2012

1. Open the Server Manager and click Add roles and features:

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

I8 Dashboard

i Local Server

& Al Servers

App Server

W3 File and Storage Services b

0 Configure this local server

QUICK START .
| i2 Add rrﬂe:{,gnd features

fo s
3 Add other servers to manage
WHATS NEW.
AN 4 Create a server group

2. Select Installation Type, and select Role-based or feature-based Installation:

DRSTINATION SIRVER
WIN-DESCCHUOND

Select installation type

Select the instaliation type. You can install reles and features on 3 running physical computer of vartual

Before You Begin
machine, or on an offline virtual hard disk (VHD)

Sarver Selaciion ® Role-based or feature-based installation
SR Configure 3 single server by adding roles, role senices, and features.

R Desktop Services i

P
Install required role services for Vintual Deskrop Infrastructure (VDY) 10 create a virtual machine-based
of ses5an-based desktop deployment.

3. Click Next.

4. Select the server:
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Select destination server pieiooeios i

Before You Begin Select a server or 3 virtual hard disic on whech to install roles and features.

Installation Type @) Select a server from the server pool
) Select » virtual hard disk
Server Roles Server Pool
Features
Name P Address Cpesatng System

WIN-DRPCCPILONP 1031.0.161 Microzoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are runnirg Windows Server 2092, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-sdded servers from which data
collection is still incomplete are not shown

Click Next.

For Server Roles - Select Web Server (11S) and Click Next

For Features - Select - .Net Framework 4.5 Features > WCF Services > HTTP Activation
and click Next

Continue through the wizard until the Web Server Role (IIS) > Role Services page:

Select role services

Before You Begin
Instaliation Type
Server Selection
Server Roles

Features

Web Server Role {IiS)

Confirmation
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9. Select the following:

o Common HTTP Features > Static Content
o Application Development > ASP.NET 4.5
o Management Tools > IIS Management Console

o Management Tools > IIS 6 Management Compatibility > IS 6 Metabase
Compatibility
10. Finish the wizard, confirm and Install.

Page 24



LY SHOCKMARS

Configure IIS 8.5 on Windows Server 2012 R2

For IIS 8.5, Checkmarx provides a configuration file that can be used to automatically perform
all necessary configuration. Alternatively, you can manually install 1S, in which case make sure
to include IIS with - 11IS Management Console, Static Content, ASP.NET 4.5 with all
dependencies, I1S 6 Metabase Compatibility and .Net Framework 4.5 Features -> WCF Services
-> HTTP Activation

To configure 11S 8.5 using the Checkmarx configuration file:

1. Download CxlISConfig.xml.
2. Run Windows PowerShell as an Administrator:

Start

Server Manager

3. In PowerShell, run:
Install-WindowsFeature —ConfigurationFilePath <path>\CxlISConfig.xml
where <path> is the path to the directory where you put the configuration file.

-

Administrator: Windows PowerShell |- | o

-ConfiguratientilePath C:\CxIISConfig.xm
Swccess Restart Meeded Exit Code Feature Result

Mo S-cc;;;r (J!iriéaﬁcgo;l 3.5 Cincludes .MET 2.0 and...

%: Windows asutomalic wpdating is mot emabled. To ensure that your sewly-installed role or feature is
automatically wpdated, tern oa Windows Update.

PS C:\Users\fdministrator?

® For correct synchronization the Checkmarx Server/CxAudit and the Database must
be on the same timezone.
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CxSAST Server Components Installed on Dedicated Hosts

CxSAST supports Distributed Architecture, where any or all of the CXSAST server components
are installed on dedicated hosts.

The following procedure should be implemented in all installations or upgrades to any version
that includes the new IIS application.

Once the 1IS application components of the CxSAST setup have been installed, perform the
following procedures:

Go to the Microsoft Web Platform Installer and click Download.

English (United States) m

Microsoft'/web

Home Platform Get Web Apps Get Hosting Join Programs Downloads

1) 15 8 free tool that makes gett
information Services

50 makes it easy

nt and more with the bwit-in

= | Why you'll love it.

It's Smart

ng Web Apps or

verything just weeks

It's Cultural - It's App-tastc

Run the Microsoft Web Platform Installer on the Portal Server. The Microsoft Web
Platform Installer is displayed.
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Spotlight Products Applications

Name

Microsoft Azure SDK for NET (VS 2015) - 296
Visual Studio Community 2015 with Microsoft Azure SDK - 296
Microsoft Azure SDK for NET (VS 2013) - 296
Visual Studic Community 2013 with Microsoft Azure SDK - 296

Microsoft Azure SOK for .NET for Visual Studio 2017 RC - double click to learn more

1IS: URL Authorization

1IS7 Support for Extensionless URLs
TIS: HTTP Redirection

TIS: Defauit Document

1iS: Directory Browsing

1S: HTTP Errors

Survey Project
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27/02/2008
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Search for the Application Request Routing 3.0 module and click Add.

Name Released

Application Initialization 1.0 05/04/2012
Application Insights Status Monitor Preview 11/04/2016
Application Request Routing 2.5 with KB2589179 03/09/2010
Application Request Routing 2.5 29/03/2011
KB2589179 for Application Request Routing 2.5 03/09/2010

Microsoft SQL Server Data-Tier Application Framework (DACFX) (June 2014) 19/06/2014

Microsoft Drivers 3.2 for PHP v5.5 for SQL Server in BS Express 11/03/2015

24/09/2014

PREREQUISITES INSTALL CONFIGURE FINISH

Review the fellowing list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components to be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately locate, read and accept these third party license terms.

X Application Request Routing 3.0

View license term

X URL Rewrite 2.0
View licen

Total file download size:

ick b C SE€ 3 al software to be installed and review the associated Microseft licen m

By clicking "1 Accept”, you agree to the license terms for the third party and Microsoft software, and any additional
software identified above. If you do not agree to all of the license terms, click "I Decline”.

IDecine | | IAccept
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Click I Accept. The Microsoft Web Platform Installer Confirmation is displayed.

Web Platform Installer 50 ==

PREREQUISITES INSTALL CONFIGURE

v/ The following products were successfully installed.

External Cache 1.1
URL Rewrite 2.0
Application Request Routing 3.0

Click Finish to finalize.

Open the Internet Information Services (11S) Manager on the Portal Server (11S Manager >
Sites > Default Web Site > 11S > URL Rewrite).
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€ » DAVIDP-LAPTOP » Sites » Default WebSite »

493 DAVIDP-LAPTOP (DM\davidp)
_D Applicstion Pools
4 &) Sites
+ € Default Web Ste
] aspnet_client
b {F ORestAPI
4P CGWebClient
» 21 app
p -] App_Browsers

T

Default Directory  Error Pages

o] App_GlobalR:
) App_Themes
> bin
= Content
b4 €SS
b - ErorPages
] fonts
. HitpHandlers
o - Images
v §s
» -] SSeripts
"] Properties
» (2] Seripts
"] UiComponents

A WebMethod:

Document  Browsing

o §

ISAPiFilters  Logging

Request  SSL Settings
Filtering

=

MIME Types

b CiWeblinterface
31 Server Farms

=
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Open Feature

Explore
Edit Permissions..,
Edit Site
Bindings...

§ Basic Settings.
View Applications

View Vietual Directosies

Gallery
Help

Online Help

493 DAVIDP-LAPTOP (DM\davidp)
U} Applcation Pools
48] Sites
» 4@ Default Web Site
33! Server Farms

Configuration: "Default Web Site' web.config

0 URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address
and the content of an HTTP response.

Inbound rules that are applied to the requested URL address:

Name Input

Outbound rules that are applied to the headers or the content of an HTTP respor
Match

Name Input Patterr

<} 1

E j F'éaﬁurg Vuew (2 Content View
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Select Add Rule(s). The Rule Templates List is displayed.

Select a rule template:

Inbound rules
é, Blank rule (4 Rule with rewrite map
i Request blocking
Inbound and Outbound Rules
% User-friendly URL
Outbound rules
& Blank rule
Search Engine Optimization (SEO)

@ Enforce lowercase URLs & Canonical domain name
1] Append or remove the trailing slash symbol

Select this template to create a rule that will forward incoming HTTP requests to a back-end Web server.

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:
}:wnngr—sewer.drv{.& - . -
Example: contentserverl
Enable SSL Offloading

Selecting this option will forward all HTTPS requests over HTTP.

Outbound Rules
[7] Rewrite the domain names of the links in HTTP responses

Resp thatare g ted by applications that are behind a reverse proxy can have
HTTP links that use internal domain names. These links must be updated to use external
domain names.

From:

txampla contentserverl

To:

Example: www.contoso.com

Enter the CX Manager Server name into the Inbound Rules field (e.g. cxmngr-server.dm.cx).
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Disable the SSL Offloading option.

Click OK to save the changes.

0 URL Rewrite

4-93 DAVIDP-LAPTOP (DM\davidp)
L Application Pools
- .: Sites
4 € Default Web Site
b o) aspnet_chent
b ORestAPl
s [P CiedClient
- app
51 App_Browsers
o -1 App_GlobaiRescy
o App_Themes
> bin
» -] Content

Inbound rules that ace spphied to the requested URL address:
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Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP respense.

Add Rulels)
Revert to Parent

Input Mstch Pattem

' ReversePr

Action Type Action URL

§

View Server Vanables

URL path sfter /- Matches ()

Rewrite {C 1/ omng..

T

Outbound rules that are applied to the headers or the content of an HTTP response:

Nome Input Match Pattern

Action Type Action Value

View Rewrte Maps.
Views Providers...
Conditions
Add.
Inbound Rules
Edit
Rename
XK Remove

Disable Rule

Import Rules.
Outbound Rules
View Preconddions.

View Custom Tags.

.?:}_’, Features View (.5 Content View

@ » DAVIDP-LAPTOP |

® L
|

| Online Help
|

- x

» Sites » Defoult Web Ste » PR B

L]

493 DAVIDP-LAPTOP (DMdavidp)
2 Application Pocls
4 @) Sites
4 @) Defaukt Web Site
o0 aspaetchient

T

Q £dit Inbound Rule

Name:

| ReverseProxyinboundRulel

Match URL

Raquested e

Pattern

{CACHE_URL) *(hitps?k//

Matches the Pattern

[Erestres Vi 5 Comten View
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Change the Pattern to .*(cxrestapi/.*) and click Apply.

Verify the changes in the URL Rewrite rule.

)

& Application Pools
49 Sites
4 € Defaulkt Web Site
5[] aspnet_client
5B OResth®]
4P CowebChem
>0 app

Q URL Rewrite
4 03 DAVIDP-LAPTOR (DM\david A

Provides rewriting capabiities based on rules for the requested URL addeess and the content of an HTTP response.
Inbound rules that ace apphied to the requested URL address:

Name Input Match Pattern Action Type  Action URL

=1 (5 ReversePr URL after’/”  Matches /.") _Rewrite C1

(CACHE_URL) Matches.  Afhttps?)y/

« "

Outbound rules that are applied to the headers or the content of an HTTP response:

Namne Input Match Pattern

<

(] d »

E! Festures View (] Content View

Configuration: 'Defzult Web Site' web.corfig

Test the CxSAST application.
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Rename
XK Remove
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Import Rules..
Outbound Rubes

View Preconditions.

View Custom Tags..
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Installing CxSAST

Before installing CxSAST, make sure that you understand the System Architecture, that your
server host(s) complies with the Server Host Requirements, and that you have properly prepared
the Environment.

@ If some or all CxSAST server components are to be installed on different hosts, please
perform the following procedure.

Installation Permissions

The user performing the installation must have administrative network permissions (user name
and password) for the computer/server running CXxSAST Services.

® For SQL Server database:

If the database uses Windows domain authentication, the user account performing the
installation (Centralized or CxManager) must have SA permission on the database server for
the duration of the installation process. If SA permission is unavailable, certain prerequisites
must be fulfilled prior to the installation:

e Build two SQL databases using the names; CxDB and CxActivity

e Create login for Windows User and associate it with DB_owner permission for CxDB
and CxActivity. This user should be a dedicated Service user and the same user must
perform the installation, see Link for additional information.

If the database uses SQL Server native authentication, prepare an SQL Server user account.
This account must have SA permissions for the duration of the installation process. If SA
permission are unavailable, certain prerequisites must be fulfilled prior to the installation.

e Build two SQL databases using the names CxDB and CxActivity
e Create login for SQL User and associated it with the DB_owner permission for CxDB
and CxActivity. Define this user in the CxSAST installation.

For upgrades, all previously defined SQL connection parameters are loaded from the existing
configuration. If Windows authentication is being used, run the installer with the same user
that is defined for the CxServices or any other Windows authenticated user with DB owner
permission on CxDB and CxActivity.

Setting Up CxSAST

License Validation

If you have not yet obtained a permanent Checkmarx license, send your hardware ID (Start >
All Programs > Checkmarx > Hardwareld) to your Checkmarx sales representative or
Checkmarx support to obtain a Production license file.
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Installation Package

1. Download the CxSAST installation package.
2. On each server component host:
1. Extract the downloaded ZIP archive, supplying the password provided by
Checkmarx support.
2. Run CxSetup.exe and begin the installation.

Installing CxSAST

Prerequisites and Recommendations

e The installer requires .Net 4.5.1 Framework installed on your server (If missing, it will be
installed by CxSAST Installer).

e The required Web Server for Checkmarx suite is IIS server (if missing, it will be installed
by the CxSAST Installer on the condition that the Windows installation media is
accessible).

e SQL 2012 Express is included inside the CxSAST installer and is installed (if defined) in
the event that no other version of SQL is already installed.

Installation

Once you have downloaded the CxSAST Installation package, run the CxSetup.exe. The
Checkmarx Welcome window is displayed.

CHECKMARX

Welcome

Setup will install CxEnterprise on your computer.
Click Install to continue, Custom to define additional
setup options or Close to exit.

[install SQOL Express on this server

cusom | [ sl | [ Close

If SQL Server is not already installed and you want to install SQL Express, select the Install
SQL Express on this server check-box.
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® For upgrades, previously installed SQL parameters are loaded from the existing
configuration and the Install SQL Express option is not displayed.

Click Install to continue, Custom to define additional setup options, or Close to exit.
If you selected Custom, the Additional Setup Options window is displayed.

CHECKMARX

Setup Options

C:\Program Files\Checkmarx

[¥] Install shortcuts

Select product features for this installation:
[¥] Install Audit

[¥] Install Engine

[¥] Install Manager

V] Install WebPortal

oK | [ cance

Define the Checkmarx setup installation location and select whether to install related shortcuts
on your desktop.

@® For upgrades, previously installed location and product features are loaded from the
existing configuration and cannot be changed. You can however install product features
that haven't already been installed.

Select the required product features for this installation from the available list.

@® Tip for installation type selection:

e POC/Evaluation - Select Audit, Engine, Manager and WebPortal

o Distributed Architecture - Select either Engine or Manager and/or WebPortal

o Centralized Architecture - Select Engine, Manager and WebPortal (select Audit,
if you plan to customize queries on the host)

e CxEngine Server only - Select Engine (see Adding a CxEngine Server).

Once you have made your selection, click OK. The Checkmarx Welcome window is displayed.
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CHECKMARX

Welcome

Setup will install CxEnterprise on your computer.
Click Install to continue, Custom to define additional
setup options or Close to exit.

Custom ] [ Install ] [ Close

Click Install to continue, or Close to exit.

If you selected Install, the setup procedure starts. The Set SQL Server Configuration window is
displayed.

Set SQL server configuration.

CHECKMARX

SQL Server Name: Jlocalhost\SQLEXPRESS

@ Connect using integrated Windows authentication

(") Connect using SQL Server authentication

Test Connection

@ If you selected "Install SQL Express on this server” option in the initial Checkmarx
Welcome window, the Set SQL Server Configuration window will not be displayed.

For upgrades the SQL Server parameters are loaded from the existing configuration and
cannot be changed.
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In the Set SQL Server Configuration window, define a connection to the installed SQL Server or
to any other SQL server on your network, by selecting either:
e Connect using integrated Windows authentication (login not required)

e Connect using SQL Server authentication (provide SQL User Name and SQL Password
for login with SA permissions).

Set SQL server configuration.

CHECKMARX

saLServerName:  Jlocalhost\SQLEXPRESS

(") Connect using integrated Windows authentication

@ Connect using SQL Server authentication

SQL User Name: lsa

SQL Password: [oeeee

Test Connection

Click Test Connection. A "Connection OK" message is displayed upon confirmed connection to
the SQL Server.

@ In order to continue with the installation confirmed connection to the SQL Server is
required.

If connection to the SQL Server fails a "Connection failure™ message with the required action
is displayed.

Click Next. The setup procedure continues.
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CHECKMARX

Setup Progress

Processing:

Checkmarx DB Setup

[~=

J
Action 15:18:46: CustomAction. Executing DB scripts: 36/37

Once complete, the License Activation window is displayed
' 15) Checkman: Setup Configuration Setug

Set Licensing configuration.

CHECKMARX

© Import new license

Import License

) Request new license

To request a new license please send the following Hardware ID to

support@checkmarnx.com or call your direct Checkmarx contact. You will be then
instructed how to import your new license.

Hardware ID

H255650426577495527008_0000:0000:0000:0000:8192:64:1:2 ‘ Copy to Clipboard

Cancel

® For upgrades, the license information (if exists and is valid) is automatically loaded from
the existing configuration and the License Activation window is not displayed.

Select a License Activation option.

Page 39



—

|/, CHECKMARX

choose what developers use

® Tip for license type selection:

e Import new license: Select and click Import License if you already have a valid
license file.

e Request new license: Select if you have not yet obtained a permanent Checkmarx
license. Click Copy to Clipboard and send the Hardware ID to your Checkmarx sales
representative or contact Checkmarx support

Click Next.

® If your license doesn't match your current hardware ID (HID) a warning message is
displayed. Please import a different license or request a new one from your Checkmarx
sales representative or contact Checkmarx support.

The Validate Port window is displayed if:

e The default website exists, the selected port is not part of the default website's port
bindings list and the port is occupied by another application or website

e The default website does not exist and the selected port is occupied
by another application or website.

Select another available port and click Validate Port.

® Port 80 is the default port for Checkmarx applications.

Once the port has been validated, click Next. The setup procedure continues.
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Installing Checkmarx Setup Configuration

CHECKMARX

Please wait while the Setup Wizard installs Checkmarx Setup Configuration.

Status:

Once the setup procedure is complete, click Next.

CHECKMARX

Installation Successfully
Completed

Close

Once the Setup Successful Completed window is displayed, click Close to complete the
installation.

@ If the installation fails, the "Setup failed" message is displayed. For more information, see
the installation logs. If you need further assistance, please contact Checkmarx support.
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Installed Services Check

Go to Start > Control Panel > System and Security > Administrative Tools > Services

File Action View Help

e EEEE RO

£, Services (Local) Name * Description Status  Startup Type LogOnAs i

£+ Credential Manager Provides secure storage and retrieval of ... Manual Local System 15
o] Cryptographic Services  Provides four management services: Ca... Started  Automatic ~ Network Service 4
e CxJobsManager Service of Checkmarx Jobs Manager Started  Automatic Network Service

(., CxScanEngine Service of Checkmarx Scan Engine Started  Automatic Network Service

‘. CxScansManager Service of Checkmarx Scans Manager Started  Automatic Network Service

4 CxSystemManager Service of Checkmarx System Manager Started  Automatic  Network Service

£ DCOM Server Process ... The DCOMLAUNCH service launches C...  Started  Automatic Local System

o3 Desktop Window Man... Provides Desktop Window Manager star... Started  Automatic Local System

£, DHCP Client Registers and updates IP addresses and ...  Started ~ Automatic Local Service

’,‘, Diagnostic Policy Serv... The Diagnostic Policy Service enables pr... Started  Automatic Local Service

Extended )\ Standard /

@ The database (DB) is required to be up and running in order for Checkmarx services to be
able to run.

Make sure the following installed services are started:

On a centralized host:

e CxJobsManager

e CxScansManager

¢ CxSystemManager

e CxScanEngine

e Web Server - IS Admin Service & World Wide Web Publishing Service
On a CxEngine host:

e CxScanEngine

Installed Application Pool Check

Go to Start > Control Panel > All Control Panel Items > Administrative Tools > Internet
Information Services (11S) Manager
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";E Internet Information Services (IIS) Manager H=] B3
@ o | |win-H4sonsT7KUO | ¥ | Application Pools & - @ -

File  View Help

_ - lication Pools _A
@-id|Z |8 %' App = Add Application Pool...
¥ Start Page Set Application Pool Defaults. ..
o) gg WIN-H46ONSTKUO (WIN-H4GON This page lets you view and manage the list of application pools on ek AppicoticnPocinei et
e the server, Application pools are associated with worker processes, Application Pool Tasks
N Application Pools . Rty AN, % pPp!
(S contain one or more applications, and provide isolation among o
-8 Sites different applications. P Start
=& Default Web Site - TR T B stop
[+ aspnet_client itec; i i Tkt I iz = Recycle
(- CxRestaPI Mame ~ [ status | .meT... | Managed... | 1denti o it T
e ; = S
# 1? CxwebClient L7 ASP.NET v4.0 Started  v4.0 Integrated  Applic. Edit Application Pool
(¥ CxWeblnterface L}ASP.MET v4.0 Classic  Started  v4.0  Classic applic. | |[Z] Basic Settings...
.;’ Classic .NET AppPool Started  v4.0 Classic Applic. Recycling...
Cxcli i
=t CxClientPool Started v4.0 Classic Netwe Advanced Settings. .
_;’CxPool Started v4.0 Classic MNetwe A
@CxpoolRestAPI Started v4.0 Integrated  Metwc SNAME.
QDeFaultAppPool Started v4.0 Integrated  Applic. XK Remove
View Applications
< | | ® Help
Online Help
4 l ' » Content Yiew
Ready €.

Make sure the following installed application pools are started:

On a centralized host:

e CxClientPool
e CxPool

@ If the 1S Pools are not started automatically after installation, you should restart the
machine.

Login to the Web Interface

Access the CxSAST web interface in either of the following ways:

e Toaccess CxSAST locally (from the server host), use the Checkmarx Portal shortcut on
the Desktop or navigate to the Checkmarx folder (Start > All Programs > Checkmarx >
Checkmarx Portal).

e Toaccess CxSAST from any other computer, make sure that organizational routing and
firewall configuration allow the client computer to access the CxSAST server. Point your
browser to: http://<server>/cxwebclient/login.aspx where <server> is the IP address or
resolvable hostname of the CxSAST server.
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Upon a fresh installation, a single Administrator Account needs to be created.
Once the Set Administrator Credentials window is displayed, add the following credentials:

e Administrator User Name
e Password
¢ Confirm Password

Set Administrator Credentials

2 e

2

Confirm

@ The required password complexity is as follows:

e 91to0400 characters

e At least 1 uppercase letter
e At least 1 lower case letter
e At least 1 special character
e At least 1 digit

Click Confirm to complete.
You can subsequently change the Administrator password and add CxSAST users.

In a distributed architecture:

In the web interface, go to Management > Application Settings > Installation Information,
and click Add Engine Server.

Give the CxEngine server a Name, provide its URL, so that CxManager will be able to
communicate with CxEngine and optionally define LOC limits.

Create &/ Cancel X
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The URL should be:
http://<Server_Name>/CxSourceAnalyzerEngineWCF/CXEngineWebServices.svc
where < Server_Name> is the CxEngine host's IP address or resolvable name.

@ It is recommended to check the defined URL by opening it in a browser on the CxManager
server to validate.

Click Create.

Multiple CxEngine Servers:

If you have multiple CxEngine Servers, repeat the above step for each one.
In the web interface, go to Management > Application Settings > General.

(7 73!

(66)] Welcome

¥ CHECKMARX

oome. 1y Logaut
¥ro3 Dashboard - Projects&Scans - - s s - Data Analysis My Profile S i

Management / Application Settings / General

-Server Settings

—SMTP Settings

Click Edit.

If permitted by your Checkmarx license, set the “Maximum number of concurrent scans* to the
desired number for all the CxEngine Servers.

Provide SMTP settings and click Update. Other settings should usually be left as they are.
Optionally, you can configure the "From" field of emails. If you don't configure it, it will be left

empty."

Page 45




(\) CHECKMARX

choose what developers use
Email Verification

Verify that the email address in the CxSAST profile settings (My Profile > Account Information)
is of a valid format, i.e. John.Smith@example.com, and not John.Smith@example.

Installation Verification

Validate that you have successfully installed the correct version and/or hot-fix by
clicking Management > Application Settings > Installation Information and reviewing all
Checkmarx system components ensuring that they are all of the same version.

¥ CHECKMARX Q

vaso Dashboard ~ ProjecisBScans = Mansgemen! Users & Tesms = Data Analysis My Profile

Management / Application Settings / Instsllstion information

—System Component:
@  Fiters £ Group By
NAME INSTALLATION PATH DNS |® fERSL HOTFIX } STATE
I
Checkmarx Jobs Manager C:\Program Files (x86)\Checkmarx\Chackmarx Jobs Manager, TechWriter01-..  10.31.1.208 8.00 0 On B
C:\Program Files (x86)\Checkmarx!Chec TechWirter01-..  10.31.1.208 8.00 0
C:\Program Files (x86)\Checkmar TechWirter0l-.. 10.31.1208  8.00 0 On
Phariemary Aurit [\Pervaeaen Filas (¥RR\harkmar Pharkmary Auvdit TachWirzert. 1NR11208  RAA__ N Y
—Engines Servers:
- Add Engine Sene roup By
SERY SERVER URI } ACT
Localhost http://Localhost/CxSourceAnalyzerEngineWCF/CxEngneWebServices sve 0-999,239,999 |C

16 Checkmarx | Top
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Upgrading CxSAST

@ This page applies only to full upgrades (it does not apply to hotfixes).

CxSAST only supports upgrades for two earlier versions. If your current version is older,
please contact support prior to the upgrade process.

In a distributed deployment, you must upgrade all components. Perform the following on the
CxManager and on each CxEngine as relevant.
To upgrade CxSAST:

1. Inthe lIS Manager, navigate to Application Pools, and check if the user Identity of
either of the following is anything other than the default NetworkService, in which case
make sure you know the user account's full credentials.

e CxClientPool
e CxPool

2. In the Service Manager (services.msc), check the Log On As user accounts of each of the
following. If any of them is anything other than the default Network Service, make sure
you know the user account's full credentials.

e CxJobsManager
e (CxScanEngine
e (CxScansManager
e CxSystemManager
3. Make sure that no scans are currently running.
4. Stop all Cx Windows services and the Web server:
e CxSystemManager
e CxJobsManager
e C(CxScansManager
e (CxScanEngine

e Web server (run "iisreset /stop" from CMD):

o World Wide Web Publishing Service
o IS Admin Service

5. As a precaution you should backup both Cx databases (using standard SQL Server tools -
Make sure to give the files unique names and to include .bak).
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Install CxSAST.
If in steps 1-2 you found any non-default user accounts, reconfigure them as follows:

e For application pool accounts, in the |IS Manager, navigate to Application Pools, and
for each of CxPool and CxClientPool:

a. Select the pool.
b. Go to Actions > Advanced Settings > Process Model > Identity.
c. Change the Identity value to the correct one.

e For service accounts, in the Service Manager, for each of the services listed in step 2:

a. Right-click the service and select Properties.
b. Inthe Log On tab, configure the correct account.
c. Click OK.

During upgrade the Checkmarx installer automatically performs a backup copy of the
following files:

e Checkmarx Audit\CxAudit.exe.config

e Checkmarx Audit\Config.xml

e Checkmarx Audit\ExtensionsConfig.xml

e Checkmarx Audit\Log4Net.config

e Checkmarx Engine Server\CxEngineAgent.exe.config

e Checkmarx Engine Server\CxSourceAnalyzerEngine.WinService.exe.config
e Checkmarx Engine Server\ExtensionsConfig.xml

e Checkmarx Engine Server\CxEngineLog4Net.config

e Checkmarx Engine Server\Logs4Net.config

e Checkmarx Jobs Manager\bin\CxJobsManagerWinService.exe.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.Build.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.config

e Checkmarx Scans Manager\bin\CxScansManagerWinService.exe.config
e Checkmarx Scans Manager\bin\CxScansManagerLog4Net.config

e Checkmarx System Manager\bin\CxSystemManagerService.exe.config
e Checkmarx System Manager\bin\CxSystemManagerLog4Net.config

e Checkmarx Web Services\CxWeblnterface\Web.config

e Checkmarx Web Services\CxWeblnterface\Log4Net.config

e Checkmarx WebPortal\Web\Web.config

e Checkmarx WebPortal\Web\Log4Net.config

e Configuration\ExtensionsConfig.xml
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To locate the Checkmarx backup files go to Start > Search > and type "%appdata%o"
(C:\Users\<user>\AppData\Roaming\Checkmarx).

® The database (DB) is required to be up and running in order for Checkmarx services to be
able to run.

Restart all Cx Windows services and the Web server:

e CxSystemManager

e CxJobsManager

e CxScansManager

e CxScanEngine

e Web server (run "iisreset" from CMD):
o World Wide Web Publishing Service

o |IS Admin Service
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Adding a CxEngine Server

If you see that your scan load requires an additional Engine server, you can add one as follows:
Prepare the new CxEngine host.

Perform a server installation. Under Product Feature selection, select only Install Engine.

CHECKMARX

Setup Options

C:\Program Files\Checkmarx Browse

[T Install shortcuts

Select product features for this installation:
[T Install Audit

[¥] Install Engine

[]Install Manager

[7]Install WebPortal

oK ] [ cancel

Log into the CxSAST web interface, go to Management > Application Settings > Installation
Information, and click Add Engine Server. The Add Engine Server window is displayed.

Creatze &/ Cancel X

Give the Engine server a Name, and provide its URL, so that CxManager will be able to
communicate with CxEngine. The URL should be:

http://<server>/CxSourceAnalyzerEngineWCF/CxXEngineWebServices.svc
where <server> is the CxEngine host's IP address or resolvable name.

Click Create
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Uninstalling CxSAST

To uninstall CxSAST from a server host:
Copy your Checkmarx license file to a safe location.
Go to Start > Control Panel > Programs > Programs and Features.

File Edit View Tools Help

Centrol Panel Home 3
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

#) Turn Windows features on or

ot Organize v  Uninstall Change

Install a program from the =
network Name Publisher Installed On  Size Version

ﬁ! Entity Framework 6.1.1 Too... Microsoft Corporation 07/12/2015 12.0.30610.0
Dolby Advanced Audio v2 Dolby Laboratories Inc 25/08/2015 7.2.8000.17
| M CxEnterpri Checkmanx 20/01/2016 8.0.0.967

L CCleaner Piriform 13/12/2015 512

[7) CamStudio Lossless Codec ... CamStudio 05/10/2015 15

Currently installed programs
108 programs installed

g‘l
= I Total size: 139 GB
' ) P

Q|

Double-click on CxEnterprise. The Uninstall Setup window is displayed.

CHECKMARX

Uninstall Setup

Click Uninstall'to remove the product

Close

Once complete the Uninstall Successfully Completed window is displayed.
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CHECKMARX

Uninstall Successfully Completed

Close

Click Close to complete the uninstall.

® Even though uninstall removes most Checkmarx folders, for consolidation purposes, the
following folders are not deleted:

e CxSrc

« CxDB (sQL)
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Updating the CxSAST License

To obtain a new or updated Checkmarx license for CxSAST:

Go to Start > All Programs > Checkmarx, click HID

P
<4 XPS Viewer -~

A43 File Management Utility

Accessories

AVG

Checkmarx

Q& Checkmarx Audit

M Checkmarx Portal \
M CxLicenselmporter.exe ‘
|| Hardwareld ‘

A
&
o

m

. FastStone Capture
Games
Google Chrome
Greenshot
Intel
Java
. Lenovo
. Maintenance
Microsoft Expression -

1 Back

| |Search programs and fites pe) ’
—

Once the Hardware ID is generated, copy the Hardwareld and send it to your Checkmarx sales
representative or Checkmarx support to obtain a new or updated license.

@ Distributed Installations

Updating the license on each machine is required in case of distributed architecture
installations.

Close all Checkmarx Application windows.

Go to Start > All Programs > Checkmarx and click CxLicenselmporter.exe, The Checkmarx
License Importer is displayed.
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A Checkmarx License L‘EL&]_E__“_J
-

v

CHECKMARX

Import License

Click Import License, navigate to your Checkmarx license file and click Open.

@ HID Mismatch

If your license doesn't match your current hardware ID (HID) a warning message is displayed.

Import a different license or request a new one from your Checkmarx sales representative or
contact Checkmarx support.

The Import License Successful message might take a few seconds to appear.

@ The database (DB) is required to be up and running in order for Checkmarx services to be

able to run.

Restart all Cx Windows services:

CxSystemManager
CxJobsManager
CxScansManager
CxScanEngine
Web server:

o World Wide Web Publishing Service
o 1IS Admin Service
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CxSAST Application Maintenance Guide

e Introduction

e Backup

o

O O O O O

o

Step 1. Stop the CxServices

Step 2. Stop the Web Server

Step 3. Back up the Checkmarx Folder
Step 4. Backup the Database

Step 5. Backup the Scanned Source Folder
Step 6. Restart the CxServices

Step 7. Restart the Web Server

e Recovery

o

o O O O

o

Step 1. Stop the CxServices

Step 2. Stop the Web Server

Step 4. Restore the Scanned Source Folder
Step 5. Restore the Database

Step 6. Restart the CxServices

Step 7. Restart the Web Server

¢ Maintenance and Cleanup

o

@)

@)

@)

o

CxManager
= Sources
=  CxSrc
=  ExtSrc
= lLogs
= Reports
CxEngine
= Sources
=  CxSrc
= lLogs
= Scans
CxWebPortal
= lLogs
CxAudit
= Sources
»  CxAuditSrc
= lLogs
Database

¢ Appendix A: Compressing a Folder in Windows

o

o

o

Trade-Offs

When to Use and When Not to Use NTFS Compression
How to Use NTFS Compression
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Introduction

Checkmarx CxSAST collects sources, logs and sensitive information and stores it in files and the
database. This document describes the backup and recovery, maintenance and cleanup
procedures for CXSAST.

CxSAST is comprised of the following main components:

System Manager Manages the system services: cleanup, monitoring, etc.

Jobs Manager eRtlénS all long management tasks: creates reports, prepares sources,
Scans Manager Manages all scans

Engine Server Performs the scans

Web Services Connects the web clients with the 3" party systems

Web Portal Web interface with CXxSAST

Audit Client for creating and customizing queries

Database Stores scan results and system settings

Backup

CxSAST is composed of files and the database, both should be backed up.

Step 1. Stop the CxServices

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services by

opening Services, selecting the CxService and clicking Stop for each one (this depends on your

Checkmarx distributed installation).

Step 2. Stop the Web Server

Stop the 11S Web server by opening the 1S Manager, selecting the <server name> and clicking
Stop on the Actions menu.

Step 3. Back up the Checkmarx Folder

Create a new Checkmarx backup folder (recommended to include backup date).
Example: C:\Program Files\Checkmarx - > C:\Program Files\Checkmarx15052016

Copy the following items from the Checkmarx folder:

o Configuration, Executable and Licenses folders and the following configuration files:
e Checkmarx Audit\CxAudit.exe.config
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e Checkmarx Audit\Config.xml

e Checkmarx Audit\ExtensionsConfig.xml

e Checkmarx Audit\Log4Net.config

e Checkmarx Engine Server\CxEngineAgent.exe.config

e Checkmarx Engine Server\CxSourceAnalyzerEngine.WinService.exe.config
e Checkmarx Engine Server\ExtensionsConfig.xml

e Checkmarx Engine Server\CxEngineLog4Net.config

e Checkmarx Engine Server\Logs4Net.config

e Checkmarx Jobs Manager\bin\CxJobsManagerWinService.exe.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.Build.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.config

e Checkmarx Scans Manager\bin\CxScansManagerWinService.exe.config
e Checkmarx Scans Manager\bin\CxScansManagerLog4Net.config

e Checkmarx System Manager\bin\CxSystemManagerService.exe.config
e Checkmarx System Manager\bin\CxSystemManagerLog4Net.config

e Checkmarx Web Services\CxWeblInterface\Web.config

e Checkmarx Web Services\CxWeblnterface\Log4Net.config

e Checkmarx WebPortal\Web\Web.config

e Checkmarx WebPortal\Web\Log4Net.config

e Configuration\ExtensionsConfig.xml

Step 4. Backup the Database

Backup the database using the standard database tools.

Step 5. Backup the Scanned Source Folder

Copy the CxSrc folder and rename it as the backup (recommended to include backup date).
Example: C:\CxSrc - > C:\CxSrc15052016

Step 6. Restart the CxServices

Restart the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services
by opening Services, selecting the CxService and clicking Restart for each one (this depends on
your Checkmarx distributed installation).

Step 7. Restart the Web Server

Restart the I1S Web server by opening the 11S manager, selecting the <server name> and clicking
Start on the Actions menu.

Recovery

The recovery steps below take into consideration the following; a new installation of CxSAST on
your server using the same installation path and CxSAST version that was previously installed
when the backup was performed.
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Step 1. Stop the CxServices

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services by

opening Services, selecting the CxService and clicking Stop for each one (this depends on your

Checkmarx distributed installation).

Step 2. Stop the Web Server

Stop the 11S Web server by opening the 11S Manager, selecting the <server name> and clicking
Stop on the Actions menu.

Step 3. Restore Checkmarx's Backed up Folders and configuration files

Restore the Checkmarx folders and configuration files that were previously backed up by
copying the files from the backup folder to your newly created folder overwriting the original
files:

Example: C:\Program Files\ Checkmarx15052016 - > C:\Program Files\Checkmarx

Step 4. Restore the Scanned Source Folder

Copy the CxSrc folder from the backup overwriting the new empty folder:
Example: C:\CxSrc15052016 - > C:\CxSrc

Step 5. Restore the Database

Restore the database that was previously backed up overwriting the db’s that were created by the
new installation.

Step 6. Restart the CxServices

Restart the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services
by opening Services, selecting the CxService and clicking Restart for each one (this depends on
your Checkmarx distributed installation).

Step 7. Restart the Web Server

Restart the 11S Web server by opening the 11S Manager, selecting the <server name> and
clicking Start on the Actions menu.

Step 8. Check the Recovered Version

Perform a basic test on the new version to check that everything is up and running:

e Login

o View older scan results

e Run a new small scan

¢ View the new scan results
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Maintenance and Cleanup

Maintenance and cleanup of Checkmarx CxSAST refers to the following types of data:

Sources | Source files that are scanned are stored in several locations during the scan

Logs Old logs that can simply be deleted, moved or compressed as needed

Reports | All reports are saved on the disk. If deleted, a new report can be created on request

CxManager

Includes the System Manager, Jobs Manager, Scans Manager and Web Services.

Sources
CxSrc
Default location: C:\CxSrc

This is the main sources location - after the scan is complete CxSAST leaves one copy of the
sources to be used by the project viewer and for creating code samples in reports.

The recommended method to clean the CxSrc folder is to use CxSAST’s built-in data retention
feature. This allows retention of scanned files in the CxSrc folder (and the DB).

It is also possible to delete old sources from the Checkmarx folder, if required. Deleting the
sources will not affect the statistical information saved in the database. Opening the project
viewer that does not have sources anymore will only result in an empty code area.

It is also possible to use the Microsoft compressed folder option to save disk space (see
Appendix A: Compressing a Folder in Windows) Compressing a folder for a project will save
about 90% of the space and only affect performance when accessing the project's viewer.

ExtSrc

Default location: C:\ExtSrc

This is used as a temporary folder to extract the content of Zip files. Any files that remain in this
location can be deleted with no implications.

Logs
Default location: C:\Program Files\Checkmarx\Logs
All logs are saved on the disk. Old logs can simply be deleted or compressed as needed

Reports
Default location: C:\CxReports
All reports are saved on the disk. If deleted, a new report can be created on request.

As all created logs are created to this folder but sent to requesting client — the reports that are
saved in this folder can be deleted with no implications.
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CxEngine

Sources
CxSrc
Default location: C:\CxSrc

Only if the CxEngine is installed on a separate server this folder should be cleaned separately
from the CxManager. If it is separate, and only after scans are completed and there are any files
that remain in this location, they can be deleted with no implications.

Logs

Default location: C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs
C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs\Trace

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.

Scans

Default location: C:\Program Files\Checkmarx\Checkmarx Engine Server\Scans
C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs\ScanLogs

All scans are saved on the disk. While the engine is not running, old scans can simply be deleted,
moved or compressed as needed.

CxWebPortal
Logs

Default location: C:\Program Files\Checkmarx\Logs\WebClient
C:\Program Files\Checkmarx\Logs\WebClient\Trace

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.

CxAudit

Sources
CxAuditSrc

Default location: Cx8.4.2 and below: C:\CxAuditSrc
Cx8.5 and up:%AppData%\..\local\Checkmarx\CxAudit\CxAuditSrc

All sources are saved on the disk. Old sources can simply be deleted, moved or compressed as
needed.

Logs
Default location: C:\Program Files\Checkmarx\Checkmarx Audit\Logs

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.
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Database

Checkmarx CxSAST uses two main databases (CxDB and CxActivity). In order to keep the log
size small, both databases can be set to Recovery Model = Simple.

Appendix A: Compressing a Folder in Windows

The NTFS file system used by Windows has a built-in compression feature known as NTFS
compression. With a few clicks, you can compress files, making them take up less space on your
hard drive. Best of all, you can still access the files normally.

Using NTFS compression involves a trade-off between CPU time and disk activity. Compression
will work better in certain types of situations and with certain types of files.

Trade-Offs

NTFS compression makes files smaller on your hard drive. You can access these files normally —
no need for cumbersome zipping and unzipping. Like with all file compression systems, your
computer must use additional CPU time for decompression when it opens the file.

However, this doesn’t necessarily mean it will take any longer to open the file. Modern CPUs are
very fast, but disk input/output speeds haven’t improved nearly as much. Consider a 5 MB
uncompressed document — when you load it, the computer must transfer 5 MB from the disk to
your RAM. If that same file were compressed and took up 4 MB on the disk, the computer would
transfer only 4 MB from the disk. The CPU would have to spend some time decompressing the
file, but this will happen very quickly — it may even be faster to load the compressed file and
decompress it because disk input/output is so slow.

On a computer with a slow hard disk and a fast CPU — such as a laptop with a high-end CPU but
a slow, energy efficient physical hard disk, you may see faster file loading times for compressed
files.

This is especially true as NTFS compression isn’t very aggressive in its compression. A test by
Tom’s Hardware found that it compressed much less than a tool like 7-Zip, which reaches higher
compression ratios by using more CPU time.

When to Use and When Not to Use NTFS Compression
NTFS compression is ideal for:

o Files you rarely access. (If you never access the files, the potential slow-down when
accessing them is unnoticeable).

e Files in uncompressed format. (Office documents, text files, and PDFs may see a
significant reduction in file size, while MP3s and videos are already stored in a
compressed format and won’t shrink much, if at all).

e Saving space on small solid state drives. (Warning: Using compression will result in more
writes to your solid state drive, potentially decreasing its life span. However, you may
gain some more usable space.)

e Computers with fast CPUs and slow hard disks.

Page 61


http://www.tomshardware.com/reviews/ssd-ntfs-compression,3073-4.html
http://www.tomshardware.com/reviews/ssd-ntfs-compression,3073-4.html
http://www.howtogeek.com/howto/45359/htg-explains-whats-a-solid-state-drive-and-what-do-i-need-to-know/

(& CHECKMARX

R choose what developers use
NTFS compression should not be used for:
e Windows system files and other program files. Using NTFS compression here can reduce
your computer’s performance and potentially cause other errors.

e Servers where the CPU is getting heavy use. On a modern desktop or laptop, the CPU
sits in an idle state most of the time, which allows it to decompress the files quickly. If
you use NTFS compression on a server with a high CPU load, the server’s CPU load will
increase and it will take longer to access files.

e Files in compressed format. (You won’t see much of an improvement by compressing
your music or video collections).

e Computers with slow CPUs, such as laptops with low-voltage power-saving chips.
However, if the laptop has a very slow hard disk, it’s unclear whether compression
would help or hurt performance.

How to Use NTFS Compression

Now that you understand which files you should compress, and why you shouldn’t compress
your entire hard drive or your Windows system folders, you can start compressing some files.
Windows allows you to compress an individual file, a folder, or even an entire drive (although
you shouldn’t compress your system drive).

To get started, right-click the file, folder, or drive you want to compress and select Properties.
Click the Advanced button under Attributes.
Enable the Compress contents to save disk space check box and click OK twice.

If you enabled compression for a folder, Windows will ask you whether you also want to encrypt
subfolders and files.

In this example, we saved some space by compressing a folder of text files from 356 KB to 255
KB, about a 40% reduction. Text files are uncompressed, so we saw a big improvement here.

Compare the Size on disk field to see how much space you saved.
Compressed files and folders are identified by their blue names in Windows Explorer.

To un-compress these files in the future, go back into their advanced attributes and uncheck the
Compress checkbox.
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CxSAST Database Maintenance Guide

e Chapter 1 - Introduction

e Chapter 2 - Checkmarx Tables Overview

e Chapter 3 - Monitoring

e Chapter 4 - Maintenance Options for Reducing Fragmentation

Chapter 1 - Introduction

The purpose of the document to provide specific information about Checkmarx SAST (CxSAST)
tables regarding their maintenance. It doesn't replace MS SQL Server guidelines and best
practices published by official database providers. It refers to sole aspects (key area) of database
maintenance: Index and Tables fragmentation.

There are basically two types of fragmentation:

e Fragmentation within individual data and index pages (sometimes called internal
fragmentation)

¢ Fragmentation within index or table structures consisting of pages (called logical scan
fragmentation and extent scan fragmentation)

More commonly, internal fragmentation results from data modifications, such as inserts,
updates, and deletes, which can leave empty space on a page. Depending on the table/index
schema and the application's characteristics, this empty space may never be reused once it is
created and can lead to ever-increasing amounts of unusable space in the database. Wasted space
on data/index pages can therefore lead to needing more pages to hold the same amount of data.
Not only does this take up more disk space, it also means that a query needs to issue more 1/0s to
read the same amount of data. All these extra pages occupy additional space in the data cache,
therefore taking up more server memory.

Logical scan (or external/extent) fragmentation is caused by an operation called a page split.
This occurs when a record has to be inserted on a specific index page (according to the index key
definition) but there is not enough space on the page to fit the data being inserted. The page is
split in half and roughly 50% of the records moved to a newly allocated page. This new page is
usually not physically contiguous with the old page and therefore is referred to as fragmented.
Extent scan fragmentation is similar in concept. Fragmentation within the table/index structures
affects the ability of the SQL Server to do efficient scans, whether over an entire table/index or
bounded by a query WHERE clause (range scan).

For more details see https://technet.microsoft.com/en-us/library/2008.08.database.aspx.
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Chapter 2 - Checkmarx Tables Overview

The CxSAST application has two databases:

e CxActivity — contains tables serving auditing persistancy
e CxDB — primary database serving ongoing usage

CxSAST inserts data in CxActivity tables without deleting or updating them in the future.
Therefore, the risk of fragmentation and as result performance degradation is low.

CxDB database has tables for various functionalities working in different ways. From now, the
discussion will be related to the tables dynamic having relatively massive data. These tables are
divided to three categories:

Tables List Description/Purpose
dbo.PathResults, dbo.NodeResults, Ongoing growing tables having
1 | dbo.ResultsLabels, dbo.ResultsLabelsHistory, purging policy as default
dbo.Auxiliary_* application behavior
CxBi.*,
They serve for
5 dbo.QueryVersion, dbo.ScanRequests, analyzing/calculation with
removing data at the end of
dbo.ScanStatistics, dbo.TaskScans, processing

dbo.LoggedinUser

dbo.Libraries, dbo.ScannedLibraries,
3 | dbo.ScannedVulnerabilities, dbo.Scans, Ongoing growing tables
dbo.Vulnerabilities

Tables from the two first categories have high risk of fragmentation.
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Chapter 3 - Monitoring

Instead of rebuilding or reorganizing all indexes on a regular basis (e.g. daily/weekly/monthly)
the more sophisticated approach involves using the dynamic management function (DMF)
sys.dm_db_index_physical_stats to periodically determine which indexes are fragmented, and
then choosing whether and how to operate on those. This function accepts parameters such as the
database, database table, and index for which you want to find fragmentation. An example of the
function usage is as follows:
SELECT

OBJECT_NAME(ips.object_id) "ThIName"

,ips.object_id

Jips.index_id

,(select i.name from sys.indexes i where ips.object_id = i.object_id AND ips.index_id =
i.index_id and ips.index_level = 0) "IndexName"

Jips.index_type_desc "IndexType"
Jips.avg_fragmentation_in_percent
Jips.fragment_count
,ips.avg_fragment_size_in_pages
,ips.forwarded_record_count
Jips.alloc_unit_type_desc
,ips.page_count

,ips.index_depth
,ips.avg_page_space_used_in_percent
,ips.record_count
,ips.ghost_record_count
Jips.version_ghost_record_count

,ips.min_record_size_in_bytes
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Jips.max_record_size_in_bytes

Jips.avg_record_size_in_bytes

,ips.compressed_page_count
FROM sys.dm_db_index_physical_stats(DB_ID('CxDB"),NULL,NULL,NULL,'<Scanning
Mode>") AS ips WHERE (1=1)

and index_level=0

ORDER BY OBJECT_NAME(ips.object_id),ips.index_id,;

Scanning Mode - the mode in which the function is executed determines the level of scanning
performed to obtain the statistical data that is used by the function. Mode is specified as

e LIMITED - fastest mode and scans the smallest number of pages (min info)

e SAMPLED - returns statistics based on a 1% sample of all the pages in the index or heap. If
the index or heap has fewer than 10,000 pages, DETAILED mode is used instead of
SAMPLED.

o DETAILED — heaviest mode and scans all pages and returns all statistics (max info)
The default (NULL) is LIMITED.
For more details see https://msdn.microsoft.com/en-us/library/ms188917(v=sql.110).

Returns size and fragmentation information for the data and indexes of the specified table or
view. For an index, one row is returned for each level of the B-tree in each partition. For a heap,
one row is returned for the IN_ROW _DATA allocation unit of each partition. For large object
(LOB) data, one row is returned for the LOB_DATA allocation unit of each partition. If row-
overflow data exists in the table, one row is returned for the ROW_OVERFLOW_DATA
allocation unit in each partition.

Along with other information, the following columns are most important for detecting
fragmentation:
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Returned Column

Description

avg_fragmentation_in_percent

This indicates the amount of external fragmentation you
have for the given objects.

The lower the number the better - as this number
approaches 100% the more pages you have in the given
index that are not properly ordered.

For heaps, this value is actually the percentage of
extent fragmentation and not external fragmentation.

avg_page_space_used_in_percent

This indicates how dense the pages in your index are, i.e.
on average how full each page in the index is (internal
fragmentation).

The higher the number the better speaking in terms of
fragmentation and read-performance. To achieve optimal
disk space use, this value should be close to 100% for an
index that will not have many random inserts. However, an
index that has many random inserts and has very full pages
will have an increased number of page splits. This causes
more fragmentation. Therefore, in order to reduce page
splits, the value should be less than 100%.

fragment_count

A fragment is made up of physically consecutive leaf pages
in the same file for an allocation unit. An index has at least
one fragment. The maximum fragments an index can have
are equal to the number of pages in the leaf level of the
index. So the less fragments the more data is stored
consecutively.

avg_fragment_size in_pages

Larger fragments mean that less disk 1/O is required to read
the same number of pages. Therefore, the larger the
avg_fragment_size_in_pages value, the better the range
scan performance.

forwarded_record_count

Number of records in a heap that have forward pointers to
another data location. (This state occurs during an update,
when there is not enough room to store the new row in the
original location.)

NULL for any allocation unit other than the
IN_ROW_DATA allocation units for a heap.

NULL for heaps when mode = LIMITED.

Page 67




{” CHEBCKMARX

b choose what developers use

Chapter 4 - Maintenance Options for Reducing Fragmentation

Decision which defragmentation method to use should be based on the degree of fragmentation
and table type (as result of running sys.dm_db_index_physical_stats, see the previous chapter).

There are two main methods:

Method

When

Comments

ALTER INDEX REORGANIZE

> 10% and < = 30%

Reorganizing an index is always
executed online and uses minimal
system resources. It defragments
the leaf level of clustered and non-
clustered indexes on tables and
views by physically reordering the
leaf-level pages to match the
logical, left to right order of the
leaf nodes. Reorganizing also
compacts the index pages.

Reorganizing a specified clustered
index compacts all LOB columns
that are contained in the clustered
index. Reorganizing a non-
clustered index compacts all LOB
columns that are non-key
(included) columns in the index.

Reorganize does NOT update
statistics, this should be run
manually.

Single threaded only — regardless
of edition

ALTER INDEX REBUILD WITH
(ONLINE = ON)

> 30%

Rebuilding an index can be
executed online or offline. To
achieve availability similar to the
reorganize option, you should
rebuild indexes online.

The ONLINE option and
parallelism are available for
Enterprise Edition only! When
performed offline, the entire table
is unavailable for the duration of
the operation.

Defragments all levels of the index
and update statistics.

Page 68




(& CHECKMARX

e choose what developers use

Important notes:

There are other methods (e.g. drop and recreate cluster index), but are more complicated
and less recommended.

Fragmentation alone is not a sufficient reason to reorganize or rebuild an index. The main
effect of fragmentation is that it slows down page read-ahead output during index scans.
This causes slower response times. If the query workload on a fragmented table or index
does not involve scans, because the workload is primarily singleton lookups, removing
fragmentation may have no effect.

These values (in When column compared with avg_fragmentation_in_percent) provide a
rough guideline for determining the point at which you should switch between ALTER
INDEX REORGANIZE and ALTER INDEX REBUILD. However, the actual values may vary from
case to case. It is important that you experiment to determine the best threshold for your
environment. Very low levels of fragmentation (less than 5%) should not be addressed by
either of these commands because the benefit from removing such a small amount of
fragmentation is almost always vastly outweighed by the cost of reorganizing or rebuilding
the index. The decision should be take into consideration SQL Server Edition.

In general, fragmentation on small indexes is often not controllable. The pages of small
indexes are stored on mixed extents. Mixed extents are shared by up to eight objects, so
the fragmentation in a small index might not be reduced after reorganizing or rebuilding
the index.
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CxSAST Quick Start

This Quick Start includes information on setting up first project scans and an overview of

presets.

{® Page Contents

Setting Up
o Step 1: Enter Project General Settings
o Step 2: Select Source To Scan
o Step 3:Scan Execution
Reviewing Scan Results
o Step 1-Projects & Scans
o Step 2 —Review Scan Results in the Source Code

Preset Manager: Overview

Setting Up

In the Projects & Scans > Create New Project window perform the following procedure:

Step 1: Enter Project General Settings

1.
2.

Project Name: Provide an appropriate Project Name for the project.

Preset: The Preset will determine the scan rules for the project. Select the appropriate
scanning Preset from the drop-down list.

Configuration: Select the Configuration for the new project. For the trial version, it is
advised to perform the default selection.

Team: Select the Team for the new project. For the trial version, it is advised to perform
the default selection.

A It is advised to leave the fields Configuration and Team
unchanged in the trial.
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¥ CHECKMARX A 7o} & &
vi22 Dashboard ~ Projects & Scars ~ Maragerment « Users & Teams «

Projects & Scans / New Project

Step 2: Select Source to Scan

1. Select Local to upload code as a ZIP file. The code must be zipped by MS zip. The test
account is limited to 350,000 Lines of Code (LOC).

2. Select Shared, Source Control or Source Pulling, and upload the code in any other
format.

A

¥ CHECKMARX S
V122 Dastbosd v Projects aScans ~

Projects & Scans / New Project

x| Top

@ Note that you can scan the "OWASP Benchmark Project” code; go
to https://github.com/OWASP/benchmark, click the Clone or download button and
select your preferred option.
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3. Other sample code for scanning include:

Bookstore.Net; Bookstore.Java; Bookstore.php4; WebGoat5.0; WebGoat6.0; CPP
Example; iGoat; Samples; Android.

4. . If using a Browser/ Eclipse/ Visual Studio/ IBM RAD, please start with the browser
option.

5. . When the Finish button becomes active, click Finish to place the project into a queue.

Step 3: Scan Execution

¢ In Projects & Scans > Queue, monitor the scan progress by clicking the project line in
the queue table.

¥ CHECKMARX A
V122

iy
(85}

Daihbowd - Projects & Scans - Ui & Toama ~ Duats Aniyiis. by Prolila

Projects & Scans. / Queue:

QUEUED DATE

Tr21P2015 V4543 AM admun admin Web Porta

1 e n 1 pages

rrrrr
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Reviewing Scan Results
Step 1 - Projects & Scans

e In Projects & Scans > Projects, click Scans List to view the high level summary of scan
results and account activity.

¥ CHECKMARX A
v722 Dashboaed ~

Projects 8 Scans / Projects

2015 01:50AM

For more information on Dashboards see Getting to Know the System Dashboard.
Step 2 - Review Scan Results in the Source Code

View detailed scan results within the Source Code. Vulnerabilities and navigated attack path
are highlighted.

The View Results page is divided into four (4) sections:

e Scan Results Summary by vulnerability,
e Results table or Graph,

e Attack Vector

e Source code

Scan Result Summary

e Scan Results Summary pane: Summary of vulnerabilities detected, grouped by
High, Medium and Low titles. The summary shows the number of instances of those
vulnerability appearances in the code. The “tool tip” displays more information about
the specific vulnerability and best practice technique for removal.
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¥ ScanResults | Severity v

¥ Java

¢ Source Code pane: View specific points of vulnerabilities detected within the Source
Code.

\admin_partiahBookDetail _jsp.java

137 catch (java.sql.SQLException sqle) {}

138 return "";

139

149

141  String getValue(java.sql.ResultSet rs, String strfieldName) {
142 if ((rs==null) ||(isEmpty(strFieldName)) || ("".equals(strFieldName))) return "";
143 try {

144 String sValue = rs.getString(strFieldName);

145 if ( svalue == null ) sValue = "";

146 return sValue;

147 }

148 catch (Exception e) {

149 return "";

150

151}

152

153 String getParam(javax.servlet.http.HttpServletRequest req, String paramName) {
154 String param = req.getParameter(paramiame);

155 if ( param == null ?| param.equals("") ) return "";
156 return param;

157

158

159  boolean isNumber (String param) {

160 boolean result;

161 if ( param == null || param.equals("")) return true;
162 param=param.replace('d’,'_").replace('f"',"_");

163 try {

164 Double dbl = new Double(param);

165 result = true;

166 }

167 catch (NumberFormatException nfe) {

168 result = false;

169 L

170 4 B

¢ Results Table: A listing of each vulnerability instance and detail. Manage results by
using the Filter button to organizes data and saves results.
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Reflected New
Reflected New
Reflected New
SQL_Injec New
SQL_Injec... New
SQL_Injec New
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Second, New

o AssignioUser ¥ 7 Comments L
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\admin_p BookDetai
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= ————}

49

paramName ladmin_pa... BookDetal...

paramName \admin_pa BookDetai

paramName \admin_pa BookDetai

paramName ‘admin_pa.. BookDetai

paramName  ladmin_pa... BookDetai...

paramName \admin_pa BookDetai

executeQ \admin_pa BookDetai
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858 print To Verify High
1119 print To Verify High
6837 print To Verity High
49 executeQ To Verify High
731 executeUp... To Verify High
958 executeUp... To Verify High
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Graph: Gain a macro chart perspective vulnerabilities found in code, see correlations
and identify the optimal points for fix (red buttons).

Results Graph
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Attack Vector: Note the full path of code elements that constitute the vulnerability
instance selected in the Results pane.
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For more information on Working with Scan Results, see Working with Scan Results.

Page 76



[{) CHECKMARX

choose what developers use

Preset Manager: Overview

A Preset Setting consists of a group of queries. The Preset Manager enables the viewing of query
details in each Preset.

To access the Preset Manager go to Management > Scan Settings > Preset Manager.
Queries contained inside the preset are presented in the right pane and description
of vulnerability discovered by each query are described in Query Description below.

¥ CHECKMARX A
V122 Dashbond -

Management / Scan Settings / Preset Manager

For more information on Managing Presets Managing Query Presets.
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CxSAST User Guide

This guide provides information about CxSAST usage, once it has already been set up in your
environment.

[ MR

The CxSAST Web The Queue User Management
Interface Administration Settings
*»
00 [ nva
— L y é
J R" K
Creating and Scan Results Dashboard Analysis

Managing Projects
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The CxSAST Web Interface

CxSAST provides an intuitive web interface for managing and analyzing code scan projects and
the CxSAST system.

In This Section:

e Accessing the Web Interface
e Getting to Know the System Dashboard
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Accessing the Web Interface

Access the CxSAST web interface in either of the following ways:

To access CXSAST locally (from the server host), use the Checkmarx Portal shortcut on
the Desktop or navigate to the Checkmarx folder (Start > All

Programs > Checkmarx > Checkmarx Portal).
To access CxSAST from any other computer, make sure that organizational routing and
firewall configuration allow the client computer to access the CXxSAST server. Point your

browser to: http://<server>/cxwebclient/login.aspx where <server> is the IP address or
resolvable hostname of the CXxSAST server.

Upon a fresh installation, a single Administrator Account needs to be created.

Once the Set Administrator Credentials window is displayed, add the following credentials:

e Administrator User Name

e Password
¢ Confirm Password

Set Administrator Credentials

| L]

L

Confirm

® The required password complexity is as follows: 9 to 400 characters, at least 1 uppercase
letter, at least 1 lower case letter, at least 1 special character, at least 1 digit.

Click Confirm to complete.

You can subsequently change the Administrator password and add CxSAST users.
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Getting to Know the System Dashboard

Overview

The CxSAST web interface includes drop-down navigation menus for each relevant module, as
follows:

Dashboard | Projects & Scans | Management Settings | Users & Teams | Data Analysis | My
Profile Settings

V851 [soLe

ECHRCKMARX 73!

Projects & Scans Management ~ Users & Teams v Data Analysis

Dashboard / Projects State

fia Y Filters 48 GroupBy

PROJECT NAME LAST SCAN DATE ™ | TEAM Loc RISK LEVEL SCORE HIGH VULNERABIL MEDIUM VULNERA ‘ ACTIONS
0 100 \ )
Project 1 (Branch1)  10/17/2017 CxServer 33594 ———]  (100) 325 226 Q iy d
2 0 00 50 S
Project 2 (Jenkins)  10/17/2017 CxServer 18033 ——— (73) 11 142 (@] @ g
0 00, ~
Project 3 10/16/2017 CxServer 33594 ———] . (100) 269 0 Q fp 3
Project 1 10/3/2017 CxServer 33594  e— " (100) 325 226 Q iz 3
Project 1 (Branch2)  No SAST scansper.  CxServer - I "
Project 4 No SAST scansper..  CxServer e I "0
Project 5 No SAST scansper.. CxServer = I Sl
Project1(GitHub) ~ No SAST scansper—  CxServer S 4 &)
4 4 11 » » Page size: | 10 v 8 items in 1 pages

@ Visual indicators are displayed just underneath the Checkmarx logo/version and may
include:

e Type of product edition currently installed - SDLC or Security Gate

e Expiry date of the current CxSAST license. The indicator appears 90 days (defined in
the DB) before the actual license expiry date and, if defined, an email notification is
automatically sent to the CxSAST System Administrator.

The Help button allows CxSAST users to navigate to available support resources on our new
Checkmarx Customer Center portal. This portal holds a restricted area, available for activated
users only.

CxSAST web interface menu items are described below.
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Dashboard Menu

View the state of your engines, scans and queues:

Project State: The current project state, including project information such as Risk level score,
High/Medium vulnerabilities, LOC, and Last scan date.

Failed Scans: Log of failed scans, including reason or partial explanation such as "failed to start
scanning due to one of the following reasons: source folder is empty, all source files are of an
unsupported language or file format".

Utilization: A graphic interface divided into the following four quadrants:

o Engine State: Provides information about the number of scans to engine ratio.

e Queue State: Provides information about the number of scans in the queue and their
LOC size/ Average waiting time.

e Projects with Longest Scans: Provides information about the Top 3 scans in the Longest
Waiting Time category.

e Queue Load: Provides perspective about the queue load over a 7 day period. The darker
the blue the more in the queue; whereas the empty cell with the black outline is the
gueue running now.

Risk: The Risk graph at the upper half of the window displays the High Risk projects over the
last 7 day period, while the lower half displays the Risk Trend of selected projects and Time
periods.

Projects and Scans

View projects scans and queues:

¢ Create New Project: Starts the New Project wizard.
e Queue: View statuses of currently running scans.
e Projects: All projects configured for groups in which the logged-on user is a member.

e All Scans: Existing scan results of projects configured for groups in which the logged-on
user is a member.

Management Settings

Manage Scan and Server settings:

Scan Settings:

¢ Query Viewer: View and manage queries used in the system.
e Preset Manager: Create and manage sets of queries according to your needs.

¢ Pre & Post Scan Actions: Allows defining actions, based on preloaded scripts that will
run prior or post scan.

e Source Control Users: View and modify details of user accounts for accessing source
control repositories.
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Connection Settings:
o LDAP Servers: Define an LDAP Server for your environment.
e SAML Management: Configure SAML for your environment.
Application Settings:

o General: Folder locations, SMTP, and other settings.

e License Details: The installed license details, including supported languages, roles, and
number of companies and service providers.

¢ Installation Information: Locations of server components.
Maintenance:

o Data Retention: Set the requested policy for deleting scans from all projects in the
system.

Manage Custom Fields:

e Manage Custom Fields: Define project attributes (metadata) by using custom fields

Users & Teams

Manage users and the user hierarchy:

e Organization: Configure the organizational hierarchy
e Confirm Users: Confirm users who self-registered

Data Analysis

View and analyze scan-related data.

My Profile

Change personal details (for all user types) and password (only for Application local users, not
Windows domain users) of logged-on user.

See also Managing Tables.
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Dashboard Menu

As a manager (Server, Company or Service Provider manager) you can view high-level
information such as the state of your engines, project status, scans and queues in the Dashboard
Menu.

To enter the Dashboard Menu click Dashboard and select the relevant sub-menu.

Project State
The Project State window displays the status of all current projects.
Go to Dashboard > Project State. The Project State window is displayed.

¥ CHECKMARX d & 72 D (55 Weicome
V810 admin admin

Dashboard ~ Projects & Scans ~ Management ~ Users & Teams « Data Analysis My Prafile

Dashboard / Projects State

B 7 Fiters ¢ Group By
PROJECT NAME LAST SCANDATE = | TEAM LOC ‘ RISK LEVEL SCORE HIGH VULNERABILITIES MEDIUM VULNERABILITIES ‘ ACTIONS
. 0 R : ~ .
Project 6.1.1 {0SA) 3/7/2016 CxServer 21403 [ FOR—— 30) o 73 ( [’;v:p da
. o ™ a0) C o i3
Project 6 (OSA; 3/7/2016 CxSarver 33510 e 380 o 37 L id
o " 1= R e
Project §.1 (0SA) 3/7/2016 CxServer 33510 —] (30) o 37 ﬁ'} id
Project 1 (0SA) 3/7/2016 CxServer 50049  m—] (100) 407 228 Q. fig 3
Project 2 (0SA) 3/7/2016 CxServer 10242 P—" (1} 0 1 < fip 3
0 0 \ P
Project 3 (0SA) 3/7/2016 CxServer 21403 — | e 40) o 73 A ﬁ;’ ic
o 0o 3
Project 3.1 (0SA} 3/7/2016 CxServer 21403 e (40) o 73 Ly 4
o 0 - — b
Project 1 2/14/2016 CxServer 5051 | -t (50) 27 51 Q. fiz 3
< >
4 < 3 > » Page size: | Al v 11 items in 1 pages

The Project State window includes the following information:

¢ Project Name - click on the Project Name link to view the Consolidated Project State
e Last Scan Date

¢ Team

e LOC

e Risk Level Score

e Vulnerabilities (High and Medium)

—

e Actions (I:I View results, Create report,

Download scan logs)

You can Export as CSV File , use the D Filter and Group By tools as well as
j Refresh the current view.

@® Projects that have not yet had scans performed on them are displayed in the Project State
window the "No SAST Scans performed"” message.
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Failed Scans

The failed scans window displays the status of all failed scans.
Go to Dashboard > Failed Scans. The Failed Scans window is displayed.

1Y £ W) O
e (72 Wl (€5)) Welcome

¥ CHECKMARX 3

vai1o Dashboard ~ Projects & Scans ~ Management ~ Users & Teams « Data Analysis My Profile S AN
Dashboard / Failed Scans
& VW Filters +H Group By
SCAN DATE = PROJECT NAME [ NITIATOR Lac COMMENTS ‘ DETAILS | ACTIONS
3/7/2016 4:38:59 PM Project 6.1 (0SA) admin admin 0 Failed to start scanning d... id
3/7/2016 4:32:12 PM Project 7 (08A) admin admin 0 Failed to start scanningd... {d
4 4 3 > > Page size: 10 v 2 items in 1 pages

The Failed Scans window includes the following information:

e Scan Date

¢ Project Name

e Initiator

e LOC

e Comments (as in The Queue)
e Details

e Actions (LI Download scan logs)

You can Export as CSV File, use the E Filter and Group By tools as well as E
Refresh the current view.
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Utilization

The Utilization window displays the status of all completed and running scans.
Go to Dashboard > Utilization. The Utilization window is displayed.

¥ CHECKMARX g & : @ Vekome 1y | o0y
va1o - Projects&Scans ~  Managememt v | UsersdTesms My Prafile Ll
Dashboard / Utilization
Utilization Risk
Engine State Projects with Longest Scans / Last 7 Days
Project 6.1.1 (OSA)
0 Hrs 2 Min
Scans Project 3.1 (0SA)
0 Hes 1 Min
Project 3 (OSA)
out of 3 Engines st
Queue State Queue Load
1600 1700 IR00 1900 2:00 2100 2298 289
£ 0 Scans In Queue .
aas
0 1.90 Mesitar ) Smatt s
svns
Average Waiting Time: s I
O H 0 Min —
=]
© 2016 Checkmarx

The Utilization window includes the following information:
¢ Engine State - number of scans to engine ratio
e Queue State - number of scans in the queue and their LOC size / average waiting time
¢ Projects with Longest Scans - top 3 scans in the longest waiting time category
e Queue Load - queue load over a 7 day period:
o The darker the blue the more in the queue
o Empty cell with the black outline indicates currently running queue

Each widget in the Utilization window includes a time-stamp indicating the last date and time the
data was last updated.
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Risk State

The Risk State window displays the number of vulnerabilities and the risk score for each project.
Go to Dashboard > Risk State. The Risk State window is displayed.

1 A h ) O
0 & A (67:)) Velcome § I
admin admin O teg

(93
J

¥V CHECKMARX

veio Projects & Scans ~ Management ~ Users & Teams « Data Analysis My Profile

Dashboard / Risk Sti

Utilization |

Projects at Highest Risk / Last 7 Days
100

100

Risk Score

Project 1 {0S4) Project 3 (0SA) Project 3.1 (0S4) Project 6 {OSA} Project 6.1 (OSA)

Risk Trend o210

I Team/Group 1§ I Project Names ) ‘”E 300ays = 365Days Apply

Il High
Medium
@ 2000 Low

1. Mar 2. Mar 3. Mer 4. Mer 5. Mar 6. Mar 7. Mex

D 2016 Checkmasx

The Risk State window includes the following information:

e Projects at Highest Risk / Last 7 Days - risk score for each project by filtering option
e Risk Trend - number of vulnerabilities by filtering option

You can filter by Team/Group, Project Name and Number of Days. Click Apply to confirm.
Roll-over the graph to get the project risk and vulnerabilities scores according to date.

Click Project Name link to view Project State Summary

Click the legend to display/hide respective vulnerabilities (High, Medium, Low).

Each widget in the Risk State window includes a time-stamp indicating the last date and time the
data was last updated.
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Creating and Managing Projects

A CxSAST project defines the source to be scanned, scan scheduling, and notification settings.
Normally, a CxSAST project should correspond to a software development project, or to part of
one. Any time a scan is run (manually or scheduled), the scan results remain associated with the
CxSAST project.

® For Continuous Integration development methodology, if a new branch is created for each
iteration, update the code location within the existing project (rather than creating a new
project) so that all the results will reside within a single project. Scanning of projects that
include multiple code languages is supported. To enable this feature, please contact
Checkmarx professional services.

Open Source Analysis (CxOSA) can be added to an existing CxSAST project in cases where
open source components are used as part of the development effort. When CxOSA is activated,
CxSAST sends the open source fingerprint (SHA-1 hash plus file extension) to the CxOSA
service. Using this fingerprint, the CXOSA service maps the open source libraries, identifies any
vulnerabilities, analyses license risk and compliance, builds inventory and detects outdated
libraries. A comprehensive report can be generated from the Consolidated Project State.

In This Section:

Contents
e Creating and Configuring Projects
e Branching / Duplicating Existing Projects
e Managing Projects and Running Scans
e Advanced Actions
e Viewing Project Details

e Managing Queries
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Creating and Configuring a CxSAST Project

To create a CxSAST project:
1. Select Project & Scans > Create New project.

2. Configure the following General project properties:

| Genera)

Location Scheduling Advanced Actions Custom Fields

Step 1: Enter Project General Settings

Project Name
Preset Default 2014 v (2
Configuration Default Configuration v |

Team CxServer

Project Name: Should indicate the source code to be scanned and tracked.

Preset: The set of queries to be run on the code scan. Default includes a set of
gueries recommended by Checkmarx for most projects. For all coding best
practices, select All. For example, for an Android project select Android. For a
full list of executed queries, see the Vulnerability Queries section in the release
notes.

Configuration: Advanced users only, for scanning double-byte encoded source
code.

Team: Determines who will be able to view your project and its scan results.
Available options depend on the permissions of the logged-on user.

Selecting CxServer allows access only to the server Administrator. If you're
working as a single user, leave the default option.
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Configure the source code's Location:

Genera ; Location Scheduling Advanced Actions Custom Fields

Step 2: Choose Source To Scan

Select ? Count Lines

o Local: Click Select to browse to a local zip file containing the code. Future scans
to the project are also via local upload (see Managing Projects and Running
Scans).

A

= Since the CxSAST server cannot automatically access the local source,
Local projects do not have automatic scheduled scans. You will need
to periodically manually upload a new zip file.

Notes

= Zip files generated in a Linux environment may not function properly.
= Count Lines counts lines in the source code to be scanned.

= |If the zip file is larger than 200 MB, you will not be able to upload it.
To create a smaller zip file of only files with specified extensions, use
the CxZip utility.

= See also: Troubleshooting
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Shared: The project code is maintained on a network server accessible from the
CxSAST server. Click Select to configure details:

a. Provide Windows domain credentials, with which CxSAST will access the
network:

Uger Name

Password

OK ' Cancel X

The username should be in format: domain name\user name.

b. Click OK, and select one or more network folders containing the project

code:
B G
« =1
O & Canced X
c. Click OK.

Source Control: The project code is maintained in a TFS, SVN, PerForce, or GIT
source control system. Click Select to configure the connection to a source
control system.

Source Pulling: Activates a configurable script to pull source code from a source
control system, available here only if previously configured in the CxSAST
Windows client application. Depending on script configuration, you'll be able to
select a script and/or location.
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4. Optionally, you can Exclude Folders and/or Files from being scanned. Type a comma-
separated list of folders or files, including wildcards to exclude. For example, consider
the following archive, any file/folder name typed into the Exclude File/Folder fields will
exclude the file or folder in the project with that name. Also, typing {file name}, for
example, 'readme.txt’, will exclude everything in the location of the project with this
name:

-- add-ons
|-- connectors
| |-- cve3.js

| |-- spass.js

| --z3.js
|-
|-
-

- lib
- readme.txt
smt_solver.js
-- sIc
|-- doc
“-- readme.txt
T--src
- lib
|-- find_sql_injections.js
|-- jquery.js
“-- logic.js

5. Optionally, click Count Lines to display the number of lines in the current project.

Please note that as the Java Script is being enhanced in the scan process — the real count of
lines might be bigger than the result that will be shown from the Count Lines option (as well
as from the Cx CMD Line Counter).

The following steps of the wizard are optional. You can click Finish to skip them.

1. Click Next and configure Scheduling (not applicable to a Local source code location):

General Location > Scheduling 2 Advanced Actions Custom Fields
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A To support Continuous Integration development methodology, it is
recommended to schedule periodic scanning of source files, so they can be checked
after modifications. This can be automated via CLI in the Build file, but it does not
have to be done this way because CxSAST scans source code and does not require

2. Click Next, and optionally configure Advanced Actions.
3. Click Next, and optionally configure Managing Custom Fields.

General Location Scheduling Advanced Actions : Custom Fuelds

Step 5: Set custom fields

Project Manager  CxAdmin

Team Useability

4. Finish the wizard. It may take some time for the scan to begin running.
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Branching / Duplicating Existing Projects

CxSAST gives you the capability to branch / duplicate an existing project and have the new
project inherit all of the issues, comments and dispositions from the source project. Once the
project has been branched / duplicated you can treat it as a separate project with separate issues

to manage.

® Branch Project - similar to copy project, except it copies the following set of properties:
Preset, Team and the Last scan from the source project with all results and remarks.

Duplicate Project - creates a new project based on the settings of the existing one and also
copies the following set of properties: Preset, Team, Exclusions, Scheduling, Pre-scan,
Post-scan and Scan failure emails.

To branch or duplicate an existing project:

Go to Projects & Scans and select Projects.

g ot

& o

¥ CHECKMARX (N

y Welcome X a
admin admin © Logou

ve.1o Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~
Projects & Scans / Projects

+ Create New Project [7] Delete o / Fiters £H Group By

| |

[ | PROJECT MAME i DWNER [ | LasT scanmen ~ ‘ SCANS LIST ACTIONS

O Project s (0s4) sdmin@ex CxServer High and Mediem 2702016 2:45 PM El DEFTE
O Project s 0s4) admin@cx CaServer Default 2014 27772016 2:44 P El DT
O Project2 (054) sdmin@cx CxServer Defoult 2014 /772016 2:44 PM E B> >70o
O Projecta (054) sdmindex CxServer Default 2014 2/7/2016 2:42 PM 5] >EFTE
O erojecta.t (osa) sdmin@cx CxServer Default 2014 21772016 2:42 PM E >E>7T0
O Frojects admindex CxServer Default 2014 211472016 220 PM El > e )]
O Projects adminBex CxServer Matile 112772016 11:06... El DETO
O Project2 sdmin@ex CxServer Default 2014 1727/2016 11:05... [E]] DETH
O Projecta sdminBex CxServer Default 2014 1/27/2016 11:04... El B>EF>7T0O

<« |l » Page size: | Al v S itemsin 1 pages

General Location Scheduling Advanced Custom Fields Data Retention

— Vulnerabilities r— Risk indicator

@ High @ Medivm O Low @ Info
/501
o
i
Last Update: 07/03/2016 02:46PM
it v
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_ Location Schedulng Advanced Actions Custom Fields Data Resention
Step 1: Enter Project General Settings
Project Name @
Preset High and Mediom [+ @
Canfiguration Default Configuration v (@
Team CxServer ¥ (@
4 Sack | Next P || Cancel X | Sae
Define General settings and click Next.
General _ Scheduling Advenced Actices Custom Fields Data Retentian
Step 2: Choose Scurce To Scan
@® Local Salect 'E' Count Lines
QO Shared Salect 'IE."
O Soerce Control Select @
O Source Paling Select @
Exclude Folders ':z?'
Exclude Fies

4 Back Mm > Clnd A | Finiss o/
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Define the Location of the source code and click Next.

General Location _ Advanced Acticns Custom Fields Data Retention

Step 3: Choose the scan execution time

O HNose
® Now

& &

© By Schedule

Mo Tu We Th Fr Sa Su

RmleWeekdeys OO OO OO0

Run Time

4 Bxcx Nem P | Cancel X Finisn v/

Define scan Scheduling options and click Next.

Gemeral Loeation Scheduling _ Custom Fiekds Data Retentian

Step 4: Define pre 2nd post scan 2ctions

Send pre-scan e-mail to:

Send post-scan e-mai to:

&
v
Send scan failure e-mail to:
g
v =
Rum post scan action:
None v
Issue Tracking Settings
None v Select o

4 Beck || Net P || Cancel X || Finish
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Step 5: Set custom fields

Project Manager  Project Manager

Project Type Project Type

I

General Location Scheduling Advanced Actions

4 Bak | Nem P | Cancel X /|| Finish v/

Define Custom Field settings and click Next.

General Location Scheduling

Step 6: Set data retention settings

Number cf latest scans to keep

4 Back Next P | Cancel X | Finish o/

Define Data Retention settings and click Next.

Once complete, click Save. The following message is displayed: "Branching may take a few

minutes, would you like to proceed?"

Click OK. The "Branching successfully ended" message is displayed.

The branched/duplicated project is displayed in the Projects window.
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Managing Projects and Running Scans

Scan List/Actions

In Projects & Scans > Projects, various scans and action lists are available (see Creating and
Configuring Projects).

[3 Scan List

Displays the project in the individual project path, e.g. Projects &
Scans/View Project Scans/My Java Projects.

[ | Full Scan

A scan of the whole project. If the project is configured for a local location,
this will require uploading a zip file with the updated source code.

[. Incremental

Scan

Incremental scan is used to increase the scanning speed of the project. It
works by scanning only the code that has changed since the last full scan
was performed. During the incremental scan, the system takes each file that
was sent to be incrementally scanned and creates a hash of its code. It then
compares the value of the hash with the value of the hash of the files with
the same name that was scanned on the last full scan.

@®
e Incremental scan needs to be performed on all of the code, not only
on the changed code.

e Incremental scan is recommended only if the regular scan takes more
than 45 minutes.

e When using incremental scan as part of CI/CD (for example as part of

a build process) you need to make sure that a full scan is performed every
X amount of incremental scans. Otherwise the changes will aggregate and
when more than 7% of the code has changed CxSAST will either run a full

scan or fail the scan, depending on the configuration.

(© If azip file is uploaded that contains file path greater than 255 characters, the file will not be sent
for scanning. Shorten the file path and try again.

——||Branch

The Branch Project operation is similar to copy project, but it copies a
different set of properties: Preset, Team and the Last scan from the source

J Project . .
project with all results and remarks.
Duplicate Project creates a new project based on the setting of an existing
| Duplicate |one. From the existing project it will copy the following: Preset, Team,
L) Project Exclusions, Scheduling, Pre-scan emails, Post-scan emails and Scan failure

emails.
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Managing Tables

The various tables in the web interface provide navigation and pagination controls:

¥ CHECKMARX

V720

Projects & Scans / Projects

The following actions are available from the table's header bar:

Delete
e Delete - @ H Delete rows

@ A project can contain one or more scans that are locked, or whose deletion requires
authorization that the current user does not have. In such cases, all objects that can
be deleted are removed, and a message is displayed to notify the user about the
objects that could not be deleted.

(@ When the user deletes a project, the project is not deleted from the database.
Instead, the project is marked as "deprecated”. All scans under the deleted project
are also marked as "deprecated". This deprecated data can be ultimately be
removed as part of the Data Retention Management process.

[ [
e Export - Export to CSV
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Filters -

¢ Filters

1

Display a filtering field for each column heading. After typing a filter

text (not case-sensitive), press Enter to filter.

Group By -
bar. For example, a manager could group projects by user.

fH Group By

Group values by dragging the column header to the top

To re-order the rows by the values of a column, without grouping, just click the column
heading (toggle between ascending and descending order).

Refresh -

Refresh the table.
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Advanced Actions

CxSAST can automatically perform configurable actions with each scan. The available types
of Advanced Actions are:

¢ Send an email message
e Run an executable
In This Section:

e Configuring an Email Action
e Configuring an Executable Action
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Configuring an Email Action

You can configure CxSAST to automatically send an email before or after a scan.
To configure an automatic email:

1.
relevant event:

In a project's Advanced Actions tab, enter the requested email address under the

Monitoring General Location Scheduling Advanced Custom Fields

Data Retention

(e

2. Click and add recipients. Separate email addresses with semicolons (;).

3. Click Finish.

A Email actions require SMTP settings
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Configuring an Executable Action

To configure CXxSAST to run an executable before or after a scan:

1. Upload an executable: To ensure the integrity of the system and to restrict access,
executable files must be uploaded manually by approved personnel.

@ The location used by CxSAST for executable files appears in Management >
Application Settings > General > Executables Folder.

2. Define an Action for the executable: Go to Management > Scan Settings > Pre & Post
Scan Actions > Create New Action, and configure the following:

Action Type: | Post Scan Action

* Name MyActicn

* Command Mone n
Arguments: XML _output] None

MyAction. bat
Create &' Cancel X

o Action Type: Pre-scan or Post-scan.

o Name: This will appear in a drop-down list when assigning the actions to a
project.

o Command: Use the syntax as required by the executable or select from the list.

@ INote that the command should use the same name that is used for the file
located in the ‘Executables’ folder (files present in that folder will show up

in the drop-down list), as defined in Management > Application Settings >
General > Executables Folder.

o Arguments: Enter arguments required by the command.

o For post-scan actions you can also select whether the scan results should be XML
or CSV.
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3. Assign the action to a project: In a project's Advanced Actions tab, select an action from
the list:

Munitoring General Location Scheduling Custom Fields

Send pre-scan e-mail to

Send post-scan e-mail to.

Send scan fallure e-mall to:

|-I.!'! post scan action

Issue Tracking Settings

Edit

4. Click Finish.
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Viewing Project Details

To open the projects table, go to Projects & Scans > Projects. The Projects window is
displayed.

¥ CHECKMARX

V124 Dashbocand «

Progects & S / Projects

LAST SCAMNED

The Projects table lists all the projects that are configured for groups where the logged-on user is
a member. You can manage the table.

For a non-Local project (or, for an Incremental scan of a Local project), Total Scans counts only
scans when the code had changes relative to the previous scan.

For each project, you can view its scans or perform other actions.
Selecting a project in the table displays its details at the bottom of the window:

e The Monitoring tab represents the evolution of the project last 10 scans focusing on the
numbers of found vulnerabilities and overall risk.

o The Vulnerabilities chart includes a graph for vulnerabilities of each severity
level (High, Medium, Low, and Info). Each graph presents numbers of found
vulnerability instances (y axis) for progressive scans by date (x axis).

o The Risk Indicator chart represents each scan result combining quantity and
severity of found vulnerability instances.

e The next four tabs are the same as when Creating and Configuring a CxSAST Project.
Click Edit to change settings; when you're done, click Update.
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Managing Queries

You can import and export CxSAST code queries as XML files. You can manage sets of queries
known as Presets to be selected per-project to be used.

In This Section:

e Viewing, Importing, and Exporting Queries
¢ Managing Query Presets
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Viewing, Importing, and Exporting Queries

The Query Viewer displays all Checkmarx default queries and custom queries, with their descriptions and
source code. You can import and export custom queries as XML files.

To export queries:

1. Go to Management > Scan Settings > Query Viewer:

¥ CHECHMARX

Queries Export Queies [ || lmpodt Queries = Description
b ) Code_Injection
O codeviectin | Risk
@ Relecied x »  What might happen
f;J' An att

the application servr hast. Depending ca the application’s 0% parmissicons these could includs:
diity / delete]

o Comphte senv

Lungage Hash: G2323893 74117743 Change Date: 473172018

5 result = output. InfluencedByandiotSanitized(inputs, sanitize, Cxlist.InfluencealgorithaCalculation.bewalgoritha)
F + (dnputs * output - sanitize):

To keep track of changes to query sets, you can select a language (or one of its child

items) and view the Hash and Change Date of the last changes to the language's query
set.

To view a query's Description and Source code, select the query.

2. Select organizational custom queries to be exported.

Queries Export Queries [= | Import Queries 3]

—

-
> ;E Heut

P i= Java_High R

P-iZ  Java_Low_Visibilit

¥-i=  Java_Medium_Threat
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3. Click Export Queries.
4. Save the exported XML file.

To import queries:

1. Click Import Queries.
2. Select the XML file to be imported.

@ If the imported query has the same name as an existing one, the existing query will be
overridden.
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Managing Query Presets

Presets are sets of queries that you can select when Creating and Configuring a CxSAST Project
to be used when scanning. Predefined presets are provided, and you can configure your own.
You can also import and export presets.

To create a new preset:

1. Go to Management > Scan Settings > Preset Manager, and click Create New Preset:

A

¥ CHECKMARX
V120

[

Management / Scan Settgs | Preset Mamager

Query Description

Type a preset Name and click OK.

Select a code language.

Select queries to be included in the preset.
Click Save.

vk wnb

To export a preset:

1. Go to Management > Scan Settings, and select the preset to be exported.
2. Click Export Preset.
3. Save the exported XML file.

To import a preset:

1. Go to Management > Scan Settings, and click Import Preset.
2. Choose the preset XML file to be imported.

@ If the imported preset includes a query that has the same name as an existing one, the
existing query will be overridden.
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The Queue

The Queue is accessed via Projects & Scans > Queue. It lists the scan that is currently running
and the order in which the following scans will be executed. You can manage the table.

&

My Profile

(N

Dashboard ~

Data Analysis

Welcome

¥V CHECKMARX 10)
v7.20 Management ~ Users & Teams ~ acoma ki

i Projects & Scans / Queve

fta Y Fiters 8 GroopBy &
QUEUED DATE = NITIATOR ORIGIN PROJECT NAME SERVER NAME
6/2/2015 2:07:32 AM admin admin Web Portal My Java Project N/A New T
1 6/2/20152:07:11 AM admin admin Web Portal My C Project 339 Queued ) TL
6/2/2015 2:06:25 AM admin admin Web Portal Flight Gear Localhost 139555 ““Working 24% ) EL

4 < 11 » » Page size. 19 v 3 items in 1 pages

Position

Queued Date
Initiator

Status

6/2/2015 2:06:25 AM
admin admin

Working

t-—*-ﬂ-— Overall progress 24% ]

F Current stage 4% ]

Stage # 17 of 33 AlCarrier hxx

For each scan, the Queue table displays details including Date and time, the initiating user, the
originating system, the Server name (the CXEngine server performing the scan), the number of
Lines Of Code (LOC), scan status (see below), and available actions (see below).

s’

Click to postpone a scan. Postpone will stop the current scan and move it to the end of the
scan queue. Once the scan gets to the top of the queue, it will start scanning again.

Click to delete a scan. Delete will remove the current scan from the queue.

Selecting a scan displays its details, and a progress bar indicating the percentage of scan
completion, below the table. Once the first query is completed (usually at about 50% of the
scan), a summary of partial results appears, with links to the actual results:
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T ’g' rerall bl% I ¢ CGI Stered XSS

| O X38F 2
Current stage 22% |

J o ———

]

Processing # 22 of 89 Second_Order_SQL_Injection

In the table, each scan shows one of the following in the Status column:

e Progress bar: Shows the percentage of scan completion

¢ Pending: Scan request submitted, but still performing preparatory tasks, such as
uploading or extracting

¢ Queued: Ready to scan but waiting for system resources

e Finished: Completed scans remain in the Queue window for a configurable time period
(by default, 10 minutes)

¢ Failed: When the scan fails it disappears from the queue and reappears in the failed
scans page in the Dashboard

The Queue window refreshes every minute. If an active scan (showing a progress bar) is
selected, the window refreshes every 10 seconds.

A Multiple projects may be run in parallel, assuming the proper license is installed and
system resources availability. Each scan requires its own processing core, and 1GB RAM
for every 150,000 lines of code. If system resources are in use but will be available, the
project is queued; if total system resources are not sufficient for the scan, an error message
is displayed.
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Scan Results

Contents

e Viewing Results from All Scans
e Scan Result Actions

e Navigating Scan Results

e Scan Results Example

e Generating Scan Results Report
e Comparing Scan Result Sets
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Viewing Results from All Scans

In this Section:

e Projects Scan List/Actions
o Scan List
o Scan Actions
e AllScans
o Deleting Scans
o Comparing Scans

To view scan results, you can view either of the following tables:

¢ In Projects & Scans > Projects, view an individual project scan results.

e In Projects & Scans > All Scans, view the results from all scans.
To see one project scan results using the All Scans table, in the project's row, click Open

Viewer ().
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In Projects & Scans > Projects, various scans and action lists are available (see Creating and
Configuring Projects).

& ST R

>EFTO

=]
Displays the project in the individual project path, for
E example, Projects & Scans/View Project Scans/My Java
Scan List .
Projects.
[:} A scan of the whole project. If the project is configured for
a local location, this will require uploading a zip file with
Scan Actions
the updated source code.
Full scan

>

Incremental scan

A scan of only new and modified files since the last
previous scan.

A Incremental scan significantly shortens the scan time, but it is not recommended
for projects with significant amounts of changes

Branch Project

The Branch Project operation is similar to copy project,
but it copies a different set of properties: Preset, Team
and the Last scan from the source project with all results
and remarks.

Duplicate Project

Duplicate Project creates a new project based on the

setting of an existing one. From the existing project it will
copy the following: Preset, Team, Exclusions, Scheduling,
Pre-scan emails, Post-scan emails and Scan failure emails.
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All Scans

All Scan results appear in a table with each row representing an individual scan result set. You
can manage the table, including sorting by Scan Date, Scan Complete date, Project Name,
or Risk Level Score.

©O0000CO®CO0CO
I
L L

Result sets marked with " represent partial results saved by a user from a complete result set.

Each row of the scan results table includes a Risk Level Score and a risk indicator bar, showing
the overall risk calculation of all vulnerabilities found in this scan. Some of the other columns
are:

e Initiator: The user who activated the scan

e Origin: The system from which the scan was activated

e LOC: The number of Lines of Code in the project

e Team: Team that the scan is assigned to

e Server Name: The CxEngine server that performed the scan
e Cx Version: The CxSAST version number at scan time.

e Comments: Indicates any comments maintained for the project, for future scans and for
instances that continue to be found.

e Access: Defines whether the scan is a private scan (not visible to others, but can be
viewed by immediate managers) or a public scan.

e Locked: Specific scans may be marked as “Locked” to avoid automated purging of
important scan data. Locked scans cannot be deleted.

e There are also additional available Actions.
If a scan was initiated for a non-local project (or, for an Incremental scan for a local project) with

no code changes since the previous scan, the Comments indicate that the scan was not actually
performed.
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Selecting a scan in the table displays its details at the bottom of the window:

m S
Top § Vinerabities (High and Mediom

The Monitoring tab provides two graphical summaries of found vulnerabilities:

e The Top 5 High and Medium Vulnerabilities chart shows the five most common High
and Medium vulnerabilities found in this scan.

e The Risk Indicator chart represents the correlation between the severity and the
guantity of the results.
o Severity - Axis X (value between 0 and 100) is calculated according to the number
of High, Medium and Low severity results

o Quantity - Axis Y (value between 0 and 100) is calculated according to the
number of High, Medium and Low severity results

The Comments tab allows you to write comments on the scan results.

Monitoring

Deleting Scans

To delete one or more scans:

1. Select the rows of the requested scans.

2. Click the Delete button.
A prompt appears, requesting you to confirm the deletion operation.
3. Click OK.

If the user does not have the authorization required for deleting scans, no scan will be deleted.
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If one or more of the scans is locked, a message similar to the following one appears:

Successfully deleted 2 out of 3 scans.

Use the Download button for a detailed report

Clicking Download Report downloads the DeleteErrors.csv file, which displays the details of the
locked scans.

D C B A
Error Scan Start Time Team Full Path Project Name = 1
The scan is locked. Unlock the scan before deleting it 11/5/2015 2:59:10 PM  CxServer\SP\Company\Users MyProject 2

Unlocking all scans indicated in the report enables full deletion of the project.
Comparing Scans

Enables Comparing Scan Result Sets.

To compare scans:

In Projects & Scans > All Scans, select two scans to compare, and then click the Compare
Scans button.

When comparing scans from different projects: "You are about to compare scans from different
projects, results might reveal significant differences”.
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The following information is displayed:

SCAN START
SCAN COMPLETE
SCAN RISK

Loc

FILES COUNTY
PROJECT NAME
TEAM

PRESET

SCAN TYPE
SOURCE ORIGIN

SCAN COMMENT

ENGINE START TIME
ENGINE END TIME
SCAN QUEUED TIME
TOTAL SCAN TIME

SCANNED LANGUAGES

TOTAL RESULTS

LAST UPDATE

New Issues

Resolved issues

Recurrent Issues

PREVIOUS SCAN
5192015 11:32.23 AM
5/19/2015 11:33:24 AM
15

1338

R}

My Java Project
CxServer
Default 2014
Full Scan

N/A (Zip File)

5/19/2015 11:32.23 AM
5/19/2015 11:33:24 AM
5/19/2015 11:32:02 AM
00:01:37.0170000

Language Hash Number
Java 0113095717627047
50
19/05/2015 11:33AM
High Medium Low Info
3 20 6 53
23 1 26 0
0 0 0 0
Results Q

Creation date
5192015

Total

CHECKMARX

choose what developers use

5192015 11:3424 AM
5/1972015 11:35:24 AM
42

339

3

My C Project

CxServer

Default 2014

Full Scan

NA (Zip File)

5/19/2015 11:34.24 AM
5192015 11:35:24 AM
5/19/2015 11:34:06 AM
00:01:31.5060000

Language Hash Number | Creation date
CcPP 2074580126042165  5/19/2015
82
19/05/2015 11:35AM
Pravious scan
] " New Scan

High Madium Info

Low

Click on the Results button in order to see a ‘file compare' showing the code differences in each

file, grouped by vulnerability/scan result.
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Scan Result Actions

In this Section:

e Navigating the All Scans table

Navigating the All Scans table

. . . O e (S I
In the All Scans table you can implement the following scan result actions L— iy & 1d .
(_) || View Scan Results icon
ﬂ?;:r Create Report icon

43

Open Scan Summary icon

E_ Download Scan Logs icon
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©

Viewing Scan Summaries

To view the Scan Summary:

In Projects & Scans > All Scan, click

. The Scan Summary window is displayed.

Scan Start

Scan Complete

Scan Rlsk
Preset
Scan Type

7 Loc
Files Count
Project Name
Team
Source Origin

Scan Comment

Engine Start Time
Engine End Time
Scan Queued Time
'l:ohl Scan Time

Scanned Languages

61172015 9.05:27 AM
6/12015 9:05:57 AM
‘u[—-——-o“
Defauit 2014

Full Scan

22

Top 5 Vulnerabilities (High and Medium)
1

TEST_01
CxServer\SP\Company\Wsers

NJA (Zip File)

6/1/20159:05:27 AM

6/172015 9:05:57 AM
612015 9:05:10 AM

00:01:03.6730000

Language Hash Number Creation date
JavaScript 0252389975117793 5/312015
PHP 2624106758885071 5/31/2015
Last Update 01062015 09:.05AM
Total Issues ’ High | Memumt Low | Informational
Risk Indicator
® High
® Medium
® Low o
Info

The Scan Summary window includes:

d

Scan details table: Shows the scan start and finish dates, risk level, LOC (Lines of
Code in project), number of files, preset (query set), source origin, and comment.

The Top 5 High and Medium Vulnerabilities chart shows the five most common
high and medium vulnerabilities found in this scan.

The Pie chart shows the number of found vulnerabilities of each severity level as
a percentage of all found vulnerabilities.

The Risk Indicator chart presents the scan status as combination of quantity and
severity of found vulnerabilities.

- Download all server logs related to this scan. This action is available to CxSAST

Administrators, SP Managers, Company Managers, and Scanners.
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Navigating Scan Results

When viewing full Scan Results in the web interface, you can interactively navigate through the
results:

\Depot_1\WebGoat5_0_32555lines\WebGoat5.0\JavaSource\lorg\owasp\webgoatilessons\BackDoors java

700 L
77 return conceptl(s); A
78
79 userinput
80
81 protected Element doStage2(WebSession s) throws Exception v
82
83 return concept2(s); userinput
84
85 i
86
87 protected Element conceptl(WebSession s) throws Exception userinput
88
89 ElementContainer ec = new ElementContainer(); \
90
91 sc.addElement (makeUsername(s)); I sl
92 v
93 try
94 {
95 String userInput = s.getParser().getRawParameter(USERNAME, ""); pmernpt
zs ?f (!userInput.equals("")) v
98 userInput = SELECT_ST + userInput; spit
29 String[] arrSQL = userInput.split("
100 Connection conn = getConnection(s); v
101 Statement statement = conn.createStatement(
102 ResultSet.TYPE_SCROLL_INSENSITIVE, ansoL.
1e3 ResultSet.CONCUR_READ_ONLY);
104 if (arrsSQL.length == 2) v
105
106 statement.executeUpdate(arrSQL[1]); 2 ansoL
107 S
can Re 5 Method concept1 at line 87 of \Depot_1 at5_( Slines\Web( al s! a gets user input from the ¢
Scan Results | Severity A ents value then flows through the code without being pri ually used in in method concepti
¥ 9 at5_0_32 5.0 a. This may enable an SQL Injection attack
va
¥ ® High
@ Command_Injection (5 :Found) (
I s
® Reflected_XSS_All_Clients (225 s i ObF
® Second_Order_SQL_lnjection (4 1 ¢ New \Depot1We. BackDoorsja.. 95 getRawPara \Depot_1\... BackDoor.. 106 executeUpdate  To Verify High
[0] saL_injection (72:Found) ( ) 2 o@ New \Depot_1\We. BackDoors ja 95 getRawPara. \Depot_1\ BackDoor. 113 executeQuery To Verify High
® Stored_XSS (70 :Found) (?) 3 & New \Depot 1We. ParameterPa.. 616 getRawPara. \Depot_1\...  BackDoor. 106 executeUpdate  To Verify High
® XPath_injection (4 : Found) (? 4 New  \Depot_1\We. ParameterPa.. 616 getRawPara \Depot_1\ BackDoor. 13 executeQuery  To Verify High
P A Medium 5 f New \Depot_1\We. ParameterPa. 616 getRawPara. \Depot_1\ BlindSqlin, 122 executeQuery To Verify High
» Low 6 f New \Depot_1\We. ParameterPa. 616 getRawPara. \Depot_1\...  SqlNumer. 130 executeQuery To Verify High
¥ JavaScript 7 & New \Depot_1\We. ParameterPa. 616 getRawPara. \Depot_1\ SqlStringl. 112 executeQuery To Verify High
» A Medium 8 f New \Depot_1\We.. ParameterPa. 616 getRawPara. \Depot_1\.. ThreadSa 103 executeQuery To Verify High
.8 . . - A - - - - [ P - -
‘ »
3 » « 4/[t|2345878 » |» Pagesize1n ¥ 72 items in 8 pages

The interface includes four panes with different levels of information. You can drill down from a
comprehensive list all the way down to the actual code elements, by moving through the panes in
the following order:

Queries (lower-left pane) - Each item in the list is a specific type of vulnerability for which
CxSAST queries the scanned code, with the number of found instances of that vulnerability. The
queries are sorted by code language, category, and severity.

¥ ScanResults

Severity v
¥ Java
¥ ® High
® Command_Injection (5 :Found) (?)
® Reflected_XSS_All_Clients (225 : Found) (?)
1 (® Second_Order_SQL_lInjection (4 :Found) (?
O] SQL_Injection (72:Found) ( )
(® Stored_XSS (70 :Found) (?)

® XPath_Injection (4 :Found) (?)

» /A Medium
> Low

¥ JavaScript
» A Medium
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Clicking ( ?) displays comprehensive information about this vulnerablllty type, including risk
details, a description of the cause and mechanism, recommendations for avoiding the
vulnerability, and source code examples.

Select a query to view found instances in the Results pane:

Results (lower-right pane) - Displays the found instances of the query that is selected in the
Queries pane in the following two formats:

Graph (right tab in Results pane) - Graphical display of first and last code elements of
each found instance, with the relationships between them.

e m
 ResulStste ¥ | o ResuliSe - toUser ¥ P Commen rap End d

@ Inthe CxSAST IDE plugins, the Graph pane displays full paths of the code
elements that constitute the found instances, with the relationships between
them.

Results (left tab in Results pane) - Tabular list of found instances and details. The
highlighted instance's code element details appear at the top. You can navigate the results
using pagination controls.

gets user input from the element. This element's value then flows through the
This m:

v A ok (e

BackDoorsja.. 95 getRawPara.. \Depot 1\. BackDoor.. 106 executeUpdate  To Verify High

BackDoors ja 95 getRawPara \Depot_1 BackDoor. 13 executeQuery  To Verify High

ParameterPa 616 getRawPara \Depot_1\. BackDoor. 106 executeUpdate  To Verify High

ParameterPa, 16 getRawPara. \Depot_1 BackDoor. 13 executeQuery To Verify High

ParameterPa.. 616  getRawPara.. \Depot_1 BlindSqlin... 122 executeQuery  To Verify High

ParameterPa 6 getRawPara. \Depot_1\. SqlNumer. 130 executeQuery To Verify High

ParameterPa. 616 getRawPara. Depot_1 SqlStringl. 112 executeQuery To Verify High

ParameterPa 616 getRawPara. Depot_1 ThreadSa 103 executeQuery To Verify High

ParameterPa. 616 getRawPara. Depot_1\. WsSqlinje 240 executeQuery To Verify High -
4 1|2 34586738 ) » Page size: 10 v 72 items in 8 pages
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Select an instance node (Graph tab) or an instance check-box (Results tab) enabling you to
change the following states (user permission dependent):

Results State - useful for disregarding false positives or just for planning what issues to handle
e To Verify (default) — instance requires verification (i.e. authorized user)

o Not Exploitable — instance has been confirmed as not exploitable (i.e. false positive).
Instances defined with this state are not represented in the scan summary, graph, reports
or dashboard, etc.

@® Depending on your user permissions you may not be able to select the "Not
Exploitable" state. If this is the case select the “Proposed Not Exploitable” state and
then escalate the instance to an authorized user for confirmation.

o Proposed Not Exploitable — instance has been proposed as not exploitable (i.e. potential
false positive). Instances defined with this state are represented in the scan summary,
graph, reports or dashboard, etc. until such a time that the state is changed to “Not
Exploitable”

e Confirmed — instance has been confirmed as exploitable and requires handling

« Urgent — instance has been confirmed as exploitable and requires urgent handling

@ Itis also possible to customize result states to your own preferences. Contact
Checkmarx customer support for more information.

Severity (High, Medium, Low and Info) - useful for defining the priority level of the selected
issue.

(@ When the state of an instance is changed (i.e. to Not Exploitable), all other instances
with same similarity ID are automatically marked with the newly changed state. A
popup window is displayed (if enabled) listing all the affected instances including
the project name, scan date and a direct link to the affected instance.

Assign to User - useful for planning who should handle the selected issue.

Click Comments to add a comment to an instance. This metadata is maintained for the project
when performing future scans and for instances that continue to be found.

Click Save Scan Subset for selected instances to appear in the results list as an independent
result set.

Click the link to obtain a URL to this results interface with the instance immediately selected.

Path (upper-right pane) - Displays the full path of code elements that constitute the vulnerability
instance that is selected in the Results pane. This path represents the full attack vector for the
vulnerability instance.
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Select an instance in the Results pane (Results or Graph tab) and view its attack vector in

the Path pane.

A\

userinput
\4
userinput
Y
userinput
Y
userinput
Y
userinput
Y
split
Y

arrSQL

arrSQL
Y

executeUpdate

Select a code element in the Path pane to view it in its code context, in the Source Code pane

(see below).
Source Code (upper-left pane): Displays the source code files.

\Depot_1\WebGoat5_0_32555lines\WebGoat5 0\JavaSource\org\owasp\webgoatiessons\BackDoors java

77 return conceptl(s); &
78

79

80

81 protected Element doStage2(WebSession s) throws Exception

82 {

83 return concept2(s);

84

85

86

87 protected Element conceptl(WebSession s) throws Exception

88

89 ElementContainer ec = new ElementContainer();

%0

91 ec.addElement (makeUsername(s));

92

93 try

94 {

95 String userInput = s.getParser().getRawParameter(USERNAME, "");
926 if (luserInput.equals(""))

97

28 userInput = SELECT_ST + userInput;

99 String[] arrSQL = userInput.split(";");

100 Connection conn = getConnection(s);

le1 Statement statement = conn.createStatement(

102 ResultSet.TYPE_SCROLL_INSENSITIVE,

1e3 ResultSet.CONCUR_READ_ONLY);

104 if (arrSQL.length == 2)

1e5

106 statement.executeUpdate(arrSQL[1]);

1e7

108 getlessonTracker(s).setStage(2);

109 s

110 .setMessage("You have succeeded in exploiting the vulnerable query and created another SQL statement. Now move to stage 2 to learn how to create .
111

112 »

Highlights the code line containing the element that is selected in the Path pane.

® When using the CxSAST IDE plugins, you can immediately fix the code in place!

Page 124




) CHEBCKMARX

choose what developers use

Scan Results Example

The following is an example of scan results showing an SQL Injection vulnerability.

‘\bookstore\B ook Detail.cs

Scan Results | Severty v cod

without being properly sanitized or validated

ntually used in a databas

\bookstore\BookDetail.cs. This may enable an SOL Injection attack.

159 /* s v
178 Display Record Form

171 mmmmmm e e e E ToS0oL
172

173 ¥
174 void Detall_show() {

175 sWhere
176 //{ Detail Show begin

177 |:| v
178 bool ActisnInsert=true;

179 sWWhere
188 if (p_petail_item_id.value.Length > @ ) { v
181 string skhere = ""; bl

182 sS0L
183 swhere += "item_id=" + COUtility.ToSQL(p Detail_item_id.Walue, FieldTypes.Number); ¥

184 v
185 // Detail Open Event begin

185 // Detail Open Event end sS0L
187 string s5QL = "select * from items where " + sWhere)

188 0leDbDatasdapter dsCommand = new CleDbDastasdapter(ssqQL, utility.cConnection); b
189 Dataset ds = new Dataset();

198 DataRow row; dsCommand
131 v
192 if (dsCommand.Fill(ds, @, 1, "Detail”) = @) {

193 row = ds.Tables[@].Rows[8]; dsCommand
134

195 Detail_item id.value = CCUtility.Getvalue{row, "item id"); -

136

197 4 | | »

- Method Detail_Show at line 174 of \bookstorelBookDetail .cs gets wser input from the V. element. This element’s value then flows through the

in method Detail_Show at line 174 of

¥ CShap
¥ @ High
— J ResullStae w | o ResulSewery w | o AssgnbUser w Comments | Save Scan Supset T
@ SQL_Injection (28 : Found) ( ) &
[B1 57 Fmers §§ GoupBy O
M
’. Low | i | Direct Link Staus | Source| Sourca| Source 5-31'-3:_'| Desina :ESl'I Destna| Desing| QESJ11 a2811i ﬁSS-;'I% T-3‘.E“1 Comme|
> Infa 1 d’ New 'bo.. Bo.. 183 “alue ‘bo.. B.. 182 ds.. To.. High —
2 & New bo.. Bo.. 318 Value \bo.. B.. 337 ds.. To.. High & D
a &f New bo.. Bo.. 472 Value ‘bo.. B.. 481  de. Ta.. High 4
s & New bo.. ©Ca.. 198  Wie.. ‘bo.. C.. 204 co.  Tao.. High 7 -
4 4 123 p 4 Page size: | 10 v 25 items in 3 pages

The Queries pane (bottom-left) shows that 26 instances of the SQL _Injection vulnerability
were found:

b i

Scan Resulis | Severity v
¥  CSharp
¥ (@ High
0 SQL Injection (26 : Found) ()
Mediurn
F Lo
(i) Info
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Clicking (?) displays full general information for SQL Injection, including recommendations and
code examples. Briefly, an SQL Injection vulnerability exists when user input is used in the
syntax of an SQL query. Since those inputs could be interpreted as SQL syntax rather than user
input, a user could manipulate the input in such a way as to alter query logic, potentially
bypassing security checks and modifying the database, including execution of system
commands.

Selecting a specific instance of the vulnerability in the Results pane (bottom, center and right)
displays the instance's code details at the top of the pane, and displays the path of component
code elements in the Path pane (top-right). The Path pane shows all the code elements leading
from the user input to the SQL query. Selecting each element in turn displays and highlights the
element in the code context in the Source Code pane (top, left and center). The vulnerability
needs to be eliminated somewhere along that path.

The drop-down list Severity allows selecting one of the methods listed below for displaying the
detected vulnerabilities: by This estimation is based on various factors, such as the likelihood of
the vulnerability to be exploited for security attack and the estimated impact of the attack.

o Severity - the severity of application security risk, namely: the estimated associated risk
to the business if the path the vulnerability provides through your application is
exploited. Possible values are: High, Medium, Low.

e Custom - a user-defined method for rating the security levels.

e PCI - displays the vulnerabilities that belong to categories of the PCl (Payment Card
Industry). All vulnerabilities that do not fall into any of the PCI categories are grouped
under Uncategorized.

e OWASP Top 10 2013 - displays the vulnerabilities belonging to categories (Al to A10)
that appear in the list of the 10 most serious risks, as determined by the Open Web
Application Security Project (OWASP). All vulnerabilities that do not fall into any of the
OWASP Top 10 2013 categories are grouped under Uncategorized.

Note: Using the Custom method requires integrating the user's severity rating method with
Checkmarx system. For details, contact Checkmarx support team.

The images below show the Severity drop-down list opened after selecting PCl and OWASP for

the first and second image, respectively.
- T

¥ CSharp
¥ PCIDSS (3.1) - 6.5.1 - Injection flaws - particularly § > Uncategorized
® SAQL Inje 6 : Fou (? > 1
R : = - A2-Broken Authentication and Session Management
Blind_SQL_Injections (1: Found) (? T A e T M R ea
e >~ Ad-Insecure Direct Object References
PCI DSS 1 ) Ire communicat
¥ A7-Missing Function Level Access Control
PCI DSS (3.1 Improy ) ntr . ) ) o o
Client_Side_Only_Validation (7 : Found) (?
¥ PCIDSS (31)-659 - Cross-cite request foraen i e I
PCIDSS (3.1 0.9.9 - LI0SS-Sité request jorgery ¥ A8-Cross-Site Request Forgery (CSRF

XSRF (1:Found) () XSRF (1: Found) (?
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Generating Scan Result Reports
You can generate a report containing detailed scan results, in any of the following formats:

e PDF (default)

e RTF
o CSV
¢ XML

To generate a report:

1. Inthe All Scans table (for all projects or for an individual project), click

2. Filter results in the generated report and report file format:

Query Result Rgult Severity Assigr 10 Lher

o SOmEno

[
A A A A

Rusisln State

o

4
E
LU T
I

Repart Farmat

3. By default, all categories are selected to be included in the report. To customize the
category groups:
Go to the relevant group under the Categories section.
b. Click the group to expand it.

c. Clear the vulnerabilities that you do not want to display in the report, as shown
below.

Categories

¥ W OWASP Top 10 2013 -
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If these changes are only relevant for a specific need and do not need to be saved as a
different template, click Generate to generate the report (see below). Otherwise, follow
the procedure below to save the modifications you make as an updated report template.

To change the report template:

1. Select Change template and click Next.

2. Select which details should be presented on the report cover page and in the report
itself, and what details to show for each result:

Report Cover Page

Add
Project Name Pregact 3.1 (Branch APD Wi Link 0 Scan cesults
Scan Start o Team
Preset ¥ Checkmar versicn
Scan Timg $¢an Comments
LoC

¥ Scan Type

Scanned Files ¥ Sowrce Crigin

Report Date

¥ Qerdaty

General

Desplay Categoeis
¥ LAegae Hath Number
o Executive Summary
Scanned Quenes
Scanned Fles
¥ Vuinerabdity Destription ® INrepOnt  “ds Sefl Orpanlotion desorption &
As extermal nk

Result Details

¥ Repdt Description

AS590 10 Uset
Comments
¥ Unk to the result
¥ Show Code Saeppets ® SoUrce Ang Destinatians Ssppets
Pl D2 Flow Sovppets

W) Umk resultsto 20 v

Save 33 Cefault

4 Bxk GenerateRepot v Cancel X

3. Select the check-box Save as default to save the modified template as a default.
4. Click Back and review all settings you defined. In the example shown below, several
changes have been made in the settings.
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Report Dats Settngs

Quecy Result
v .m
Y al ry
@ s

au

Reporn Foemat

Drrtutnm pmmany 2y

Baret 2o Moucw B o

Result Severay

5 8 88
o >

Rewult State

L S S
> - P

1egone:

5. Click Generate Report.

The exclusions you made are displayed on the Filter Setting section at the beginning of
the PDF file, as shown below. Parameters that were selected to be displayed will appear
in the report even if none of these parameters (for example, OWASP A-6 category) was
detected in the scan, in which case they will appear with the count "0".

Severity

Excluded: None
Result State

Excluded: None

Assigned to
Included; All

Categories
Included:

Uncategorized
Custom
PCIDSSv3.1

OWASP Top 10 2013

Filter Settings

Included: High, Medium, Low, Information

Included: Confirmed, Not Exploitable, To Verify, Urgent

All
Al

PCIDSS (31) -
PCIDSS (31) -
PCIDSS (3.1) -
PCIDSS (31) -
PCIDSS(31) -
PCIDSS (3) -
PCIDSS (3.1) -
PCIDSS (3.1) -

management

Al-Injection,

A3-Cross-Site Scripting (XSS),
Ad-Insecure Direct Object References,
AS-Security Misconfiguration,
Ab-Sensitive Data Exposure,

A7-Missing Function Level Access Control,
A8-Cross-Site Request Forgery (CSRF),

6.5.1 - Injection flaws - particularly SQL injection,
6.5.3 - Insecure cryptographic storage,

6.54 - Insecure communications,

6.5.5 - Improper error handling,

6.5.7 - Cross-site scripting (XSS),

6.5.8 - Improper access control,

6.59 - Cross-site request forgery,

6.5.10 - Broken authentication and session
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The OWASP and PCI summary sections in the scan report include a column named Best
Fix Locations, which indicates the number of locations in the flow map that have been
found as the best locations to fix the issues that belong to the selected category (for
example, Al-Injection). The Best fixed location is an absolute number that cannot be
filtered and always displays all of the values. As a result, it is quite probable that while in
effect the number of vulnerabilities far exceeds the number of best fix locations for a
specified category (for example, 8000 and 600 respectively), the filtered report may
display 350 issues and 300 best fix locations.

Scan Summary - OWASP Top 10 2013

Further details and elaboration about vulnerabilities and risks can be found at: owasP Top 10 2013

Cateao Threat Attack Weakness ;::::aﬁi Technical  Buisness Issues Best Fix
egory Agent Vectors  Prevalence ty Impact Impact Found Locations

EXTERMAL,
Al-Injection INTERMAL, COMMON AVERAGE ALL DATA 0 ]
ADMIN USERS
:i;:::i?;ﬂ a EXTERMAL, AFFECTED
nand Session | [NTERNAL AVERAGE AVERAGE DATA AND 72 27
USERS FUMCTICNS
Management
A3-Cross-Site | CNTERNAL AFFECTED
Scripting (X55) INTERMAL, AVERAGE MODERATE DATA AMD 2 2
PRG350 ApMIN UsERs SYSTEM
Ad-Insecure
. . SYSTEM EXPOSED
Direct Object LUSERS COMMON MODERATE DATA 0 0
References
AS-Security  EXTERNAL AL DATA
Misconfigurati ~ INTERMAL, COMBMON MODERATE AND SYSTEM 1 1
an ADMIN USERS

EXTERMAL,
. INTERMAL,
:‘;;:"E”"‘;"re ADMIN  DIFFICULT  UNCOMMON  AVERAGE E”;ff:“ 0 0
#POSUTE ) icERs, USERS
BROWSERS
:\:ngl‘;:':iwl EXTERNAL, EXPOSED
Acress INTERMAL MODERATE = DATA AND 0 ]
USERS FUNCTIONS
Contral
AB-Cross-Site AFFECTED
Request USERS
MODERATE DATA AMD 190 149
Forgery BROWSERS FUNCTIONS
(CSRF)
o
. ’ - AVERAGE DIFFICULT MODERATE DATA AMD 0 o
with Enown AUTOMATED FUNCTIONS
Vulnerabilities TOOLS
E:;ﬂ;llidated USERS AFFECTED
. AVERAGE DIFFICULT MODERATE DATA AND 0 o
Redirects and BROWSERS
FUNCTIONS
Forwards
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Scan Summary - PCI DSS v3.1
Further details and elaboration about vulnerabilities and risks can be found at: pQ DRSS Vil

Cat Issues  Best Fix
Found Locations
PCIDSS (3.1) - 3.0 - Protect stored cardholder data 0 0
PCIDSS (3.1) - 32 - Don't store sensitive authentication data after authorization 0 0
PCIDSS (3.1) - 34 - Render PAN unreadable anywhere it is stored 0 0
PC1DSS (3.1) - 36 - Encryption of key-management cardholder data with cryplographic keys 0 0
PCIDSS (3.1) - 40 - Encrypt transmission of cardholder data 0 0
PC 0SS (3.1) - 4.1 - Use strong cryptography and security protocols 0 0
PCIOSS {3.1) - 6.2 - Install critical security patches within one month of release 0 0
PCIDSS (3.1) - 63 - Secure authentication and logging 50 62
PCIDSS (3.1) - 65.1 - Injection flaws - particularly SQL injection 0 0
PCI 0SS (3.1) - 652 - Buffer overflows 0 0
PC1 0SS (3.1) - 653 - Insecure cryptographi storage 0 0
PCIDSS (3.1) - 654 - Insecure communications 0 0
PCIDSS (3.1) - 655 - Improper error handling S0 62
PCIDSS (3.1) - 65.7 - Cross-site scripting (XSS) 0 0
PCIDSS (3.1) - 658 - Improper access control 0 0
PCIDSS (3.1) - 659 - Cross-site request foegery 0 0
PCIDSS (3.1) - 6510 - Broken authentication and session management 7 7
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Comparing Scan Result Sets

You can now compare the results of two scans in separate projects. CxSAST provides a

summary of differences, and an interactive interface similar to the interface for results of single
scan.

To view a comparison, select two rows in the table and click Compare Scans.

The following message is displayed when comparing scans from different projects: "You are
about to compare scans from different projects, results might reveal significant differences”

owtmeten |

You are about to compare scans from different
projects, results might reveal significant differences

ok v cancel X

A comparison summary is displayed:

SCAMN START, 10/31/2014 6:36:15 AM 11/5/2014 4:35:22 PM

SCAN COMPLETE 10/31/2014 9:22:06 AM 11/56/2014 4:36:54 PM
SCAN RISK 100 100

Loc 476732 8824

FILES COUNT 7290 31

PRESET All All

SCAN TYPE Full Scan Full Scan

SOURCE ORIGIN N/A (Zip File) NIA (Zip File)

SCAN COMMENT

SRR R
JavaScript 1417576165015675 | 10/30/2014 JavaScript 1417576165015675 | 10/30/2014 =
Perl 1375794499014496 | 10/30/2014 VbScript 0349820356141062 | 10/30/2014
VbScript 0349820356141062 | 10/30/2014 ASP 1912797022324825 | 10/30/2014 -
TOTAL RESULTS 11704 173

| | Previous scan
137 32 4 0 173

2000 10580

New Issues o W e wScan
Resolved Issues 245 578 10580 30 11704 3000
4000
| Resuits @ 2000 7 45 13y 578 4 4 301 g
il R | e
High Medium Low Infio
| OK o]
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The comparison summary includes:

The scan details table, showing the scan start and finish dates, risk levels, LOC (Lines of
Code scanned), number of files, query set, source code origin, comments, code language
details (including unique identifier and date of last change to the language queries), and
total vulnerabilities found.

The bottom-left table displays changes from the earlier scan to the newer one, in
number of issues of each severity level:

o New Issues: Issues that were found only in the newer scan
o Resolved Issues: Issues that were found only in the older scan
o Recurring Issues: Issues that were found in both scans

The bottom-right chart graphically compares the number of found vulnerabilities in both
scans, for each severity level.

To view a code comparison, at the bottom-left of the above summary window, click Results. A
code comparison is displayed:

\B5 Small\BS\Login jsp.java \BS Small\BS\ShoppingCart jsp.java "‘.‘“

Scan 2/13/2014 11:13:47 &M Results Scan 2/13/2014 10:16:35 AM Results Y
IV ApANLUH A Aaleav (] IV ApANLUNp AT LdiieAv )y
46 4
4 'y ‘ &
483ultSet openrs(java.sql.Statement stat, String 483ultSet openrs(java.sql.Statement stat, String Y
493esultSet rs = stat.executeQuery(sql); 493esultSet rs = stat.executeQuery(sql); )
303); 303);
1 51 B
52 52 Y
331Up(java.sql.Statement stat, String table, Str: 53¢Up(java.sql.Statement stat, String table, Str:
54 nnnectinn connl = mall: 54 nnnectinn connl = moll:

RV el openrs
34 €1 55
v ResutStte v | ¥ ResitSevrty v ¥ Asigntolser v/ Comments 8 Y fites @ Goply §
' ? ! ]
i }Quewr-iamel ResurtSta!u%? Source Fcldai Source Fibensl Source Line | Source Objeq Destination Ft Destination Fi Destination L{ Destinafion O] Resut State ResuttSever‘rj Assigned Us¢ Comments
INEEEEEEEE RSN .

| A Second,. Fixed  BSSmall. Loginjs. 49 eeecute,  BSSmall.  Shoppin.. 49 il ToVerfy  High /
U A Stored XS5 B Small.. Loginjs. 49 ececute,  BSSmall.  Mylnfoj., 736 prnt ToVerfy ~ High J
| 2 Stored XS BSSmall.. Loginjs. 49 ececute,  BSSmall.  Logings., 18 pint  ToVerfy  High /
) B Sored XS5 New  BSSmall. Loginjs. 49 eccte.,  BSSmall.  Shoppin., 843 print ToVerfy ~ High J
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Dashboard Analysis

In This Section:

e Dashboard Menu
e Data Analysis
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Data Analysis

The Data Analysis page displays a summary analysis of multiple projects. The data can be
presented in several predefined configurations, and you can create your own tables. To view the
data analysis window:

Data Analysis

1. Click Data Analysis . The Data Analysis window is displayed.

; 5 F EE EE ¥
- HEfBEEdEEREE 8

In Template, select one of the following table configurations:

o Project Status: Displays data for most recent projects

¢ Last Month's Scans: Displays data for projects in the past month with High or
Medium severity

o Last week OWASP Top 10: Displays all projects last week results for OWASP Top
10 queries.

¢ Basic: Create a pivot table from scratch. Drag and drop the relevant tab from
Filter area to Column, Row or Data area

Page 135



Filter Area
Team Name
Query Name
Scan Date

Scan Time

P Row Area

Project Name A

[] Defer Layout Update
Include Not Exploitable

HE Column Area

Result Severity

2. DataArea

Result Quantity

) choose what developers use
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Filter parameters by selecting Defer Layout Update to disable filtering.

Decide whether to Include result instances that have been marked as Not Exploitable.

2. Use the top bar to alter the Chart Type, View Mode or to Export the chart and the table

to PDF or Excel file.

i Template Besic

¥ Timerange Pestmontn

v CharType Bar

¥ ViewMods [

&)
LV}

To save a custom table as a template, click Save.
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User Administration

In This Section:

e Role and Permission Overview
e Creating and Managing User Accounts
e Managing the Organizational Hierarchy

In Users & Teams > Organization menu, you can add, edit and delete users and roles in the
system.

¥ CHECKMARX

vaig

|
TS

Confirm Users

| LAST SCANDATE = | TEam

33172018 CrServer 21403
DocsProjectd 3/31/2016 CxServer 33N
Project 10 Users(d/5/201...  3/31/2016 CeServer kXS]]
DocsProjects 3/8/2016 CeServer 10242
DocsProject3 3/8/2016 CxServer 21403
2/15/2016 CuServer 14793

2/15/2016 CeServer 14793

2152016 CxServer 59731
Perforce 2 2/15/2016 CeServer 69731 y 100) 244 83 ';:‘~ = v

¢« (1123 » > Page size: | 10 24 itens in 3 pages

The Users & Teams menu includes the following options:
e Organization: Add, edit and delete roles of the system at the various organizational

levels.

o Tree Branch View - View the organizational tree (upper window), and create
new service providers and new users (lower window).

o Service Provider - View service provider list (upper window), and create service
provider companies, new teams, and new users, and view service provider
details (lower window).

o Company Management - View company list (upper window), and create new
teams and new users and view company details (lower window).

o Team Management - View team list (upper window), and add new users to the
team and view team details (lower window).

o User Management - Create new user (upper window), and manage account
details (lower window).

e Confirm Users: Confirm users enrolled to the system at various
authorization/organization levels.
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Role and Permission Overview

The availability of CxSAST projects and their associated scan results depends on project
configuration, and on users' permissions as defined by their CXSAST roles. CxSAST roles also
determine permissions for user management.

A CxSAST user can have one of the following CXxSAST roles:

¢ Regular Users belong to one or more Teams, and have one of the following roles:

o Scanners can create projects for their own team, and scan and view results of
their Team's existing projects.

o Reviewers can view scan results of projects created for their Team, but cannot
create projects or scan existing projects.

e Company Manager: Can create and manage projects for any of the teams in the
Company, create and manage the Company's Teams and Users. Company manager can
also be defined as an Auditor.

e Service Provider (SP) Manager: Can create and manage projects for any of the teams in
the SP's Companies, and create and manage the SP's Companies, Teams, and Users.

e Server Manager: The default admin user account is the Server Manager. The Server
Manager has complete permissions for the whole system, including all of the above
permissions, and server settings.

This section explains how to create and manage user accounts, and how to manage Teams,
Companies, and SPs (see Managing the Organizational Hierarchy).
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Creating and Managing User Accounts

CxSAST recognizes users with two types of authentication:

o Directory User: A user in the Windows Domain, registered with CxSAST. Authentication
is managed by the User Directory, e.g. LDAP Server - ActiveDirectoryLdap.

e Application User: A user account created and managed only in CxSAST.

Both types of user accounts can be created by a Server Manager, from within the Web Interface.
In addition, an Application User account can be created via user registration. All user accounts
can be subsequently managed.

To create an account for a Manager (SP or Company), first create a regular user account
(Scanner or Reviewer) using either of the two methods, and then set the user to be a Manager.

In This Section:

e Creating User Accounts in the Web Interface
e Creating User Accounts via User Registration
e Managing Existing Users
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Creating User Accounts in the Web Interface

Regular users may belong to one or more teams and can be defined as a scanner or reviewer. A user may also
be turned into a manager at a later stage.
To create a User account:

Go to Users & Teams > Organization > User Management. The User Management window
is displayed.

¥ CHECKMARX

vaia Dastbeard ~

Users & Teams / Organizstion / User Managamant

Click Create New User.

Once the Create User Window is displayed, select Application User (password is mandatory) or
Directory User (authentication is managed by the selected Directory, e.g. LDAP / SAML
Server).

@ The information fields in the Create User window are displayed according to the selected
User type.
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8 ® Application User
“Directory User
* First Name:
* Last Name:
* E-mail
* User Name:
* Password @)

* Confirm Password:

Job Title
Phone
Cell Phone:
* Team -
* Rote - Setect One - v
Auditor
Skype
Country — Satect One — v
Expires: 111132019 E®
Language English (United State v

Create v Cancel X

If you selected Directory User, the Directory User dialog window is displayed.

Select a Directory from the drop-down (e.g. ActiveDirectoryLdap) and click Find. All the
available Directory Users associated with the selected directory are displayed.

Direciory User
Directory: | TECHWRITEROI-LA W

UserName | Starts With ¥ Find

DRECTORY USER
Admin
Administrator
Guest

OK + Cancel X
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® If there are no LDAP Directory Users displayed in the Directory User dialog window,
check your LDAP connection settings (see Connection Settings in LDAP Server
Management).

Select a Directory User from the list and Click OK. Directory User information is automatically
filled by the User Directory.

* Fisst Name David
* Last Name Press
ory Usery ActiveDirectoryLdap\d

David Press@org.com

Create v Cancel X

For both user types, fill in the user's details in the available fields (fields marked with * are
mandatory):

e First Name / Last Name is the user's full name (automatically filled by the User
Directory).

e E-mail / User Name is the user's email address, which is used as the name for logging in
(automatically filled by the User Directory).

Page 142



e For Team, click

{” CHEBCKMARX

b choose what developers use

Al
F =

and then drill down the displayed organizational navigation tree to

select one or more Teams to which this user will belong. If the user is to be a Company
or SP Manager, just select a Team under the Company or SP; User may be turned into a
Manager at a later stage.

¢ Role is either Scanner or Reviewer, at this point. User may be turned into a Manager at
a later stage (by managing the Organizational Hierarchy; or, by using Organizational Tree

mode).

o A Scanner can delete projects\scans if the checkbox is selected. Select the Not
Exploitable state checkbox to provide authorization to apply not exploitable
state to instances.

o A Reviewer can make changes to the status or severity of found instances if the
checkbox is selected.

o Auditor: Reviewers can be turned into Auditors. Permissions to use CxAudit.

¢ Language defines the Ul language for each user according to list of supported languages.

Click Create.
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Creating User Accounts via User Registration

Organizational members can sign up for a user account to be confirmed by their Manager. At
sign-up, the user specifies the company, and the user that appears in the CxSAST web interface
for confirmation by the Company Manager, SP Manager, or Server Manager. Upon
confirmation, the user is notified by email.

To sign up for a user account:
1. Inthe CxSAST Sign In, click Create Account.

Sign In

Login | Options >>

Don't have an account?

2. Inthe Create Account window, fill in the personal details. The E-mail will be used as the
user name for login.

¥ CHECKMARX o
vize O

Registration
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@ The required password complexity is as follows:

e 910400 characters

e At least 1 uppercase letter
e Atleast 1 lower case letter
e At least 1 special character
e Atleast 1 digit

3. Type the captcha text, and click Submit.
The Company, SP, or Server Manager can subsequently confirm the user account.

To confirm a user account:

Users & Teams -

1. In Users & Teams
displayed.

, select Confirm Users. The Confirm Users window is

vcHeckmaRx (/) @ e 0 @

vz Dashhowd v ProjctsdScans v Mamagemenl v UswiATens < Oatakmysis MyPofie

Users & Teams / Confirm Users

CREATED DATE =

There are no records

« 11l Page size v 0tems in 1 pages

2. Inthe table, select the user account request to be confirmed.

You can view additional information about the user by hovering over the ‘!) . You can
delete the request.

3. Optionally, change the Expiration date and/or Group (Team).
4. Click % to confirm the request.
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Managing Teams

Regular Users belong to one or more Teams and can be defined as Scanners (permissions to

create projects for their own team, and scan and view results of their Team's existing projects)
or Reviewers (permissions to view scan results of projects created for their Team, but cannot

create projects or scan existing projects).

To manage these Teams:

Go to Users & Teams > Organization > Team Management, the Team Management window
is displayed.

(A 73 s

¥ CHECKMARX
V8l Dashboard - Projects & Scans - Management - Joers & Teams: - My Profile Sdmin sumin

Welcome

Users & Teams / Organization / Team Management

4 e am 5 1 Group By
S
TEAM NAME | company
Team1 Company 1
Team 1 Company 2
Team2 Company 1
Team 2 Company 2
Team 3 Company 1
Team 3 Company 2
Team 4 Company 2
Team4 Company 1 Service Provider 1
« B3 » » Page size: | 10 v 8items in 1 pages
Team Users Team Detai's Mapped Groups
- AdC 2 user 1o the Team + Create New User & S7 Fiters
FULL NAME & EMAIL [
AutoFirstname AutoLastname Reviewss B
User 1C1 Scanner
User2€C1 user2@openidap.com Scanner [}
1 » > Page size: 17 - 3items in 1 pages

Page 146



CHECKMARX

choose what developers use

Creating a Team

To create a new Team:
Click Create New Team. The Create New Team window is displayed.

L2) Select A Parent Team On The Tree and enter u new Leam name

Omanizational Tree

¥ (2 CxServer

hd (_—5 Serwvice Provider 1

* Enter Team Name:

Create V| Cancel X

Select a Parent Company on the Organizational Tree and enter a new Team Name into the
field.

Click Create. The new Team is displayed in the Team list.
You can now add User to the Team.

Adding a User to a Team

To add a User to a Team:

Select the Team from the Team list.
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Click Add a New User to the Team. The Add a User to the Team window is displayed.

AL NARE

AutoFirstname AuvtoLastiname

User 1

(s o]

User2

Select a User from the list and click Add. The selected user is displayed in the Team Users tab.

@ In certain cases you may need to create a new user (see Creating and Managing User
Accounts).

Click on the Team Details tab to view Team information.
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Mapping LDAP Directory User Groups to CxSAST Teams

A Directory User may have been created in an LDAP Directory, unrelated to CxSAST (e.g.
LDAP Server - ActiveDirectoryLdap). This Directory User is associated to an LDAP User Group
and therefore authentication is managed by the relevant LDAP Sever. In order for the Directory
User to login and be visible in CxSAST, the LDAP User Group that the Directory User is
associated to needs to be mapped to a CXSAST Team.

To map an LDAP User Group to a CxSAST Team:
Select the Team from the Team list and click the Mapped Groups tab.

Team Users Team Detaiis Mapped Groups

e Cancs!

Click Add Group Mapping. The Directory Group window is displayed.

Search Groups Contains » Find

There are no records

OK /| Cancel X

Select an LDAP Directory from the drop-down (e.g. ActiveDirectoryLdap) and click Find.

Select the LDAP User Group from the list (e.g QA) and Click OK. The LDAP User Group is
displayed in the Mapped Group tab.
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Team Users Tzam Details Mapped Groups

From this point on, all LDAP Group Users that login (first time) to CxSAST with their LDAP
credentials are automatically created in the CxSAST Team that the LDAP Group User is mapped
to. On subsequent logins, the user details and CxSAST Teams will be automatically

synchronized.

You can also create LDAP users (see Creating User Accounts in the Web Interface).
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Managing the Organizational Hierarchy

To manage the organizational hierarchy, go to Users & Teams > Organization.
Available actions depend on the permissions of the logged-in user.

Tree Branch View

Tree Branch View provides a high-level view of the organizational hierarchy.

¥ CHECKMARX (7 75}
VL Dashbosrd ~ Projects & Scons v Management v
Users & Teams / Organization / Tree Branch View
Organizational Tree Users
+ CreateNewTeam  [ii] Delete -+ Add User fia Y Fiters 18 GroupBy O
¥ (7 CxServer E-MAIL FULL NAME ROLE
W é SP howie@checkmarx.com Howie Howerton Scanner B3
¥-&n Company john.doe@email. mail John Doe Scanner ]
¥ Users
B8 e
4 < |l » » Pagesize: 10 v 2 items in 1 pages
© 2015 Checkmarx | Top
] —- Create New Team 4 Add User
In Tree Branch View, you can under the selected one. You can to

a Team. You can also drag any team to move it under a different Company or Team (to become a
child Team). All the Team's relevant child teams, users, projects, scans, and queries will be
moved along with it.
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Team Management

Manage various levels of Teams (Teams, Companies, and Service Providers - SPs) in Team
Management.

¥ CHECKMARX
Ty

PET] Desiboard

Riters & Toams | Oganiration | Team Masagprmenl

| - e g vty -

AL HAME &

Thare are nc records

Each team-management window includes a table listing all the existing team of that level. To
create a new team at the managed level (for example, in SP Management, to create a new SP),

—}- Create New Team

click . The Create New Team window is displayed.

‘Craate Now Team J
(?) Select A Parent Team On The Tree and enter a new team name
Organizational Tree

v lf}"j CxServer
e

* Enter Team Name

Create v/ Cancel X
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Select a parent group, and type a name for the new group, and click Create.

A Patent Team On The Tree and enter a e )
a iree
¥ N xS
v A
aPa pan n e
PPy
create &/ Cancel X

In the Team Management window, click

-+ Add auser to the Team

Add a user to the Team window is displayed.

FULL NAME A
Bill Doe b@doe
Joe Doe j@doe
Keiichiroh Akiyama keiichiro_akiyama@iwi.co.jp
test-iwi usert sichi_br7619@gmail.com
1| » > Page size: 19 v 4 items in 1 pages
Add v/ Cancel X

to add a new user to the Team. The

Select a user and click Add. The Team member will be added in the Team Users tab.

Note: Once the team member has been added to the Team User window they will no longer

appear on the list as they can only be added once.

- Create New User

To create a new user, click
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&

® Create New User
) Add Existing User

Next P Cancel X

When selecting Create New User, the following window is displayed. Fill in the new user details,
and click create.

e |
® Application User
8"’ Domain User
* First Name
* Last Name
* E-mail
* User Name

* Password

* Confirm Password

Job Title
* Phone:
Cell Phone
* Team PS 2
* Role — Select One — v
Auditor
Skype
Country — Select One -- v
Expires 6/712018 3
Language English (United State: ¥

Back 4 Create &/ Cancel X
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When selecting Add Existing User, the following window is displayed.

@ Y Fiters  §E GrowpBy O
EMAL | FULLNAME A l COMPANY J TEAM ‘ ROLE ‘
j@doe Joe Doe Company Company Company Manager
keiichiro_akiya Keiichiroh Akiyama Company Users Scanner
Role | - Select One - V.

Back 4 Add +/ Cancel X

Select the user and click Add.
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Management Settings

In this section:

e Scan Settings

e Connection Settings.

e Application Settings

e Maintenance Settings

e Managing Custom Fields
e My Profile Settings
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Scan Settings

Query Viewer

The Query Viewer displays all default queries in CxSAST. A Query is a set of predefined
source code used when scanning for vulnerabilities.

To open the Query Viewer:

Go to Management > Scan Settings > Query Viewer, . The Query Viewer window is
displayed.

¥ CHECKMARX () 3

V840 [soc) Dashboard ~ Projects&Scans ~  Managemeo! - - DataAnalysis

Management / Scan Settings / Query Viewer

Queries Export Queries [ | Import Quesies 3] Cx Description + Create Organization Description
SQL _Injection

Risk

What might happen

An attacker could directly access all of the system's data. Using simple tools and text editing, the attacker would be able to steal any sensitive information stored by
the system (such as personal user details or credit cards), and possibly change or erase existing data,

Cause

How does it happen

®®®®®®®‘;‘

il

The application communicates with its database by sending 2 textual SQL query. The application creates the query by simply concatenating strings including the
user's input. the user input is neither checked for data type validity nor subsequently sanitzed, the input could contain SQL commands that would be
interpreted as such by the database,

Source Langage Hash: 0150421422617166 Change Dace: 9/13/2016
1 CxList db = Find D8_In() - Find DAL DB();

2 CxList inputs = Find_Interactive_Inputs();

3 CxList sanitized = Find_SQL_SaniTize();

S result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.NewAlgorithm);

Select a Query in the Queries pane. A description is provided in the Description pane with a
full explanation of the risk. The source code for the query is displayed in the Source pane at the
bottom of the window.
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Preset Manager

Presets in CxSAST are predefined sets of queries that can be selected when creating and
managing projects. CxSAST provides predefined presets and you can create and configure your
own.

To open the Presets Manager:

Go to Management > Scan Settings > Preset Manager. The Preset Manager window is
displayed.

¥ CHECKMARX (7 & ©) ol
V840 [soLc)

L0

Dashboard ~ - Management - Users & Teams ~ Data Analysis My Profile

Management / Scan Settings / Preset Manager

Preset name Checkmarx Default

Y fiters i Gowp8y O E@ Codenjectio a
x EE Cco
(BY 2
EE u
4 (@) =
EHE Ref
Apple Secure Coding Guide ofe) 3
E® re
Checmar Default 1{®) EO s
Default of@) -
Y ;
Defacit 2014 D)}
Empty preset 3
Error handking wo b= Javalon. Visibiy xt
Figh and Medium 0 - tat v

Query Description
SQL _Injection

Risk
What might happen

An attacker could directly sccess all of the system’s data. Using simple tools and text editing, the attacker would be able to steal any sansitive information stored by the system (such 35 personal user details or cradit cards),
and possibly change or erase existing data

Select a Preset in the Presets pane. Select a Query from the Queries pane. A description is
provided in the Description pane with a full explanation of the risk.

Click Create New Preset to create a new preset.
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Pre & Post Scan Actions

CxSAST can be configured to perform automatic predefined actions before and after a scan, for
example, sending a confirmation email or performing an executable action.

To open Pre & Post Scan Actions:

Go to Management > Scan Settings > Pre & Post Scan Actions. The Pre & Post Scan
Actions window is displayed.

¥ CHECKMARX () @ F23 ® &

V840 [soLe]

Dashbowd ~ Projects&Scans ~  Masagemest - Usersd Teams ~ Data Analysis My Profiie

Management / Scan Settings / Pre & Post Scan Actions

GitPull git.bat Pre Scan Action

Push Resuits in Threadfic Push_to_threadsi bat [XML_cutpethXML_output] Post Scan Action

arx| Top

Select an Action from the Actions pane. The definitions of the selected action are displayed in
the Details pane at the bottom of the window.

Click Edit to update the selected action details.
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Source Control Users

CxSAST can be configured to connect to a source code control repository (i.e. TFS, SVN, GIT
or Perforce) for creating projects. The Source Control User window can be used to view and
modify the details of the authorized users that have access to these source code control
repositories.

To open Source Control Users:

Go to Management > Scan Settings > Source Control Users. The Source Control
User window is displayed.

¥ CHECKMARX (&) 73

V8.4.0 [soLc] Dashboard ~ Projects & Scans ~

Management / Scan Settings / Source Control Users

Perforce Perforce
Perfoece 2 Perforce
Perforce 3 Perforce

Perfoece 4 Perforce

Select the User from the Users pane. The credentials of the selected user are displayed in
the Credentials pane at the bottom of the window.

Click Update Credentials to update the selected user credentials.
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Query Viewer

The Query Viewer displays all default queries in CxSAST. A Query is a set of predefined
source code used when scanning for vulnerabilities. Conventionally descriptions are provided for
each query with an explanation of the associated risk, a description of the cause and mechanism,
recommendations for avoiding the vulnerability, and source code examples. Custom descriptions
can be created to best suit your organizations procedures and best practices, therefore shortening
the remediation time for your developers and improving the quality of your code. You can also
import and export queries.

To open the Query Viewer:

Go to Management > Scan Settings > Query Viewer. The Query Viewer window is
displayed.

o ~ O
¥ CHECKMARX (7 75 & @ e kol ki

1
V8.4.0 [SDLC] 3 : © Logout
Expires: 22" 4}2016 Dashboard ~ Projects & Scans ~ Ma n - Users & Teams ~ Data Analysis

Management / Scan Settings / Query Viewer

Queries Export Queries £ | Import Queries 3] Cx Description 4+ Create Organization Description

SQL _Injection

g : Risk

® Con What might happen

® w . An attacker could directly access all of the system’s data. Using simple tools and text editing, the attacker would be able to steal any
® sensitive information stored by the system (such as personal user details or credit cards), and possibly change or erase existing data.
®

® RN Cause

(O S njction |

C:) Stored_XSS How does it happen

® *P The application communicates with its database by sending 2 textual SQL query. The application creates the query by simply

concatenating strings including the user's input. Since the user input is neither checked for data type validity nor subsequently sanitized
the input could contain SQL com Wds that would be interpreted as such by the database.

Source Language Hash: 0159421422617166 Change Date: 9/13/2016
1 CxList db = Find_DB_In() - Find_DAL_DB();

2 CxList inputs = Find_Interactive Inputs();

3 CxList sanitized = Find_SQL_Sanifize();

4
5 result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.NewAlgorithm);

Select a Query in the Queries pane. A description is provided in the Description pane with a
full explanation of the risk. The source code is displayed in the Source pane at the bottom of the
window.

Creating a Custom Description

You can create a Custom Description to best suit your own organizations procedures and best
practices.

@ The custom description creation option is enabled by default for Auditor and Admin users
only.
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To create a custom description:
From the Query Viewer, select a Query in the Queries pane. A description is provided in
the Description pane.

Click Create Custom Description. The Upload File to Create Custom Description window is
displayed.

Upload File to Create
Custom Description

[2) Choose file

Click Choose File, navigate to the custom description file (HTML) and click Open.

@ For security reasons CxSAST only supports the following HTML tags, attributes and inline
styles:

e Tags - b, br, caption, center, col, colgroup, dir, div, dl, dt, em, fieldset, font, footer, h1,
h2, h3, h4, h5, h6, header, hr, i, li, ol, p, pre, span, strike, strong, table, tbody, td,
tfoot, th, thead, tr, u, ul,

e Attributes - align, alt, bgcolor, border, cellpadding, cellspacing, charset, color, cols,
colspan, dir, height, lang, list, nowrap, radiogroup, rows, rowspan, selected, size, span,
style, title, valign, value, vspace, width, wrap

e Styles (CSS values) - background, background-color, background-position,
background-repeat, border, border-bottom, border-bottom-color, border-bottom-
style, border-bottom-width, border-collapse, border-color, border-left, border-left-
color, border-left-style, border-left-width, border-right, border-right-color, border-
right-style, border-right-width, border-spacing, border-style, border-top, border-top-
color, border-top-style, border-top-width, border-width, bottom, caption-side, clear,
clip, color, content, counter-increment, counter-reset, cursor, direction, display,
empty-cells, float, font, font-family, font-size, font-style, font-variant, font-weight,
height, left, letter-spacing, line-height, list-style, list-style-image, list-style-position,
list-style-type, margin, margin-bottom, margin-left, margin-right, margin-top, max-
height, max-width, min-height, min-width, orphans, outline, outline-color, outline-
style, outline-width, overflow, padding, padding-bottom, padding-left, padding-right,
padding-top, page-break-after, page-break-before, page-break-inside, quotes, right,
table-layout, text-align, text-decoration, text-indent, text-transform, top, unicode-
bidi, vertical-align, white-space, widows, width, word-spacing, z-index.

If you try to upload a file with anything else other than what is listed above, the description
will not be saved.
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Click Upload. The Custom Description tab is displayed in the Description pane.

. o 70y 0
¥ CHECKMARX (7 @3 A €6) admin admin
1
v8.4.0 [snLC) 5 © Logout
Expires: 12/14/2016 Dashboard ~ Projects & Scans ~ M: emt ~ Users & Teams ~ Data Analysis My Profile
Management / Scan Settings / Query Viewer
Queries Export Queries = | Import Queries =1 Custom Description Cx Description # Edit Description -
- i . . s -
; SQL Injection Prevention Cheat Sheet
v
Thus articie 1s focused on providing clear. simple. actionable guidance for preventing SQL Injection flaws in yvour applications
SQL Injection attacks are unfortunately very common. and this is due to two factors:
« the significant prevalence of SQL Injection vulnerabilities, and the attractiveness of the target (i.e., the database typically contains
. all the interesting critical data for your application). It@s somewhat shameful that there are so many successful SQL Injection
attacks occurring. because it is EXTREMELY simple to avoid SQL Injection vulnerabilities in your code.
SQL Injection flaws are introduced when software developers create dynamic database queries that include user supplied input. To
avoid SQL mjection flaws is simple. Developers need to either: a) stop writing dynamic queries; and/or b) prevent user supplied
input which contains malicious SQL from affecting the logic of the executed query.
This article provides a set of simple techniques for preventing SQL Injection vulnerabilities by avoiding these two problems.
These techniques can be used with practically any kind of programming language with any type of database. There are other types
o of databases. like XML databases. which can have similar problems (e.g.. XPath and XQuery injection) and these techniques can
fo2 be used to protect them as well.
Source Language Hash: 0159421422617166 Change Date: 9/13/2016
1 Cxtist db = Find_DB_In() - Find_DAL_DB();
2 CxList inputs = Find_Interactive_Inputs();
3 CxList sanitized = Find_SQL_Sanitize();
5 result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.NewAlgorithm);

You can replace or delete the custom description by clicking Edit Description and selecting
Update Description or Delete Description accordingly.

Importing Queries

You can import queries into CXxSAST to best suit your own organizations procedures and best
practices.

To import queries:

From the Query Viewer, click Import Queries. The Import Queries window is displayed.

File name: Select

import % Cancel X

Click Import, navigate to the query file (XML) and click Open. The query is displayed in the
Quieries pane.
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Exporting Queries
You can export queries from CxSAST to use in other departments.

To export queries:

From the Query Viewer, click Export Queries. The Export Queries window is displayed.

/i\ \  You can export corporate queries.
N Please select corp gueries to export.

0K o

Click OK.
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Preset Manager

Presets are predefined sets of queries that you can select when Creating, Configuring and
Branching Projects. Predefined presets are provided by Checkmarx and you can configure your
own. You can also import and export presets.

To open the Preset Manager:

Go to Management > Scan Settings > Preset Manager. The Presets Manager window is
displayed.

A 73]

¥ CHECKMARX

vaos Dashbosrd - Projects BScams - Manspement - UsersdTesms - Data Anslysis My Profie

Management / Scan Settings / Presat Manager

Drag a column haader and drop it here 10 group by that column Freset name  High and Medium and Low
set  [S ExportPreset 5 Import Preset Filters =
| o Wi
12 b e
A = rm d
Ancroic b Gooy
Aople bR U
Default 7 P B JavaScrip
Default 2014 s F e Osic
O -
N s
bW PO
High and Medium and Low FE Ptw
HIPAA rF R Ruby
JssEC P E Ve
MISRA_C o Fe o X
MISRA_CPP D « Bt v

Query Description

@ You can quickly create a new preset based on an existing one (duplicate) by selecting

a Preset from the Preset pane and clicking .
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Creating a New Preset

To create a new preset:

From the Preset Manager, click Create New Preset. The Create New Presets window is
displayed.

Creae V|| Cancel X

Enter a preset Name and click Create.

Select a Coding Language.

Select the Queries to be included in the preset.
Click Save.

Modifying an Existing Preset

To modify an existing preset:

From the Preset Manager, select a Preset from the Preset pane and click Edit.
Select a Coding Language.

Select the Queries to be included in the preset.

(¥ You can edit a single language, such as Java, selecting and deselecting the queries as
needed, and then press Synchronize in order for all related queries in all languages to be
selected.

Click Save.

Importing a Preset

To import a preset:
From the Preset Manager, click Import Preset. The Import Preset window is displayed.

Import v | Cancel X
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Click Select, navigate to the preset (.XML file) and click Open.

( If the imported preset has the same name as an existing one, the existing preset will be
overridden.

Click Import.The Preset is displayed in the Preset pane.

Exporting a Preset

To export a preset:

From the Preset Manager, click Export Preset and save the exported preset (. XML file).

Deleting a Preset

To delete a preset:

From the Preset Manager, select a Preset from the Preset pane and click
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Predefined Presets

The following is a list of all the predefined presets provided by Checkmarx with the
recommended usage and which vulnerability queries are included:

security risks

Preset Usage Includes vulnerability queries for....
Apex, ASP, CPP, CSharp, Groovy,
All For all application security risks Java, JavaScript, ObjectiveC, Perl,
PHP, PLSQL, Python, Ruby, VB6,
VDbNet and VbScript coding languages
) For Android related application .
Android Java coding language

Apple Secure

For 10S related application security

ObjectiveC coding language

discontinued)

Coding Guide | risks

The Checkmarx Default preset

essentially contains all the Apex, ASP, CPP, CSharp, Groovy, Java,
Checkmarx vulnerabilities that Checkmarx JavaScript, Objc, Perl, PHP, PLSQL,
Default recommends to scan in cases when Python, Ruby, VB6, VbNet and

you are unsure about which preset to | VbScript coding languages

use.

Apex, ASP, CPP, CSharp, Groovy, Java,

Default preset (soon to be JavaScript, Objc, Perl, PHP, PLSQL,

Default

Python, Ruby, VB6, VbNet and
VbScript coding languages

Default 2014

Default preset for 2014 (soon to be
discontinued)

Apex, ASP, CPP, CSharp, Groovy, Java,
JavaScript, ObjectiveC, Perl, PHP,
PLSQL, Python, Ruby, VB6, VbNet and
VbScript coding languages

Empty Preset

Empty preset with no vulnerability
gueries. This can be used to create a
new preset from scratch

Empty

Error
Handling

For error handling related application
security risks

Apex, ASP, CPP, CSharp, Java, Perl,
PHP, Ruby and VbNet coding
languages
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S
Preset Usage Includes vulnerability queries for....
Apex, ASP, CPP, CSharp, Groovy, Java,
High and For high and medium related JavaScript, ObjectiveC, Perl, PHP,
Medium application security risks PLSQL, Python, Ruby, VB6, VbNet and
VbScript coding languages
Hieh Apex, ASP, CPP, CSharp, Groovy, Java,
Igh, . . . L
g . For high, medium and low related JavaScript, ObjectiveC, Perl, PHP,
Medium and o o
Low application security risks PLSQL, Python, Ruby, VB6, VbNet and
VbScript coding languages
For sensitive patient data related
o ) Apex, ASP, CPP, CSharp, Java,
security risks according to the HIPAA ) o
o JavaScript, ObjectiveC, Perl, PHP,
HIPAA (Health Insurance Portability and .
B ) PLSQL, Ruby, VB6, VbNet and VbScript
Accountability Act) compliance .
Lo coding languages
guidelines
For Android related application
security risks according to the JSSEC .
JSSEC . ) Java coding language
(Japan's Smartphone Security
Association) compliance guidelines
For C related application security risks
according to the MISRA (Motor )
MISRA_C . C++ coding language
Industry Software Reliability
Association) compliance guidelines
For C++ related application security
risks according to the MISRA (Motor .
MISRA_CPP . C++ coding language
Industry Software Reliability
Association) compliance guidelines
Mobil For mobile related application CSharp, Java, JavaScript and
obile
security risks ObjectiveC coding languages
For the top 10 web application
OWASP security risks according to the OWASP .
) L . CSharp, Java, JavaScript and
Mobile TOP | (Open Web Application Security o .
. ) o ObjectiveC coding languages
10-2016 Project) compliance guidelines for

2016
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S
Preset Usage Includes vulnerability queries for....
For the top 10 web application
o . Apex, ASP, CPP, CSharp, Groovy, Java,
security risks according to the OWASP ) o
OWASP TOP o ) JavaScript, ObjectiveC, Perl, PHP,
(Open Web Application Security
10-2010 . . . PLSQL, Python, Ruby, VB6, VbNet and
Project) compliance guidelines for . .
VbScript coding languages
2010
For the top 10 web application
o ) Apex, ASP, CPP, CSharp, Groovy, Java,
security risks according to the OWASP ) o
OWASP TOP o ) JavaScript, ObjectiveC, Perl, PHP,
(Open Web Application Security
10-2013 . . o PLSQL, Python, Ruby, VB6, VbNet and
Project) compliance guidelines for . .
VbScript coding languages
2013
For credit card payment application | Apex, ASP, CPP, CSharp, Groovy, Java,
oC] security risks according to the PCI JavaScript, ObjectiveC, Perl, PHP,
(Payment Card Industry) compliance |PLSQL, Python, Ruby, VB6, VbNet, and
guidelines VbScript coding languages
For the top 25 web application Apex, ASP, CPP, CSharp, Groovy, Java,
security risks according the SANS JavaScript, ObjectiveC, Perl, PHP,
SANS Top 25 . , .
Technology Institute’s compliance PLSQL, Python, Ruby, VB6, VbNet and
guidelines VbScript coding languages
For WordPress related web
WordPress PHP coding language

application security risks

XS

For XS SAP related application
security risks

JavaScript coding language
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Limiting Engine Scans

To Limit Engine Scans:

-+ Add Engine Server

In Management > Server Setting > Installation Information, click
The Add Engine Server window is displayed.

* Server Name
* Server UR

* Scan LOC limits From

Create ' Cancel X

The Adding Engine Server window includes the following properties:

¢ Server Name: The name of the server you are appointing as Engine Server
o Server URI: The address of the server

¢ Scan LOC limits: The Scan limits is not a mandatory field, in the event the fields are left
empty assume the value From to include: All to: All. Define the lower and higher limits
for size of projects that this engine can accept for scanning.

o When the range is defined and the user clicks OK, the system performs a check
of range continuity. In the event there is no continuity between ranges of all
engines defined at that moment, a pop-up message is displayed: "Line 1:
"Notice: Projects including the following ranges: line 2 : XXX —YYY line 3: more
then 1000 Line 4: Will not be scanned."

o Inthe event the scan size falls out of defined engine ranges, the scan fails and
the following message is displayed: "Scan has failed due to falling outside of the
defined engines scan ranges".

o After defining the scan engine range, in order to activate the user has to Restart
the scan manager service.
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Connection Settings.

In this section:

e LDAP Management
e SAML Management
e Issue Tracking Management (New)
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LDAP Management

LDAP (Lightweight Directory Access Protocol) is an Internet protocol that web applications can
use to look up information about those users and groups from the LDAP server. You can connect
the CxSAST application to an LDAP directory for authentication, user and group management.
CxSAST provides built-in connectors for the most popular LDAP directory servers; Active
Directory, OpenLDAP and Custom LDAP Server. Connecting to an LDAP directory server is
useful if user groups are stored in a corporate directory. Synchronization with LDAP allows the
automatic creation, update and deletion of users and groups in CxSAST according to any
changes being made in the LDAP directory.

Adding an LDAP Server

To add a new LDAP Server:

Select Management > Connection Settings > LDAP Servers. The LDAP Server window
is displayed.

~ | £ ) O
¥ CHECKMARX (A @ & . S

Welcome
admin admin

() Logout

(AR Dashboard - Projects & Scans - Management - Users & Teams - Data Analysis My Profile

Management / Connection Settings / LDAP Servers

“ + ActiveDirectoryLdap «$ Tast Connection @) Delete

+ Add New Server

Click + Add New Server. The LDAP Server Authentication window is displayed (see Defining
LDAP Authentication Settings, below).

To delete an existing LDAP Server, click Delete.
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Defining LDAP Authentication Settings

To define LDAP Server authentication settings:

Click + (active directory) to expand an existing LDAP server settings, or click + Add New
Server. The LDAP Server Authentication window is displayed.

ActiveDirectoryLdap «$ Test Connection & Delete
Authentication

Server Settings LDAP Schema User Schema Settings
Name Base DN User Object Schema

ActiveDirectoryLdsp &) en=users desexample doscom ) user ()]
Directory Type Additional User DN User Object Filtes

ActiveDirectoty O] ousPeople ) {objectCategory=Person) ©)
Host Name User Name Atinbute

idap company.com 'O} sAMAzcountName )
Port Jeer RON Attribute

636 ? o >

User First Name Attribute

givenName @

User Last Name Attribute

User Name
enzuserdeedomain deaname &) @
Password User Email Attribute
@) ma @
Synchronization
Enabled synchronization
% Cancel B Save

The LDAP Server Authentication window includes the following settings:
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Server Settings

Name - Server name

Directory Type - Provides auto selection for server parameters according to default
settings (ActiveDirectory, OpenLDAP, or LDAP Server)

Host Name - LDAP server hostname
Port - LDAP server port

o Use SSL - Used to ensure that all data passed between the server and the client
remains private and integral

o Verify SSL Certificate - Used to verify SSL certificates

User Name - Distinguished name (DN) of the user that the application uses when
connecting to the LDAP server (e.g. cn=user,dc=domain,dc=name)

@ You can enable or disable the use of the LDAP control extension for paging of
search results. If paging is enabled (default), the search will retrieve sets of data
rather than all of the search results at once. Therefore, if you are searching for a
specific user then the definition in the User Name field should also be specific
(using full user DN, e.g. dn=myuser,ou=people,dc=company,dc=com).

Password - Password of the user specified above

LDAP Schema

Base DN - Used to search for users (e.g. cn=users, dc=example, dc=com)
Additional User DN - Used to limit users search to specific DN (e.g. ou=People)

User Schema Settings

User Object Schema - LDAP user object class type to use when loading users (e.g. user)
User Object Filter - Filter expression to use when searching user objects (e.g.
(objectCategory=Person))

User Name Attribute - Attribute field to use on the user object (e.g.
cn=sAMAccountName)

User RDN Attribute - Attribute field to use when loading the user distinguished name
(e.g. cn)

User First Name Attribute - Attribute field to use when loading the first user name (e.g.
givenName)

User Last Name Attribute - Attribute field to use when loading the last user name (e.g.
sn)

User Email Attribute - Attribute field to use when loading email (e.g. mail)

Click Test Connection.
Click Save.
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Defining LDAP Synchronization Settings

To define LDAP Server synchronization settings:
Click Enable Synchronization. The LDAP Server Synchronization window is displayed.

Synchronization
¥ Enabled synchronization
Group Schema Settings Membership Schema Settings Role Mapping

Additional Group DN Croup Members Attribute (member,

ousGroups ) member 7 Reviewer

(~)

% Cancel B Save

The LDAP Server Synchronization window includes the following settings:

Group Schema Settings
e Additional Group DN - Used to limit groups search to specific DN (e.g. ou=Groups)
e Group Object Schema - LDAP group object type (e.g. group)

e Group Object Filter - LDAP filter expression to use when searching the groups (e.g.
(objectCategory=Group))

e Group ID Attribute (CN) - Attribute in LDAP defining the group's id (e.g. cn)
e Group Name Attribute - Attribute in LDAP defining the group's name (e.g. name)

Membership Schema Settings

¢ Group Members Attribute - LDAP member attribute is a multi-value attribute that
contains the list of distinguished names for the user, group, and contact objects that are
members of the group (e.g. member)

e User MemberOf Attribute - LDAP memberOf attribute is a multi-valued attribute that
contains groups of which the user is a direct member (e.g. memberOf)
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Role Mapping

o Default Cx Role - Used to determine the CxSAST role of users who are otherwise not
assigned roles (e.g. Scanner, Reviewer)

Advanced Role Mapping - Select Advanced Role Mapping checkbox to activate
advanced role mapping options

e Scanner Group - List of LDAP group DNs. Members of these groups will be
assigned the Scanner role (e.g. cn=dev,ou=grp,dc=my,dc=org ;
cn=qga,ou=grp,dc=my,dc=org)

e Reviewer Group - List of LDAP group DNs. Members of these groups will be
assigned the Reviewer role (e.g. cn=dev,ou=grp,dc=my,dc=org
; ch=ga,ou=grp,dc=my,dc=org)

Click Save.

You can now create LDAP users (see Creating User Accounts in the Web Interface) and map
LDAP user groups to CXSAST teams (see Managing Teams).
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Application Management

General

The General screen enables you to set the paths, folders, web server address, and language as
well as other Application specific settings and SMTP.

Server Settings

In the Server settings window, you can set folder locations, maximum number of scans, default
settings and automatic sign in.

Server Settings
erver Settings

The Server Settings window includes the following settings:

Reports Folder - Set the reports folder to save reports in (e.g. C:\CxReports)

Results Folder - Set the results folder to save results in (e.g. C:\Program
Files\Checkmarx\Checkmarx Jobs Manager\Results)

Executables Folder - Set the executables folder to save executables in (C:\Program
Files\Checkmarx\Executables)

Path to GIT client executable - Set the GIT client executable path (e.g. C:\Program
Files\git\bin\git.exe)

Path to P4 command line client executable - Set the Perforce client executable path
(C:\Program Files\Perforce\p4.exe)

@ If you haven't already done so, download the P4 command line executable (HELIX P4:
COMMAND-LINE) from: https://www.perforce.com/downloads/helix, run the .exe file
making sure the installed files are placed into a directory that CxSAST can access (i.e.
C:\Program Files\Perforce)". Use this same directory to fill the Path to P4 command line
client executable parameter field.

Maximum number of concurrent scans - Set the maximum number of concurrent scans
a CxManager can run. This cannot exceed the licensed number of concurrent scans. The
default is 2.
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e Time remaining until task completion (min) - Set the time remaining until task
completion (timer).

o Web Server Address - Set the web server address in order to access links in generated
report from outside the organization.

o Default Server Language - Set the default server language.
e Allow Auto Sign In - Enable/Disable auto sign in.

SMTP Settings

The SMTP settings window enables you to set the host settings and default credentials of your
SMTP.

SMTP Settings

Edit ¥

The SMTP Settings window includes the following settings:

e Host - Type in the host domain.
e Port - Select a port number.
¢ Encryption Type - Select the encryption type.

e Use Default Credentials - Enable/disable default credentials. If enabled the default
credentials of the host machine are used.

¢ User Name - Type in the user name.
e Password - Type in the password.
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License Details
The License Details screen is divided into the following windows:
General

The General window provides general license information.

General

The General window includes the following properties:

o Expiration Date - CxSAST license expiry date

¢ Engines - The number of engines the license was bought for
e LOC - The number of lines of code the license was bought for
e HID - Hardware identification number

e OSA License - Open Source Analysis license status - Enabled, Disabled or Conditional
(with expiration date for Conditional version)

Note: To request a new license, if you have not yet obtained a permanent license, copy

your Hardware ID, which you will need in order to obtain a license from Checkmarx. Or, you
can later obtain your hardware ID by using the shortcut in the Windows / Start menu Checkmarx
folder.

Supported Languages

The Supported Languages window includes the supported languages used in default queries.

—Supported Languages

& Apex Mase Mcee Mcs M croovy
B Hmas M Jave & Javascr pt Mosic M perl
Epup MrisoL [ python & Ruby M ves
Eve Net & vescript
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Roles

The Roles window describes the number of users with roles in used/available which are licensed
in the system.

—Roles

inlse  Available

1 2

The Roles window includes the following user types:
e Server Managers - The default administrator user account. The Server Manager has
complete permissions for the whole system, including server settings.

e Service Provider Managers - Users can create and manage projects for Companies,
Teams, and Users.

¢ Company Managers - Users can create and manage projects for Company's Teams and
Users.

e Scanners - Users can create projects for their own team, and scan and view results of
their Team's existing projects.

¢ Auditors - Users have auditing permissions and can run the CxAudit.
o Reviewers - Users can review data reports at the management level.

Number of Companies and Service Providers

The number of companies/service providers who have licenses in use/available in the system.

—Number of companies and Service Providers

InUse Available
Number Of SPs 1 2 | 50 %

Number Of Companies 1 2 50 %

The Number of Companies and Service Providers window includes licenses in use/available in
the system:

¢ Number Of SP's - The number of Service Providers in the system
e Number Of Companies - The number of Companies in the system.
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The Installation Information screen provides the number of system components and engines

installed.

r—System Components

fl@ Y7 Filteres  #H Group By
NAME | INSTALLATION PATH DNS | VERSL. | HOTFNX [ s7ae
Checkmarx Web Services C:\Program Files\Checkmarx\Checkmarx Web Services\ WIN-H60NST... 10.31.1.280 8.1.0 0 A
Checkmarx Engine Server C:\Program Files\Checkmarx\Checkmarx Engine Server\ WIN-H460NST...  10.31.1.230 8.1.0 0
Checkmarx Audit C:\Program Files\Checkmarx\Checkmarx Audit\ WIN-H460NST...  10.31.1.230 8.1.0 0 v
r—Engines Servers

{- Add Engine Server fta Y Filters  #H GroupBy

RVER NAME SERVER UR! [ CAN SIZE 0
Localhost http://Localhost/CxS F/CxEng sve 0-999,999,999 I ,-,’5'

The Installation Information screen is divided into the following two windows:

¢ System Components - Provides a list of components installed with Cx, the Installation
Path, Version, DNS, IP, Hotfix, and State.

¢ Engine Servers - Provides the Server name, Server URL, Scan size and Action.
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Maintenance Settings

In this section:

o Data Retention Management
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Data Retention Management

In order to properly manage data storage consumption, CxSAST allows for the manual purging
of old scan data. An administrator can define the desired storage policy by date range or by
defining a minimal number of scans to retain overriding the date range.

{ Warning - Scanned data is purged from the file system as well as the database, therefore,
once deleted cannot be reversed. See Data Retention Purged Data, below.

Using SOAP API and Windows Tasks, data retention can be automated.

® Data retention settings apply globally to all projects within the system. This global
configuration can be overridden for a specific project, either during the project creation or
by editing the project's setting through the Data Retention tab (see Creating and
Configuring a CxSAST Project and Viewing Project Details).

Specific scans may be marked as “Locked” to avoid automated purging of important scan data.

(¥ Locked scans cannot be deleted, and will be skipped in the data retention process. If you
would like to delete all scans within the range defined for deletion, it is highly important to
ensure that no locked scans are included within this range. If the range does include locked
scans, unlock the scans before executing the Data Retention command (see Unlocking

Scans).
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Defining Data Retention Settings

To define the data retention settings:

Select Management > Maintenance > Data Retention. The Data Retention window is
displayed.

¥ CHECKMARX (4 15} A iy

va.00 Dashboard ~ Projects & Scans ~ Hanagement ~ Users & Teams ~ Data Analysis My Profile

Manegement / Maintenance / Data Retention

Data Retention:
Scans to keep:

®) Xeep last successful scans 2| This value is required
Scans to delete:

Select date rapge to delate scans to

Retention durstion Smit (Hoursk:

Start

The Data Retention window includes the following settings:

Scans to keep:

o Keep last successful scans - Set the requested number of scans to be kept. This setting
leaves only the specified number of recent successful last scans and deletes all other
scans.

Scans to delete:

o Select date range to delete scans - Enter a start and an end date. This setting deletes all
scans within a predefined time range.

e Retention duration limit (hours) - Set a limit to the amount of time the operation
should take. If set to 10, then after 10 hours the operation automatically stops,
regardless of whether the operation is complete.

Page 185



« CHECKMARX

choose what developers use

Click Start.The following message appears:

— — — —

Are you sure?

This operation cannot be undone. Make sure you have a backup of your
database before proceeding

Yes, delete it!

If you are unsure whether you have backed up your database, or if the range you defined for
deletion includes locked scans, click Cancel to postpone the deletion.

If you want to continue, click Yes, delete it. The following message is displayed "Data
retention is now in progress™ and the progress of the data retention process is represented in the
Stages panel.

Stages

" Configuration
i) Hewsistic File Cleanup

Deleting Scans

Once the data retention process is complete, status information about last deletion is displayed in
the Last Executed Data Retention panel.

Last Executed Data Retention:

Execution Information: Selected Settings:
Initiator: admin@cx Data Retention Mode: Keep last X scans for avery project
Request Date: 11/23/2015 2:19:27 PM Mumber of Scans to Keep: 10

Duration: 2 Second(s)
Stage: Finished

Progress: 6/ 6
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Data Retention Purged Data

Scanned data is purged from the file system as well as the database, therefore, once deleted
cannot be reversed. The following data is purged as part of the data retention:

Database Tables

Selected data from the following tables is purged as part of the data retention:

All Scans

TaskScans
CancelledScans
TaskScanEnvironment
ScanReports
FailedScans
PathResults
NodeResults

File System

CxSRC folder — This folder holds the extracted source files which are being scanned.
Files and folders inside the CxSrc folder are deleted as part of data retention except for
the following scenario:

In case the exact same sources (ZIP, remote location..) are uploaded to the same
existing scan, the extracted folder will be excluded from further data retention cleaning
tasks.

CxReports folder - This folder holds the following:

o Reports requested by the customer and created in the CxSAST reports page.
These reports are deleted as part of the data retention

o Eclipse IDE reports created after each developer scan request. These reports are
not deleted as part of the data retention.
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Unlocking Scans

One of the most common reasons for having no scans deleted is that one or more of the scans are
locked. This can be modified by unlocking the scans.

To unlock the scans:

1.
2.

Go to Projects & Scans > Projects.
Select the requested project. If many projects exist, find the project by using the
following steps:

Click Filters on the right.

b. Type one or more identifying criteria for the project, such as the project name,
owner, and team.

c. Click Enter.

Go to the column Scans List.

Click the button View project scans.
A list of all scans belonging to the selected project appears. If the list contains more than
one page, use the directional arrows on the left to move to the next or previous page.

Go to the Locked column.
See if one or more of the scans is locked.

&)

Use the Unlock scan button ( ) to remove the lock.
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Managing Custom Fields

It is now possible to define project attributes (metadata) by using custom fields.

Implementing and consuming project attributes - using the new Custom Fields capability - isa 3
steps process:

1. Creating new custom fields
2. Filling up the custom fields per project
3. Consuming custom fields using the OData REST APIs.

To define custom fields:

1. Go to Management > Manage Custom Fields.

2. Click Add.

3. Enter a unique custom field name in the designated field.
4. Click Save.

Each newly added custom field (up to 10) is displayed on the list and can be edited or deleted.

¥ CHECKMARX
vi22

Maraprent | Manige Crsion | whdy

To edit the custom field's name:

1. Click the "+" sign to the left of the field name.
2. Perform the requested change in the editable row that appears.
3. Click Save.
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Custom field are available for fill-out in the project attributes screen, both when you create new
project and later when you edit an existing project.

T Chechmacs Evmarpice

&« c 10.31.0.146/CW

¥ CHECKMARX

viaz

Projects & Scaes / Projects

d Octe Bty
AN LAST SCANED §
o S 4 295 1010 AM @
ot Cxlarver SIMSI AN 51
¥ Crlery SRS TN AN
doubie ym. Exbany L e T
Srlerve NS AU
OnSene NN
Exbarve mGanyiliors LR BT LT 0
OServe 1D SN
Oanves AN N
cese Solenr OWALP TOP 10 2013 1 SANS 1214 P
1 et .
Mosnoreg Genweal Locato Schwddbeg Advmnced
Beb
Updete v Cacedl X

¥ CHECKMARX 2 3
Va2 Deshbowd ~ Preincts L Scons ~ Cate Anadvia

Projects & Scans / Now Progect

Genedd Lecation Schedleg Advicted Actons

Step 5 Set contom fields
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My Profile Settings

Accessing My Profile Settings

To access My Profile settings:

In the System Dashboard, click My Profile. The My Profile window is displayed.

Account information

admin

admin

admingce

L. | Prane

English (United States)

CxSenver

Update «*

Change Password

Update w*

* Indicates a mandatory field
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Defining Profile Account Information

The Account information window includes the following parameters:

Account Information:

Click Update.

* First Name

* Last Name
Job Title

* Email - the email address used (must be of valid format,
i.e. John.Smith@example.com, and not John.Smith@example).

Phone - the user's landline phone number

Cell Phone - the user's cellular phone number

Skype - the user's skype name

Language - can be one of the following options:

@)

o

o

@)

o

English (United States)
Chinese (Traditional, Taiwan)
Japanese (Japan)

Korean (Korea)

Chinese (Simplified, PRC)

User Teams - Server name used by the user teams

Changing Profile Password

The Change Password panel allows replacing the user's current password, by providing the
following parameters:

Change Password:

* Old Password
* New Password

* Confirm Password

{® The required password complexity is as follows: 9 to 400 characters, at least 1 uppercase

letter, at least 1 lower case letter, at least 1 special character and at least 1 digit.

Click Update.
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