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Version Release Notes

For version-specific CxSAST release notes, go to:

https://checkmarx.atlassian.net/wiki/spaces/KC/pages/9142278/CxSAST +Release+Notes
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Checkmarx CxSAST Overview

Checkmarx CxSAST is a unique source code analysis solution that provides tools for identifying,
tracking, and repairing technical and logical flaws in the source code, such as security
vulnerabilities, compliance issues, and business logic problems.

Without needing to build or compile a software project's source code, CxSAST builds a logical
graph of the code's elements and flows. CxSAST then queries this internal code graph. CxSAST
comes with an extensive list of hundreds of preconfigured queries for known security
vulnerabilities for each programming language. Using the CxSAST Auditor tool, you can
configure your own additional queries for security, QA, and business logic purposes.

CxSAST provides scan results either as static reports, or in an interactive interface that enables
tracking runtime behavior per vulnerability through the code, and provides tools and guidelines
for remediation. Results can be customized to eliminate false positives, and various types of
workflow metadata can be added to each result instance. These metadata are maintained through
subsequent scans, as long as the instance continues to be found.

The input to CxSAST's scanning and analysis is the source code, not binaries, so no building or
compiling is required, and no libraries need to be available. The code doesn't even need to be
able to compile and link properly. Consequently, CxSAST can run scans and generate security
reports at any given point in a software project's development life cycle.

CXSAST supports Open Source Analysis (CxOSA) enabling licensing and compliance
management, vulnerabilities alerts, policy enforcement and reporting. CxOSA supports all the
most common programming languages, enabling organizations to secure all their open source
components in addition to the in-house developed code analysis coverage: (see Supported Code
Languages and Frameworks).

You can integrate CxSAST into several aspects of your development cycle, such as with
software build automation tools (Apache Ant and Maven), software development version control
systems (GIT), issue tracking and project management software (JIRA), repository hosting
services (GitHub), application vulnerability management platforms (ThreadFix), continuous
integration platforms (Bamboo and Jenkins), continuous code quality inspection platforms
(SonarQube) and source code management tools (TFS).

CxSAST scans can be manually activated, periodically scheduled, or initiated upon build by one
of our integrated build systems.

CxSAST also supports a wide range of OS platforms, programming languages and frameworks.

CxSAST is deployed on a server and accessed by users via our web interface or one of our IDE
plugins (Eclipse, Visual Studio and IntelliJ).

Please contact us with any issues, questions or comments, at: support@checkmarx.com
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This setup guide includes information on setting up CxSAST for trial, proof of concept (POC)

and in production environments.

In this section:

e System Architecture Overview
e Server Host Requirements

e Preparing the Environment for Releases
e Installing CxSAST

e Modifying CxSAST

e Repairing CxSAST

e Backing Up CxSAST

e Upgrading CxSAST

e Adding a CxEngine Server

e Uninstalling CxSAST

e Updating the CxSAST License
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System Architecture Overview

CxSAST includes the following components:

Cx Client

Users

Web Browser

IDE Plugins

2w

Eclipse / VS /Inteli

Development Kits

CLlI / APl / CxAudit
\_ —

CxSAST Server Components

¢ CxEngine: Performs code scans

~\
Cx Server
& &
WS CxManager
’ .
CxEngine Database

\ J

J

o Database: Stores scan results and system settings. Can be a new/existing commercial
MS SQL Server, or for POC (Proof of Concept), SQL 2012 Express can be used. This is
installed with CxSAST installer (if defined) when any version of SQL is not already

installed

o CxManager: Manages systems, performs all system functions and integrates system
components. Uses the IIS web server and is installed by the CxSAST installation, if not

already installed

e CxSAST Web Client - The main interface for controlling CxManager actions (i.e. initiating
scans, view results and generating reports).
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CxSAST Clients (user interfaces):

e IDE Plugins
e CxAudit

e CxSAST CLI
e CxSAST API

CxSAST supports a Centralized Architecture, where all server components are installed on the
same host, or a Distributed Architecture, where any or all of the server components are installed
on dedicated hosts.

CxSAST also supports High Availability Architecture, where more than one CxManager is
available to control system management, ensuring that in cases where one CxManager fails the
system will continue to be fully operational.

Communication between clients and the CxSAST Web Client and CxManager as well as

communication between the CxManager and the CXEngine, are via HTTP (by default). HTTPS
can also be configured.
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Centralized Architecture

Centralized computing is a type of computing architecture where all or most of the
processing/computing is performed on a central server. Centralized computing enables the
deployment of all of a central server's computing resources, administration and
management. CxSAST supports centralized architecture, where all server components are
installed on the same host.

- N w
Cx Client_ Cx Server
Users @ N
Portal
Web Browser ' .
IDE Plugins
1S WebClient
S0
Job Manager Scan Manager System
Eclipse / VS /Inteli) ;‘1
el
wv
o
N 2 I &
<,"> _'t? Worker Scanner Scheduler
6
o [ o
CLl / APl / CxAudit % CxEngine MS SQL Server
— w
(1]
<
©
- &
o
B
LDAP . 4
\ =) & A
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Distributed Architecture

In distributed architecture, components are presented on different platforms and several
components can cooperate with one another over a communication network in order to achieve a
specific objective or goal. CXSAST supports distributed architecture, where any or all of the
server components are installed on dedicated hosts.

= ) s : ~
Cx Client Portal Engines
. S | e
sersI Portal CxEngine CxEngine CxEngine
Web Browser l . [w [w w
IDE Plugins WebClient Engune 1 Engine 2 Engine n
g ! w g :_;‘ Manager rHTTPSBG/443
. 1 . i
Eclipse / VS [Inteli) = ~
@
S Job Manager Scan Manager ;
Development Kits E ¢ p Data Services
M
< /> E? TR,
/ F & —14339
. Internal Load
1 / AP
./ £ AUk Balancer l
\ — Worker Scanner 08
System Manager LDAP Server
l . - B
Scheduler LDAP
. J
- =

The basis of a distributed architecture is its transparency, reliability, and availability. Distributed
architecture is the most recommended method for CxSAST deployment because all Cx
components function at their most optimized capacity.
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High Availability Architecture

High availability architecture is an approach of defining the components, modules or
implementation of services of a system which ensures optimal operational performance, even at
times of high loads. CXSAST supports high availability architecture, where two or more
CxManager servers (in active-active mode) are installed behind an internal load balancer and can
access the same database. This ensures that in cases where one CxManager fails the system will
continue to be fully operational.

P ) s o i
Cx Client__ = ¥

Manager 1 Job Manager Scan Manager
Internal Load [ g [ "
Balancer [ | o |

Engine 1 Engine 2
ws System Manager v

WebClient

Users

Portal

Web Browser

10E Plugins ‘ . Engines
e
it : :
Eclipse / VS /Inteli) é ] . ) [ F
§ External Load . ( ~\ . :

Development Kits &I_ Balancer Manager 2 Job Manager Scan Manager Data Services Engine n

N s B i —1433—‘—139/44
<> \ ‘ﬁ‘ ’s‘g

o R Portal

CL / APt / CxAudit : =41 (g
ASP.NET STATE | ig.} .

Services
WebClient

oeTionAL | €73 ~ ; 2
e RN :
: ‘@ -\

DB
Manager n Job Manager Scan Manager .
Bn

D
Portal
Balancer 38
. ws System Manager - LDAP Server

WebCliont . .

\ J LDAP
. J

System Manager

Intemal Load
Balancer

v

TA

o B
m

Intemal Load

¥

>
B
E

FSn

v
-.

The main objective of implementing High Availability is to make sure CxSAST is always
available for the systems users and clients.

(D Please note that all CxManagers must be co-located in same data center. If you are
interested in configuring a High Availability solution please contact Checkmarx support.
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Server Host Requirements

Server host requirements depend on whether the installation is Centralized or Distributed, and on
how many lines of code will need to be scanned. These requirements are also applicable for
CxAudit.

(© For POC, Microsoft SQL Express (pre-installed with CxSAST) can be used. For Production, we
recommend working with a commercial version of Microsoft SQL Server. The version used will
depend on your scalability and performance needs. For more details about features supported by
the different editions of SQL Server, please use the following link.

In addition to the requirements in the table below, in general, CPU clock speed and disk speed
will affect scan time. For exact tested versions, see the CXxSAST Release Notes.
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L
fnes Installed ) Web
Purpose of Cores CPU Speed Disk oS Other Software
RAM** Server
Code
200K | 6 GB Windows
50 GB 788110 s
Centralized . Windows
entralize Recommen(_ied. 4 2.8 GHz (recommended | Server 7/7.5/8/
(POC) up to a maximum of 12 2008R2
500K | 8-16 GB | cores ) 8.5/10
2012,
2012R2,
2016
200K | 6 GB ..
Minimum: 6 for 1
concurrent scan.
600K | 106 Additional 4 cores for 2.8 GHz
K B each additional
concurrent scan,
up to a maximum of 12
1.2M | 16 GB cores,
Centralized (Recommended: 4, 6, 250 GB s
(Production) or 8 cores ) (recommended) 717.5/8/
2M 25GB Max recommended 8.5/10
ioncurrent scans: 3* 2.8 GHz Windows
Scans of 1M LOC or Installer 3.1 or
3M | 40GB more are o above (Run
recommended to limit msiexec to
concurrency or check)
am |sogs | runontheirown NET framework
distributed server. 4.5.1 or above
(Windows 7/8
200K | 5GB will need .NET
Distributed - framework 3.5 as
; : ) well because of
CxEngine zRgch'rznended Windows IIS version)
(Production) | gook | 9 GB : Server
For multiple 2008R2
CxEngine 2012,
servers 1.2M | 15GB 4 (per concurrent scan) ggléRZ,
; 1
(for rL:loprg; a maximum of 12 100 GB NA
concurrent
2M 24 GB (Recommended: 4, 6, (recommended)
scans),
or 8 cores ) Recommended:
each server 2.8 GHz
should meet 3M 36 GB
the
requirements
4.5M | 50 GB
Distributed -
CxManager 8 GB 4 2.5GHz 250 GB 1S
ducti (recommended) 1750818,
(Production) 5/10
Distributed - MS SQL Server
Database 8GB 4 2.5 GHz 250 GB NA (Express not
ducti (recommended) recommended)
(Production) 2008/2012/2014/
2016

** Note: GB RAM / LOC numbers for Javascript are higher.
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(@ Note that the Checkmarx Server requires dedicated memory allocation; features such as
Memory Ballooning cannot be used.

® Cloud Environments
Note that for Cloud environment installations (AWS, etc.), these requirements may not be
exactly the same as for Centralized or Distributed installations because you are choosing
from predefined hardware packages and not defining your own specifications.

For the CxSAST application, it is recommended to use a display with any one of the following
resolutions; 1280x720, 1280x800, 1366x768, 1920x1080.
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Preparing the Environment for Release

The following sections include the environmental preparations needed for releases:

In this section:

e Preparing the Environment
e CxSAST Server Components Installed on Dedicated Hosts
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Preparing the Environment

Once you understand System Architecture Overview, before installing CxSAST, make sure
server hosts conform to server requirements, and prepare the following:

1. Make sure that the Centralized or CxManager host name does not contain any non-
alphanumeric characters such as "_" . This is to avoid issues described here.
2. Make sure that organizational firewalls allow:
o HTTP (TCP port 80):
* From client hosts to the Centralized or CxManager host
= Between CxManager and CxEngine (in a distributed architecture)
o SQL Server traffic (by default, TCP port 1433) from CxManager to SQL Server (If
using SQL Server, in a distributed architecture)

o SQL Browser (UDP port 1434) - this will allow machines (i.e. on installation
wizard) to scan for SQL Servers on the network

- If an SQL Server is not displaying in the Installation window, you can try
typing the machine name or IP address directly into the Wizard

- If an SQL Server uses a custom port, use a “,” between the machine name/IP
and port number, e.g. “10.199.76.1,65391” or “SSMACHINE,65391".

3. |If using SQL Server, make sure the following services are running:
o SQL Server
o SQL Browser

SQL Express for POC can be installed by CXxSAST installer, or use SQL
Web/Standard/Enterprise 2008/2012/2014 for Production.

4. On server component hosts, prevent anitviruses from scanning the Checkmarx folder,
usually:
o C:\CxSrc
o Checkmarx installation directory: C:\Program Files\Checkmarx\ - C:\Program
Files(x86)\Checkmarx\

5. Configure IS (except on database-only component server in a distributed deployment):

Turn off Compatibility Mode for the Windows IE 11 browser to work with
CxSAST as an intranet site.
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1. Open the Server Manager by right-clicking Computer and selecting Manage.
2. In the left-hand navigation pane select Roles, and click Add Role Services:

B Server Manager
Me  Action Vew b

* Roles: | of 17 nstaled

I Web Server (115}

= Web Server (115)

~ Reole Status

Meassopes Nore

* Role Services: 43 rataled

ooh |7 - n
o Sorver (115) ‘*
. 3 Festures Views the health of the roles retalied on your server and a3 or temove roles and feshures
* §8 Diayrostics .
= ! Corfpraton
¥ I o,
553 Seroe Al Rallen Summotey

Provides a relable, manageatie, and scalbie Web spoication efrastracture

=101 ]

B rotes smenvry 1eb

H web Sorver (115) 1ot

£ G0 to Web Server (115)

Rl Service [ 2t

O Web Server staled
Lo HITP Fostiges ez aled

3. Scroll down and select the following:

o Static Content

o World Wide Web Services > Application Development Features > ASP.NET

(Click OK to approve all dependent features)

o In Management Tools:

= |IS Management Console

= IS 6 Metabase Compatibility.
o Click Next, and Install.

4. Close the window.

5. Download and install .Net Framework 4.5.2 and all its updates.

6. Open a command prompt as an Administrator, and go to
C:\Windows\Microsoft.NET\Framework64\v4.0.30319.

7. Run:

ServiceModelReg.exe -ia

NOTE: If the IIS Pools are not started automatically after the CxSAST installation, you

should restart the machine.
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Configure IIS 7 on Windows 7

1. Open the Control Panel.
2. In Programs, click Uninstall a program.

3. Click Turn Windows features on or off:

4. In Internet Information Services, select the following:
o In Web Management Tools:
= |IS Metabase and IIS 6 Configuration Compatibility
= 1IS Management Console

o World Wide Web Services > Application Development Features > ASP.NET (Click
OK to approve all dependent features)

o World Wide Web Services > Common HTTP Features > Static Content
5. Click OK.
6. Download and install .Net Framework 4.5.2 and all its updates.

7. Open a command prompt as an Administrator, and go to
C:\Windows\Microsoft.NET\Framework64\v4.0.30319.

8. Run:

ServiceModelReg.exe -—ia
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Configure IIS 8 on Windows Server 2012

1. Open the Server Manager and click Add roles and features:

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

I8 Dashboard

i Local Server

& Al Servers

App Server

W3 File and Storage Services b

fo s

0 Configure this local server

QUICK START .
| i2 Add rrﬂe:{,gnd features

3 Add other servers to manage

WHATS NEW.
SOUFENEW | 4 Create a server group

2. Select Installation Type, and select Role-based or feature-based Installation:

DRSTINATION SIRVER
WIN-DESCCHUOND

Select installation type

Select the instaliation type. You can install reles and features on 3 running physical computer of vartual

Before You Begin
machine, or on an offline virtual hard disk (VHD)

Sarver Selaciion ® Role-based or feature-based installation
SR Configure 3 single server by adding roles, role senices, and features.

R Desktop Services i

P
Install required role services for Vintual Deskrop Infrastructure (VDY) 10 create a virtual machine-based
of ses5an-based desktop deployment.

3. Click Next.

4. Select the server:
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Select destination server pieiooeios i

Before You Begin Select a server or 3 virtual hard disic on whech to install roles and features.

Installation Type @) Select a server from the server pool
) Select » virtual hard disk
Server Roles Server Pool
Features
Name P Address Cpesatng System

WIN-DRPCCPILONP 1031.0.161 Microzoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are runnirg Windows Server 2092, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-sdded servers from which data
collection is still incomplete are not shown

Click Next.

For Server Roles - Select Web Server (11S) and Click Next

For Features - Select - .Net Framework 4.5 Features > WCF Services > HTTP Activation
and click Next

Continue through the wizard until the Web Server Role (IIS) > Role Services page:

Select role services

Before You Begin
Instaliation Type
Server Selection
Server Roles

Features

Web Server Role {iS)

Confirmation
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9. Select the following:

L]

o Common HTTP Features > Static Content

o Application Development > ASP.NET 4.5

o Management Tools > IIS Management Console

o Management Tools > IIS 6 Management Compatibility > IS 6 Metabase
Compatibility

10. Finish the wizard, confirm and Install.
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Configure IIS 8.5 on Windows Server 2012 R2

For IIS 8.5, Checkmarx provides a configuration file that can be used to automatically perform
all necessary configuration. Alternatively, you can manually install 1S, in which case make sure
to include IIS with - 11IS Management Console, Static Content, ASP.NET 4.5 with all
dependencies, 1S 6 Metabase Compatibility and .Net Framework 4.5 Features -> WCF Services
-> HTTP Activation

To configure 11S 8.5 using the Checkmarx configuration file:

1. Download CxlISConfig.xml.
2. Run Windows PowerShell as an Administrator:

Start

Server Manager

3. In PowerShell, run:
Install-WindowsFeature —ConfigurationFilePath <path>\CxlISConfig.xml
where <path> is the path to the directory where you put the configuration file.

-

Administrator: Windows PowerShell |- | o

-ConfiguratientilePath C:\CxIISConfig.xm
Swccess Restart Meeded Exit Code Feature Result

Mo S-cc;;;r (J!iriéaﬁcgo;l 3.5 Cincludes .MET 2.0 and...

%: Windows asutomalic wpdating is mot emabled. To ensure that your sewly-installed role or feature is
automatically wpdated, tern oa Windows Update.

PS C:\Users\fdministrator?

® For correct synchronization the Checkmarx Server/CxAudit and the Database must
be on the same time zone.
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Enable Long Path Support in Windows 10 and Server 2016

Traditionally, Windows operating system didn't support path or filename with more than 260
characters. However, Windows 10 and Windows Server 2016 now present support for this issue.

In Windows 10/Server 2016, open the Run dialog (Start > Programs > Accessories > Run). The
Run dialog is displayed.

= Run b4

=i Type the marne of & progrem, folder, dacurment, o Intemset
= rescurce, and Windows wall open it for you.

Qpen: | gpedit.msc i,

Cancel Browsze..

Open the Local Group Policy settings by the typing gpedit.msc in the Run dialog. The Group
Policy Editor is displayed.

1 Local Group Policy Editer = a *
File dstion  View Help
=& I = m T

1] Letal Computer Policy - _
w f l:;Mwwu ri’!tﬂ_ﬂgi‘“ _ Select an item to view its descripteon.  SeSting et
3 L Windiowes Settings | NTFS
w | Administratie Template: I Diable delete rotifications on all volumes Bot configured
» [ Control Parel |k Emabde Wind2 long path Enabiled
5 ] Hebwork 1] Selectieely allow the evalustion of & tymibolic link Mot configured
1 Prinkers
1 Sereer
1 ‘Saet Merva and Taskbad
w ] Sysberm
~ Access-Denied Assistan
» [ App-¥
1 Ayt Process Crestion
T Credentals Delegation
| Device Guasd
3 | Dence Installation
1 Device Redinection
1 Digk NV Cache
2 Disk Quetas
_ Display
| Dristrikanted COM
1 Drever etallation
7 Eaely Laumch Antimabw:
_ Enhanced Storage dcce
~ Fibe Classificaticn Infras
1 Fibe Share Shadow Copm
~ | Filesystem
- NTFS
. Folder Redwection
1 Greup Policy w < 5
< * | Estended { Standard
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Navigate to: Local Computer Policy > Computer Configuration > Admlnlstratlve Templates >
System > Filesystem.

Enable the Enabling Win32 long paths key. The key updates instantly and no restart is required.

Long Path support in Windows 10 starts from build 14352 or higher.
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CxSAST Server Components Installed on Dedicated Hosts

CxSAST supports Distributed Architecture, where any or all of the CXSAST server components
are installed on dedicated hosts.

The following procedure should be implemented in all installations or upgrades to any version
that includes the new IIS application.

Once the 1IS application components of the CxSAST setup have been installed, perform the
following procedures:

Go to the Microsoft Web Platform Installer and click Download.

English (United States) m

Microsoft'/web

Home Platform Get Web Apps Get Hosting Join Programs Downloads

1) 15 8 free tool that makes gett
information Services

50 makes it easy

nt and more with the bwit-in

= | Why you'll love it.

It's Smart

ng Web Apps or

verything just weeks

It's Cultural - It's App-tastc

Run the Microsoft Web Platform Installer on the Portal Server. The Microsoft Web
Platform Installer is displayed.
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Spotlight Products Applications

Name

Microsoft Azure SDK for NET (VS 2015) - 296
Visual Studio Community 2015 with Microsoft Azure SDK - 296
Microsoft Azure SDK for NET (VS 2013) - 296
Visual Studic Community 2013 with Microsoft Azure SDK - 296

Microsoft Azure SOK for .NET for Visual Studio 2017 RC - double click to learn more

1IS: URL Authorization

1IS7 Support for Extensionless URLs
TIS: HTTP Redirection

TIS: Defauit Document

1iS: Directory Browsing

1S: HTTP Errors

Survey Project
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27/02/2008

27/02/2008
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Search for the Application Request Routing 3.0 module and click Add.

Name Released

Application Initialization 1.0 05/04/2012
Application Insights Status Monitor Preview 11/04/2016
Application Request Routing 2.5 with KB2589179 03/09/2010
Application Request Routing 2.5 29/03/2011
KB2589179 for Application Request Routing 2.5 03/09/2010

Microsoft SQL Server Data-Tier Application Framework (DACFX) (June 2014) 19/06/2014

Microsoft Drivers 3.2 for PHP v5.5 for SQL Server in BS Express 11/03/2015

24/09/2014

PREREQUISITES INSTALL CONFIGURE FINISH

Review the fellowing list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components to be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately locate, read and accept these third party license terms.

X Application Request Routing 3.0

View license term

X URL Rewrite 2.0
View licen

Total file download size:

ick b C SE€ 3 al software to be installed and review the associated Microseft licen m

By clicking "1 Accept”, you agree to the license terms for the third party and Microsoft software, and any additional
software identified above. If you do not agree to all of the license terms, click "I Decline”.

IDecine | | IAccept
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Click I Accept. The Microsoft Web Platform Installer Confirmation is displayed.

Web Platform Installer 50 ==

PREREQUISITES INSTALL CONFIGURE

v/ The following products were successfully installed.

External Cache 1.1
URL Rewrite 2.0
Application Request Routing 3.0

Click Finish to finalize.

Open the Internet Information Services (11S) Manager on the Portal Server (11S Manager >
Sites > Default Web Site > 11S > URL Rewrite).
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€ » DAVIDP-LAPTOP » Sites » Default WebSite »

493 DAVIDP-LAPTOP (DM\davidp)
_D Applicstion Pools
4 &) Sites
+ € Default Web Ste
] aspnet_client
b {F ORestAPI
4P CGWebClient
» 21 app
p -] App_Browsers

T

Default Directory  Error Pages

o] App_GlobalR:
) App_Themes
> bin
= Content
b4 €SS
b - ErorPages
] fonts
. HitpHandlers
o - Images
v §s
» -] SSeripts
"] Properties
» (2] Seripts
"] UiComponents

A WebMethod:

Document  Browsing

o §

ISAPiFilters  Logging

Request  SSL Settings
Filtering

=

MIME Types

b CiWeblinterface
31 Server Farms

=
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Open Feature

Explore
Edit Permissions..,
Edit Site
Bindings...

§ Basic Settings.
View Applications

View Vietual Directosies

Gallery
Help

Online Help

493 DAVIDP-LAPTOP (DM\davidp)
U} Applcation Pools
48] Sites
» 4@ Default Web Site
33! Server Farms

Configuration: "Default Web Site' web.config

0 URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address
and the content of an HTTP response.

Inbound rules that are applied to the requested URL address:

Name Input

Outbound rules that are applied to the headers or the content of an HTTP respor
Match

Name Input Patterr

<} 1

E j F'éaﬁurg Vuew (2 Content View
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Select Add Rule(s). The Rule Templates List is displayed.

Select a rule template:

Inbound rules
é, Blank rule (4 Rule with rewrite map
i Request blocking
Inbound and Outbound Rules
% User-friendly URL
Outbound rules
& Blank rule
Search Engine Optimization (SEO)

@ Enforce lowercase URLs & Canonical domain name
1] Append or remove the trailing slash symbol

Select this template to create a rule that will forward incoming HTTP requests to a back-end Web server.

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:
}:wnngr—sewer.drv{.& - . -
Example: contentserverl
Enable SSL Offloading

Selecting this option will forward all HTTPS requests over HTTP.

Outbound Rules
[7] Rewrite the domain names of the links in HTTP responses

Resp thatare g ted by applications that are behind a reverse proxy can have
HTTP links that use internal domain names. These links must be updated to use external
domain names.

From:

txampla contentserverl

To:

Example: www.contoso.com

Enter the CX Manager Server name into the Inbound Rules field (e.g. cxmngr-server.dm.cx).
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Disable the SSL Offloading option.

Click OK to save the changes.

0 URL Rewrite

4-93 DAVIDP-LAPTOP (DM\davidp)
L Application Pools
- .: Sites
4 € Default Web Site
b o) aspnet_chent
b ORestAPl
s [P CiedClient
- app
51 App_Browsers
o -1 App_GlobaiRescy
o App_Themes
> bin
» -] Content

Inbound rules that ace spphied to the requested URL address:
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Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP respense.

Add Rulels)
Revert to Parent

Input Mstch Pattem

' ReversePr

Action Type Action URL

§

View Server Vanables

URL path sfter /- Matches ()

Rewrite {C 1/ omng..

T

Outbound rules that are applied to the headers or the content of an HTTP response:

Nome Input Match Pattern

Action Type Action Value

View Rewrte Maps.
Views Providers...
Conditions
Add.
Inbound Rules
Edit
Rename
XK Remove

Disable Rule

Import Rules.
Outbound Rules
View Preconddions.

View Custom Tags.

.?:}_’, Features View (.5 Content View

@ » DAVIDP-LAPTOP |

® L
|

| Online Help
|

- x

» Sites » Defoult Web Ste » PR B

L]

493 DAVIDP-LAPTOP (DMdavidp)
2 Application Pocls
4 @) Sites
4 @) Defaukt Web Site
o0 aspaetchient

T

Q £dit Inbound Rule

Name:

| ReverseProxyinboundRulel

Match URL

Raquested e

Pattern

{CACHE_URL) *(hitps?k//

Matches the Pattern

[Erestres Vi 5 Comten View
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Change the Pattern to .*(cxrestapi/.*) and click Apply.

Verify the changes in the URL Rewrite rule.

)

& Application Pools
49 Sites
4 € Defaulkt Web Site
5[] aspnet_client
5B OResth®]
4P CowebChem
>0 app

Q URL Rewrite
4 03 DAVIDP-LAPTOR (DM\david A

Provides rewriting capabiities based on rules for the requested URL addeess and the content of an HTTP response.
Inbound rules that ace apphied to the requested URL address:

Name Input Match Pattern Action Type  Action URL

=1 (5 ReversePr URL after’/”  Matches /.") _Rewrite C1

(CACHE_URL) Matches.  Afhttps?)y/

« "

Outbound rules that are applied to the headers or the content of an HTTP response:

Namne Input Match Pattern

<

(] d »

E! Festures View (] Content View

Configuration: 'Defzult Web Site' web.corfig

Test the CxSAST application.
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Add Rufels)..

Revert to Pasent
Manage Server Variables

View Server Vanables...

Manage Providers
View Rewrite Mapz.,
View Providers.
Conditions
Add.
Inbound Rules
kdn...
Rename
XK Remove
Drsable Rule

Import Rules..
Outbound Rubes

View Preconditions.

View Custom Tags..

‘e Help
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Installing CxSAST

Before installing CxSAST, make sure that you understand the system architecture, that your
server host(s) complies with the server host requirements, and that you have properly prepared

the installation environment.

@ If you are interested in configuring a High Availability solution please contact
Checkmarx support.

@ If your portal is installed on a separate machine from manager, please perform the
following procedure.

Installation Permissions

The user performing the installation must have administrative network permissions (user name
and password) for the computer/server running CXxSAST Services.

® SQL Server database:

If the database uses Windows domain authentication, the user account performing the
installation (Centralized or CxManager) must have SA permission on the database server for
the duration of the installation process. If SA permission is unavailable, certain prerequisites

must be fulfilled prior to the installation:

e Build two SQL databases using the names; CxDB and CxActivity

e Create login for Windows User and associate it with DB_owner permission for CxDB
and CxActivity. This user should be a dedicated Service user and the same user must
perform the installatio. For additional information, see CxSASTConfiguration Guide >
Configuring CxSAST for use with a non-default user (Network Service) — CxServices

& 1IS Application Pools.

If the database uses SQL Server native authentication, prepare an SQL Server user account.
This account must have SA permissions for the duration of the installation process. If SA
permission are unavailable, certain prerequisites must be fulfilled prior to the installation.

e Build two SQL databases using the names CxDB and CxActivity

e Create login for SQL User and associated it with the DB_owner permission for CxDB
and CxActivity. Define this user in the CxSAST installation.

For upgrades, all previously defined SQL connection parameters are loaded from the existing
configuration. If Windows authentication is being used, run the installer with the same user
that is defined for the CxServices or any other Windows authenticated user with DB owner

permission on CxDB and CxActivity.
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® AWS RDS

DBaaS is not supported naively. but AWS RDS can be used - To make RDS work you need
to create two databases, CxDB, and CxActivity. Give the user that you created for Checkmarx
dbo privileges to the newly created databases. Run the installer again and when the
installation connects to the Database and you see a message about the two databases already
existing, just click continue. Once the installation is complete the RDS should work.

Setting Up CxSAST

License Validation

It is recommended to obtain a license before you start your installation. This way you will not
have to stop the installation in order to retrieve a license.

Your CxSAST license is tied to a specific machine (server); so all you have to do is to run the Cx
HID Generator and a HID (hardware identification number) is provided. The HID Generator can
be downloaded from the Cx Utilities page.

Please send the Hardware ID number to your technical contact or your sales manager. They will
send you back your license. If you do not know who to send the Hardware ID to, please send it to

support@checkmarx.com.

@ If you have already installed CxSAST and have not yet obtained a permanent CXxSAST
license, send your hardware 1D (Start > All Programs > Checkmarx > Hardwareld) to
your Checkmarx sales representative or Checkmarx support to obtain a Production license

file.

Installation Package

1. Download the CxSAST installation package.

2. On each server component host:

a. Extract the downloaded ZIP archive, supplying the password provided
by Checkmarx support.

b. Run CxSetup.exe and begin the installation.
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Installing CxSAST

Prerequisites and Recommendations

e The installer requires .Net 4.5.1 Framework installed on your server (If missing, it will be
installed by the CxSAST installer).

e The required Web Server for Checkmarx is 1IS Server (if missing, it will be installed by the
CxSAST installer on the condition that the Windows installation media is accessible).

e SQL 2012 Express is included with the CxSAST installer and is installed (if defined) in the
event that no other version of SQL is already installed.

Installation

Once you have downloaded the CxSAST Installation package, run the CxSetup.exe. The
Checkmarx Welcome window is displayed.

) CHECKMARX e g

OPTION
OPTIONS
:.A

The Latest Release of CxSAST is Here

Step-by-step guide to installation & configuartion

Setup will install CxSAST on your computer
Choose "ALL-IN-ONE" for standard installation or "ADVANCED" for detailed configuration

Choose your installation type:

O %

Customized installation for Fastest way to install CxSAST with all
advanced users components including SQL Express

ADVANCED INSTALLATION ALL-IN-ONE INSTALLATION

Click ALL IN ONE to continue, ADVANCED to define additional setup options, or X to exit.
The Checkmarx License Agreement window is displayed.
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CH@CKMARX WELCOME OPTIONS

© @

License Agreement
END USER LICENSE AGREEMENT I

PLEASE READ THE TERMS AND CONDITIONS OF THIS END USER LICENSE AGREEMENT ("EULA™) CAREFULLY BEFORE INSTALLING OR USING THE
CHECKMARX SOFTWARE ("SOFTWARE") AND ACCOMPANYING COCUMENTATICN ("DCCUMENTATION").

UNLESS YOU HAVE A SEPARATE WRITTEN LICENSE AGREEMENT WITH CHECKMARX GOVERNING YOUR USE OF THE SOFTWARE AND
DOCUMENTATION, THIS EULA REPRESENTS A BINDING LEGAL AGREEMENT BETWEEN YOU AND THE CHECKMARX ENTITY [DENTIFIED 8ELOW
("CHECKMARX"). IF YOU HAVE A SEPARATE LICENSE AGREEMENT ENTERED INTO BETWEEN YOU AND CHECKMARX CR AN AUTHORIZED CHECKMARX
RESELLER GOVERNING YOUR USE OF THE CHECKMARX SOFTWARE AND COCUMENTATION, THE TERMS OF THAT AGREEMENT SHALL CONTROL.

THIS LUICENSE IS VALID ONLY FOR THE LICENSE TERM SET FORTH IN YOUR QUOTE, UNLESS TERMINATED EARUER IN ACCORDANCE WITH THE TERMS
OF THIS EULA. THE SOFTWARE IS ACTIVATED BY A LICENSE KEY WHICH EXPIRES AT THE END OF THE LICENSE TERM. AS A RESULT, THE SOFTWARE
WILL BE INOPERATIVE UPON THE EXPIRATICN OF THE LICENSE TERM. YOU ARE ONLY AUTHORIZED TO USE THE SOFTWARE UNDER THIS EULA [F YOU
HAVE ACQUIRED THE SOFTWARE FROM CHECKMARX OR AN AUTHORIZED RESELLER.

[F YOU ARE INSTALLING, COWNLOADING, ACCESSING, OR OTHERWISE USING THE SOFTWARE ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY,
YOU HEREBY ACCEPT THIS EULA ON BEHALF OF SUCH ENTITY, YOU ACKNOWLEDGE THAT SUCH ENTITY IS LEGALLY BOUND BY THIS EULA, AND YOU
REPRESENT AND WARRANT THAT YOU HAVE THE RIGHT, POWER AND AUTHORITY TO ACT ON BEHALF OF AND BIND SUCH ENTITY. YOU MAY NOT

You must accept the License Agreement to install the program.

I accept the terms in the License Agreement.

Review and accept the license agreement by checking the 'l accept the terms in the License
Agreement’ checkbox. Click Next to continue.

If you selected ADVANCED, the additional Installation Options window is displayed.
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[ CHECKMARX WELCOME OPTIONS

o- 3

Installation Options

Installation options allows you to select which components to install

Selection location for CxSAST Installation

Select CxSAST components and setup options:

Install f'.v1anagc‘)r. Install Audlt.

vianages all CxSAST components Client for creating and customizing quenes

'IlnsFall ng Por‘tvz_a.l :

erw_st‘aII shortcu

ts

!?‘stall Engine

Performs code scans

( sack ) (S

Define the CxSAST installation location and select whether to install related shortcuts on your
desktop.

® Upgrade and Modify
For upgrades, previously installed location and product feature settings are loaded from the
existing configuration and cannot be changed. You can however install or remove product

features by using the modify feature.

Select the required product features for this installation from the available list.

(L Product Feature Selection:

e POC/Evaluation - Select to install Audit, Engine, Manager and WebPortal

e Distributed Architecture - Select to install either Engine or Manager and/or
WebPortal

e Centralized Architecture - Select to install Engine, Manager and WebPortal
(select Audit — see the CxAudit Guide, if you plan to create and customize
gueries on the host)

e CxEngine Server only - Select to install Engine (see Adding a CxEngine Server).

Click NEXT to continue. The SQL Server Configuration window is displayed.
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[’ CHECKMARX OPTIONS CONFIGURATION

SQL Server Configuration

Configuration allows you to define which SQL Server connection method to use

Select server from list:
localhost\SQLEXPRESS =

Select connection method:

o Connect using Integrated Windows Authentication o Connect using SQL Server authentication
Login not required Provide SQL User Name and Password for login with
system administration permissions

Test Server Connection:

Test Connection

—
( BAK Y

Define a connection to the installed SQL Server or to any other SQL server on your network, by
selecting one of the following:

¢ Connect using integrated Windows authentication (login not required)

¢ Connect using SQL Server authentication (provide SQL User Name and Password for
login with SA permissions).
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| . CHECKMARX WELCOME OPTIONS CONFIGURATION

SQL Server Configuration

Configuration allows you to define which SQL Server connection method to use
Select server from list:
localhost\SQLEXPRESS Y

Select connection method:

o Connect using Integrated Windows Authentication o Connect using SQL Server authentication
Login not required Provide SQL User Name and Password for login with
system administration permissions

Test Server Connection: SQL User Name: SQL Password:
v X
| BACK |
N J

Click Test Connection. A "Connection OK" message is displayed upon confirmed connection
to the SQL Server.

@ SQL Server Connection Failure

e If connection to the SQL Server fails a "Connection failure" message with the
required action is displayed.

e Inorder to continue with the installation confirmed connection to the SQL Server is
required.

Click NEXT to continue.

If previously installed SQL Express files are found in the system, an additional SQL Server
Configuration window is displayed.

® Existing SQL Express Files
Define an SQL Express installation type by selecting one of the following:

e Install SQL Server Express using existing files
e Perform clean installation of SQL Server Express

Once complete, the License Activation window is displayed.
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4 CHECKMARX WELCOME OPTIONS CONFIGURATION

License Activation

License activation allows you to define which licensing method to use

Select preferred licensing method:

o Import New License o Request New License
Select if you already have a valid CxSAST license Select if you have not yet obtained a permanent CxSAST
license

Locate your license

Import License

Y
[\ BACK /n

® Upgrade and Existing License

For upgrades the license information (if exists and is valid) is automatically loaded from the
existing configuration and the License Activation window is not displayed.

Select the preferred licensing method by selecting one of the following:

o Import new license: Select and click Import License if you already have a valid license
file. Browse to the file location.

¢ Request new license: Select if you have not yet obtained a permanent CxSAST license.
Click Copy to Clipboard and send the Hardware ID to your Checkmarx sales
representative or contact Checkmarx support.
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)
[’ CHECKMARX OPTIONS CONFIGURATION

License Activation

License activation allows you to define which licensing method to use

Select preferred licensing method:

o Import New License o Request New License
Select if you already have a valid CxSAST license Select if you have not yet obtained a permanent CxSAST
license

HID:

Copy to Clipboard

W
X, /

@ License Importer

Once you have obtained a new or updated Checkmarx license, you can use the license
importer to import the license into CxSAST (see Updating the CxSAST License).

Click NEXT to continue.

@ HID Mismatch

If your license doesn't match your current hardware ID (HID) a warning message is
displayed.

Please import a different license or request for a new one from your Checkmarx sales
representative or contact Checkmarx support.

If the default port 80 is occupied, the Validate Port window is displayed.
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@ Default Port 80 Validation

Port 80 is allocated as the default port for Checkmarx applications. In clean installations the
Validate Port window is displayed only if one of the following occurs:

e Port 80 is occupied by a non-default website or application

e Default website does not exist and port 80 is occupied by another application or
website

o Default website does exist (occupies a different port) and port 80 is occupied
by another application or website.

If required, select another port and click Validate Port.

Click NEXT to continue. The Setup Summary window is displayed.

. CHECKMARX WELCOME OPTIONS CONFIGURATION SUMMARY

e———— o ———— o e

Setup Summary

Displays setup summeary according to your selection

Installed Components: Installation Location:
* Audit C:\Program Files\Checkmarx
* Engine
* Manager
» WebPortal

License Details:

Licensed Users :10

Licensed Audit users :2
Licensed concurrent scans :2
Licensed Projects :10000000
0OSA :Enabled

CxSAST Expiration date :12/30/2018

( ek )R
. S/

Check the setup summary according to your selection.

Click INSTALL to continue, BACK to return to the previous window, or X to exit. The
Installation in Progress window is displayed.
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< CHECKMARX OPTIONS CONFIGURATION SUMMARY IN PROGRESS

Installation in progress

Once complete the Installation Completed Successfully window is displayed.

o,
{ s CHECKMARX WELCOME OPTIONS CONFIGURATION SUMMARY IN PROGRESS

8

Congratulations

Installation Completed Successfully

CLOSE
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® Setup Failed

If the installation fails, the "Setup failed" message is displayed. For more information, see the
installation logs. If you need further assistance, please contact Checkmarx support.

Click Close and perform a restart to complete the installation.

Installed Services Check

Go to Start > Control Panel > System and Security > Administrative Tools > Services

File Action View Help

s EREI IR R

O, Services (Local) || Name - Description Status  Startup Type LogOnAs

£+ Credential Manager Provides secure storage and retrieval of ... Manual Local System

(% Cryptographic Services  Provides four management services: Ca.. Started  Automatic  Network Service

B Ciobsttanager Seniceof hecmanclobs Manager  Stared _ Automatic NetworkSenice
£ CxScanEngine Service of Checkmanx Scan Engine Started ~ Automatic  Network Service

£ CxScansManager Service of Checkmarx Scans Manager Started  Automatic  Network Service

. CxSystemManager Service of Checkmarx System Manager Started ~ Automatic  Network Service

5 DCOM Server Process ... The DCOMLAUNCH service launches C... Started  Automatic  Local System

o3 Desktop Window Man... Provides Desktop Window Manager star... Started  Automatic Local System

£, DHCP Client Registers and updates IP addresses and ... Started ~ Automatic  Local Service

(% Diagnostic Policy Serv... The Diagnostic Policy Service enables pr... Started ~ Automatic  Local Service
Extended }\Standard f

(@ The database (DB) is required to be up and running in order for Checkmarx services to be
able to run.

Make sure the following installed services are started:

On a centralized host:
e CxJobsManager
e (CxScansManager
e CxSystemManager
e (CxScanEngine

e Web Server - IS Admin Service & World Wide Web Publishing Service
On a CxEngine host:
e CxScanEngine
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Installed Application Pool Check

Go to Start > Control Panel > All Control Panel Items > Administrative Tools > Internet
Information Services (11S) Manager

™E Internet Information Services (IIS) Manager H=] B3
@ oo | > [WIN-H4BONSTZKUO | | Application Pools & M |@-
File  View Help
_- e o lication Pools _A
€-id|7 |8 ;' App L. Add Application Pool...
-5 Start Page icati
g ‘_gg WIN-H46gON5T7KUO (WIN-H460T This page lets you view and manage the list of application pools on Set Appicobon Fool BRIt
7 pm— the server, Application pools are associated with worker processes, aApplication Pool Tasks
' Application Pools contain one or more applications, and provide isolation among .
[=1- @] Sites different applications. P Start
=& Default eb Site o TR, TTR ® stop
[ | aspnet_client 28 A EE b W | - = Recycle
- SF CxRestAPI Mame [ status | .meT... [ Managed... [ 1denti || °
B Q CxiebClient L-J ASP.NET v4.0 Started  v4.0  Integrated  Applic. Edit Application Pool
(S Cxweblnterface LJASP.NET v4.0 Classic  Started  v4.0  Classic applic. | | [2] Basic Settings...
,:::;'Classic \MET AppPool  Started v4.0 Classic Applic. Recycling...
= CxClientPool Started v4.0 Classic Metwe Advanced Settings:
L2} CxPool Started v4.0 Classic Metwc R
@CxPoolRestAPl Started v4.0 Integrated  Metwc S
QDeFauItAppPool Started v4.0 Integrated  Applic. X Remove
View Applications
< I 2 || @ Hep
Online Help
4 J I » Features Yiew Content View
Ready Gi:;

Make sure the following installed application pools are started:

On a centralized host:
¢ CxClientPool
e CxPool

e CxPoolRestAPI

machine.

@ If the 11S Pools are not started automatically after installation, you should restart the

Enable Long Path Support in CxSAST Application

NET framework 4.6.2 and above supports the Long Path feature by default. The following
actions should be taken in order for the Long Path feature to be enabled.

The following configuration should be added to the Web Service and REST API:

<httpRuntime targetFramework="4.6.2" />
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® The web.config file is usually located in the following path: c:\Program
Files\Checkmarx\Checkmarx Web Services\CxWeblnterface\web.config.

For example:

<system.web>
<httpRuntime targetFramework="4.6.2" />
<compilation targetFramework="4.5.1" debug="true"/>
</system.web>

@ If the httpRuntime already exists, add the targetFramework attribute as follows:

<httpRuntime maxRequestLength="2097151"
executionTimeout="36000" targetFramework="4.6.2"" />

(© Keep in mind that this configuration should only added on a machine that has .NET 4.6.2
or above installed, otherwise there will be issues in the application

Login to the Web Interface
Access the CXxSAST web interface in either of the following ways:

e Access CxSAST locally (from the server host) by using the Checkmarx Portal shortcut
on the Desktop or navigate to the Checkmarx folder (Start > All Programs >
Checkmarx > Checkmarx Portal).

e To access CxSAST from any other computer, make sure that organizational routing and
firewall configuration allow the client computer to access the CxSAST server. Point your
browser to: http://<server>/cxwebclient/login.aspx where <server> is the IP address or
resolvable hostname of the CxSAST server.

Upon a fresh installation, a single Administrator Account needs to be created.

Once the Set Administrator Credentials window is displayed, add the following credentials:
e Administrator User Name
e Password

¢ Confirm Password
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Set Administrator Credentials

b

&

Confirm

@ Password Complexity

The required password complexity is as follows: 9 to 400 characters, at least 1 uppercase
letter, at least 1 lower case letter, at least 1 special character, at least 1 digit.

Click Confirm to complete.

You can subsequently change the Administrator password and add CxSAST users.

In a distributed architecture:

Go to Management > Application Settings > Installation Information, and click Add Engine
Server.

Give the CxEngine a Server Name, provide the Server URL, so that CxManager will be able to
communicate with CxEngine and optionally define Scan LOC Limits (maximum lines of code
allowed).

Create v Cancel X

The URL should be:
http://<Server_Name>/CxSourceAnalyzerEngineWCF/CxXEngineWebServices.svc
where < Server_Name> is the CxEngine host's IP address or resolvable name.
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(L URL Check

It is recommended to check the defined URL by opening it in a browser on the CxManager
Server to validate.

Click Create.

Multiple CxEngine Servers:

If you have multiple CXEngine Servers, repeat the above step for each one.

Go to Management > Application Settings > General.

2CHEBCKMARX 7e) & @ & e et ki

1
Vv8.6.0 [SDLC] Sec Coach Logout
isouch Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile AppSec Co ©

Management / Application Settings / General

—Server Settings

C:\CxReports

C:\Program Files\Checkmarx\Checkmarx Jobs Manager\Results
C:\Program Files\Checkmarx\Executables

C:\Program Files\Git\bin\git.exe

ient executable C:\Program Files\Perforce\p4.exe

2

Use Current

Default Server Language English (United States)

Click Edit.

If permitted by your CxSAST license, set the “Maximum number of concurrent scans* to the
desired number for all the CxEngine Servers.

Provide SMTP settings and click Update. Other settings should usually be left as they are.

Optionally, you can configure the "From" field of emails. If you don't configure it, it will be left
empty."

Enable Long Path Support in Server Settings

In order for the long path feature to be fully supported in CxSAST, the following Long Path
parameter needs to be enabled in the CXSAST Server Settings.

To enable the Long Path parameter in CXSAST:
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Go to Management > Application Settings > General > Server Settings.
Click Edit and check the Long Path Support checkbox.

Click Update to save the changes.

Email Verification

Verify that the email address in the CxSAST profile settings (My Profile > Account Information)
is of a valid format, i.e. John.Smith@example.com, and not John.Smith@example. This is
required for AppSec Coach registration.

Installation Verification

Go to Management > Application Settings > Installation Information.

V8.6.0 [SDLC] !) Logout
fsoLcl Dashboard v Projects & Scans ~ nt - Users & Teams ~ Data Analysis AppSec Coach O

2CHRCKMARX (7 @ 73} ackiin sikmi

Management / Application Settings / Installation Information

— System Components:
fla Y Fiters 5 GroupBy

NAME ‘ INSTALLATION PATH DNS P VERSION ‘ HOTFIX ‘ STATE
CheckmarxWebPortal C:\Program Files\Checkmarx\CheckmarxWebPortal\ Davidp-LapTop 10.31.0.121 86.0 0

Checkmarx Audit C:\Program Files\Checkmarx\Checkmarx Audit\ Davidp-LapTop 10.31.0.121 8.6.0 0

Checkmarx Web Services C:\Program Files\Checkmarx\Checkmarx Web Services) Davidp-LapTop 10.31.0.121 8.6.0 0

Checkmarx System Manager  C:\Program Files\Checkmarx\Checkmarx System Manager\ Davidp-LapTop 10.31.0.121 8.6.0 0

Checkmarx Scans Manager C:\Program Files\Checkmarx\Checkmarx Scans Manager\ Davidp-LapTop ~ 10.31.0.121 86.0 0 On

Checkmarx Jobs Manager C:\Program Files\Checkmarx\Checkmarx Jobs Manager\ Davidp-LapTop ~ 10.31.0.121 86.0 0 On

Checkmarx Engine Server C:\Program Files\Checkmarx\Checkmarx Engine Server\ Davidp-LapTop 10.31.0.121 8.6.0 0

Validate that you have successfully installed the correct version and/or hot-fix and review all
CxSAST system components ensuring that they are all of the same version.
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CxSAST Silent Install / Uninstall

The CxSAST silent install / uninstall enables you to specify property values from the command
line (CLI) and is ideal for part of a large-scale enterprise deployment. This method gives you the
ability to perform a clean install, upgrade and uninstall of CxSAST silently (without constant

interaction or prompts).

Syntax

CxSetup.exe /install /quiet ENGINE=1 MANAGER=1 WEB=1 AUDIT=1
INSTALLFOLDER="d:\Cx” INSTALLSHORTCUTS=1 SQLAUTH=1
SQLSERVER=192.168.0.0\SQLEXPRESS SQLUSER=sa SQLPWD=12345

Parameters

Parameter

/2

/install /quiet

/uninstall /quiet

INSTALLFOLDER=

ENGINE=

MANAGER=

WEB=

AUDIT=

INSTALLSHORTCUTS=

Description

Opens the help dialog.

Installs CxSAST silently (Install is the default).
Uninstalls CxSAST silently.

Sets the installation directory path (e.g.
INSTALLFOLDER="D:\TEMP DIR”,
INSTALLFOLDER=D:\TEMP)

Sets Engine component variable with 1 to install, or 0 to remove\not
install (ENGINE=1 is the default)

Sets Manager component variable with 1 to install, or 0 to
remove\not install.

(MANAGER=1 is default)

Sets Web component variable with 1 to install, or 0 to remove\not
install
(WEB=1 is the default).

Sets Audit component variable with 1 to install, or 0 to remove\not
install (AUDIT=1 is the default).

Sets application shortcuts variable with 1 to install shortcuts, or 0 to
not install shortcuts (INSTALLSHORTCUTS=L1 is the default).
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SQLSERVER=

SQLAUTH=

SQLUSER=
SQLPWD=

LIC=

PORT=

Remarks
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Sets whether to install MS SQL express on the local machine
(assuming external SQL server is used) with 1 to install, or O not to
install (MSSQLEXP=0 is the default).

NOTES:

e When defining 1 (Install), if CxActivity and CxDB already exists on
the file system. Installation will reinstall CxDB and CxActivity and
all existing data will be erased.

e MS SQL express will not be installed even if the variable is set to
1 when an existing deployment is found.

Sets the SQL server address (e.g. SQLSERVER=
localhost\SQLEXPRESS)

Sets the SQL authorization credential. (e.g. SQLAUTH=1)
NOTE: When SQLAUTH is not set to 1 SQLUSER and SQLPWD
are ignored.

Sets SQL user credential (e.g. SQLUSER=sa)
Sets the SQL password credential (e.g. SQLPWD=12345)

Sets the license path (e.g.
LIC="C:\Users\Administrator\Documents\license.cxI"). Note - If the
license check fails, the license will not be installed.

Sets the port definitions (PORT=80 is the default)

e The default silent installation command is <Path-To-Installer-File> /install /quiet

e By default most options and components are set to 1 (enabled).

e By default Microsoft SQL Express will not be installed (MSSQLEXP=0).
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Examples

To perform a silent install with all components and with shortcuts to d:\Cx

CxSetup.exe /install /quiet ENGINE=1 MANAGER=1 WEB=1 AUDIT=1
INSTALLFOLDER="d:\Cx” INSTALLSHORTCUTS=1

To perform a silent install with only Manager Component and with no shortcuts to d:\Cx

CxSetup.exe /install /quiet ENGINE=0 MANAGER=1 WEB=0 AUDIT=0
INSTALLFOLDER="d:\Cx” INSTALLSHORTCUTS=0

To perform a silent install to a default location with all components — using SQL authentication:

CxSetup.exe /install /quiet SQLAUTH=1 SQLSERVER=192.168.0.0\SQLEXPRESS
SQLUSER=sa SQLPWD=12345

To perform a silent install to a default location with only Manager Component — using SQL
authentication:

CxSetup.exe /install /quiet ENGINE=0 MANAGER=1 WEB=0 AUDIT=0 SQLAUTH=1
SQLSERVER=192.168.0.0\SQLEXPRESS SQLUSER=sa SQLPWD=12345

To perform a silent uninstall:

CxSetup /uninstall /quiet
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Modifying CxSAST

Modify allows you to add or remove features for the currently installed version of the CxSAST
application.

To modify CxSAST:
Make sure there are no scans currently running.
Stop all Cx Windows services:

e CxSystemManager
e CxJobsManager
e CxScansManager
e CxScanEngine
e Web server:
o World Wide Web Publishing Service

o IS Admin Service

@ Backup

As a precaution you should backup both Cx databases (using standard SQL Server tools and
make sure to give the files unique names and to include .bak.

Go to Start > Control Panel > Programs > Programs and Features.
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[ Lo | B 3
@U'Jﬁ » Control Panel » Programs » Programs and Features v | 43 || Search Progroms and Features P |
Control Panel Home 5
Uninstall or change a program
“ View instalied updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
¥ Tum Windows features on or i
‘ ot Organize ¥  Uninstall/Change = ov @
Install a program from the x
network Name Publisher Installed On  Size Version A
%} Create Recovery Media Lencvo Group Limited 6/11/2015 822MB 1.200.00
[ CxEnterprise Checkmarx 6/19/2017 727 MB  8.50.2521
.i...Dlsplaytink Core Scftware Displaylink Corp. 6/11/2015 268 MB 7.5.54609.0
5] Dolby Advanced Audio v2 Dolby Laboratories Inc 6/11/2015 120MB  7.28000.17
" Git version 2.13.0 The Git Development Communi... 5/21/2017 214 MB 2130
® GitHub GitHub, Inc. 5/22/2017 3340
o GitHub Desktop GitHub, Inc. 6/7/2017 803MB 059
€ Google Chrome Google Inc. 3/20/2017 58.0.2029.110
4 TIS URL Rewrite Module 2 Micresoft Corporation 12/14/2016 180MB 7.21952
S'&ln(egfated Camera Realtek Semiconductor Corp. 6/11/2015 136MB 6.2920010291 ~
< m )
Q Checkmarx Product version: 8.5.0.2521
Size: 727 MB

Double-click on CxEnterprise.or right-click and select Uninstall/Change. The Setup Options
window is displayed.

(r—
) CHECKMARX R

Setup Options

Step-by-step guide to uninstall CxSAST, repair or modify your setup

A

Remove CxSAST Repair your CxSAST Modify youl
from your system setup CxSAST setup

UNINSTALL REPAIR MODIFY
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Click MODIFY. The additional Setup Options window is displayed.

T CHECKMARX OPTIONS

INF JRATION
G

Installation Options

installation options allows you to select which components to install

Selection location for CxSAST Installation

Select CxSAST components and setup options:

Install Manager lnstalll Audit
Manages ail CxSAST components Client for creating and customizing quérne
A
Install ‘.{eb Portal Install shortcuts
Web interface with CxSAST nstall CxSAST shortcuts on your deskiop

Install Engine

Pertorm Ge SCans

( Back ) NEXT

Select or deselect the required product features for this modification from the available list.

Click NEXT to continue. The SQL Server Configuration window is displayed.
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"‘ ‘ CHECKMARX WELCOME OPTIONS CONFIGURATION

SQL Server Configuration

Configuration allows you to define which SQL Server connection method to use
Select server from list:
localhost\SQLEXPRESS '

Select connection method:

o Connect using Integrated Windows Authentication - Connect using SQL Server authentication

SOL L

LOgin NOL required Provi Se e 3 /ord 10r 1ogn with

Test Server Connection:

Test Connection

"" ‘_\\'
[ BACK

In the SQL Server Configuration window, define a connection to the installed SQL Server or to
any other SQL server on your network, by selecting one of the following:

e Connect using integrated Windows authentication (login not required)

e Connect using SQL Server authentication (provide SQL User Name and Password for
login with SA permissions).
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f " CHE2CKMARX OPTIONS CONFIGURATION

SQL Server Configuration

Configuration allows you to define which SQL Server connection method to use
Select server from list:

localhost\SQLEXPRESS &

Select connection method:

~ Connect using Integrated Windows Authentication o Connect using SQL Server authentication

i r e Al ared Broawvirde . “a and Pacewnrsd far 1anin wirt
LOGgIN NOT requared 1 e Se amea + ord 10r 10gin with

Test Server Connection: SQL User Name: SQL Password
Q sesne
:
( BACK )

Click Test Connection. A "Connection OK" message is displayed upon confirmed connection
to the SQL Server.

(@ SQL Server Connection Failure

e If connection to the SQL Server fails a "Connection failure" message with the
required action is displayed

e Inorder to continue with the installation confirmed connection to the SQL Server is
required.

Click NEXT to continue. The Setup Summary window is displayed.
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[ CHECKMARX WELCOME CONFIGURATION

SUMMARY

o o o °

Setup Summary

Displays setup summary according to your selection

Installed Components: Instaliation Location:

C\Program Files\Checkmarx

( sack ) @ECHOT
i

Check the setup summary according to your selection.

Click INSTALL to continue, BACK to return to the previous window, or X to exit. The
Installation in Progress window is displayed.
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. CHECKMARX OPTIONS CONFIGURATION SUMMARY IN PROGRESS

o—@

Installation in progress

@ Setup Failure

If the installation fails, the "Setup failed" message is displayed. For more information, see
the installation logs. If you need further assistance, please contact Checkmarx support.

Once complete, the Operation Completed Successfully window is displayed.
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«‘A
[~ CH2CKMARX OPTIONS CONFIGURATION SUMMARY IN PROGRESS

8

Operation Completed Successfully

CLOSE

Click RESTART to complete the installation.
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Repairing CxSAST

Repair allows you to re-install any corrupted or missing files and restore the currently installed
CxSAST application to an operational state.

To repair CxSAST:
Make sure there are no scans currently running.

Stop

all Cx Windows services:
CxSystemManager
CxJobsManager
CxScansManager
CxScanEngine
Web server:
o World Wide Web Publishing Service

o IS Admin Service

@ Backup

As a precaution you should backup both Cx databases (using standard SQL Server tools -
Make sure to give the files unique names and to include .bak.

Go to Start > Control Panel > Programs > Programs and Features.
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[ Lo | B 3
@U'Jﬁ » Control Panel » Programs » Programs and Features v | 43 || Search Progroms and Features P |
Control Panel Home 5
Uninstall or change a program
“ View instalied updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
¥ Tum Windows features on or i
‘ ot Organize ¥  Uninstall/Change = ov @
Install a program from the x
network Name Publisher Installed On  Size Version A
%} Create Recovery Media Lencvo Group Limited 6/11/2015 822MB 1.200.00
[ CxEnterprise Checkmarx 6/19/2017 727 MB  8.50.2521
.i...Dlsplaytink Core Scftware Displaylink Corp. 6/11/2015 268 MB 7.5.54609.0
5] Dolby Advanced Audio v2 Dolby Laboratories Inc 6/11/2015 120MB  7.28000.17
" Git version 2.13.0 The Git Development Communi... 5/21/2017 214 MB 2130
® GitHub GitHub, Inc. 5/22/2017 3340
o GitHub Desktop GitHub, Inc. 6/7/2017 803MB 059
€ Google Chrome Google Inc. 3/20/2017 58.0.2029.110
4 TIS URL Rewrite Module 2 Micresoft Corporation 12/14/2016 180MB 7.21952
S'&ln(egfated Camera Realtek Semiconductor Corp. 6/11/2015 136MB 6.2920010291 ~
< m )
Q Checkmarx Product version: 8.5.0.2521
Size: 727 MB

Double-click on CxEnterprise.or right-click and select Uninstall/Change. The Setup Options
window is displayed.

) CHECKMARX s

‘.“;‘)

Setup Options

Step-by-step guide to uninstall CxSAST, repair or modify your setup

Choose your setup type
Remove CxSAST Repair your CxSAST Modify youl
from your system setup CxSAST setup

UNINSTALL REPAIR MODIFY
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Click REPAIR. The Repair in Progress window is displayed.

7 CHECKMARX CONPHBATION

Installation in progress

Once complete the Operation Completed Successfully window is displayed.
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7 CHECKMARX R mANOY

8

Operation Completed Successfully

Click CLOSE to complete the installation.
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Backing Up CxSAST

The following page describes the backup and recovery procedures for CxSAST

Backing up CxSAST

CxSAST Enterprise Edition is composed of application files, configuration files and two SQL
databases.

Generally the best backup method (available only for virtual machines) would be a daily
snapshot of the CXxSAST machine(s) and restoration when needed.

If the Snapshots option is not available, please use the following instructions:

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine
services (this depends on the Cx components installed on the server)

Q) Services M=) 3
B | ain yew Hep

ésdmDa s B »mn w

[ Services (Local)

Background Intefigent Transfer  _loame = | Desaription | status | Statup Type  [togonas | 4
Service Ch Coonpriter Browser Maintarns a... Disabled Local Systee
" " Sl Credentisl Managsr  Provides s... Manial Local System
Stop the service s A X
Restart the service “ Cryptogeaphic Seey... Providesfo,.. Stated AUtomatic Network S...
Sh OSeanEngne Serveeof ... Rated Automatic Network 5.,
& Sh OScanManager Service of ... Sarted Automatic Network S..,
sLrption: ) e 2 - a c: s
Teanafare Ches s tha hacknerund ssion SHOCOM Server Proc..,  The DCOM...  Saeted Automatc Local System
Stop the 11S Web Server
" Internet Information Services (115) Manager Fil=lE3 l
€15 @ [ -
He Yew b
~ & WIN-TPAIMPS1V3H Home
S-idl I8 | Manage Server
€5 St Pagn - - =
= 93 Wik eARESIVH W TR 2 NS B | Grow by, Ares N " ). Bik
T Aspicarion Pocks ASPALT -
¥ . Stes - P i 2
A fi] \ & [ L‘, b ~ View Applcation Pools
v :
MET NET MET Ervce NET NETTruzt  Agplcaton  Connection View 398
Ahorzats Complation Pages Grbalkzation Levels St Prog 0 neo

Backup the Checkmarx folder by copying it aside (Logs folder can be excluded)

Example: <Checkmarx Installation Path>\Checkmarx -> <Checkmarx Installation
Path>\Checkmarx01012016

Backup the CxDB and CxActivity SQL databases using standard Database tools

Backup the CxSRC folder - scanned source folder - by creating a copy
Example: X:\CxSrc -> X:\CxSrc01012016
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(0 Please check that you have the CxSAST installation zip file for the current backed up
version (can be requested from Checkmarx support).

Start the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine
services

Start the 11S Web Server

Recovering CxSAST

The recovery procedure may be different based on the state of CXSAST server(s).
If the CXSAST server(s) needs to be rebuilt, please follow the instructions:

@ If CxSAST exists and is working please start from the second step.

Install CxSAST with same version as your backed up version to the same path as your
former CxSAST installation

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine
services (this depends on the Cx components installed on the server)

Stop the 11S Web Server

Move/rename the Checkmarx folder

Example: <Checkmarx Installation Path>\Checkmarx --> <Checkmarx Installation
Path>\checkmarxNew01012016

Restore the Checkmarx folder

Move the old Checkmarx folder that you previously saved back to the original Checkmarx folder
location.

Example: <Checkmarx Installation Path>\checkmarx0101216 --> <Checkmarx Installation
Path>\Checkmarx
Restore the database

Restore the databases using the backup that you previously saved using the standard database
tools.
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Restore the scanned source folder

Move the old scanned source folder that you previously saved back to the original folder
location.

Example: X:\CxSrc01012016 --> X:\CxSrc

Start the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine
services (this depends on the Cx components installed on the server)

Start the 11S Web Server

Check the recovered version

Perform a basic test on the restored installation to check that everything is up and running.

e Login
e View older scan results
e Run asmall new scan

e View the new scan results

(© Should you need any further assistance, please contact Checkmarx support.
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Upgrading CxSAST

CxSAST only supports upgrades for two earlier versions. If your current version is older,
please contact Checkmarx support prior to the upgrade process.

(© This page applies only to full upgrades (it does not apply to hotfixes).

In a distributed deployment, you must upgrade all components. Perform the following on the
CxManager and on each CxEngine as relevant.

To upgrade CxSAST:
Make sure that there are no scans currently running.

Although Cx Installer will stop and start services as needed — Due to different permission issues
we recommend to manually stop all Cx Windows services and the Web server:

¢ CxSystemManager
e CxJobsManager

e CxScansManager

e CxScanEngine

e Web server (run "iisreset /stop" from elevated CMD or Stop action for the server name
in IIS Console)

(© As a precaution you should backup both Cx databases (using standard SQL Server tools -
Make sure to give the files unique names and to include .bak).

Installing CxSAST

During upgrade the Checkmarx installer automatically performs a backup copy of configuration
files. To locate the Checkmarx backup files go to Start > Search > and type
"%%appdata%" (C:\Users\<user>\AppData\Roaming\Checkmarx).
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@

The following files should be backed-up in case they need to be restored after an upgrade
"X:\Program Files\Checkmarx\Checkmarx Audit\DefaultConfig.xml"

"X:\Program Files\Checkmarx\Checkmarx Engine Server\DefaultConfig.xml"
"X:\Program Files\Checkmarx\Executables\*.*"

The following files should be backed up and used during the upgrade process:
"X:\Program Files\Checkmarx\Licenses\License.cxI"

The following files should be backed-up and used if you are unable to find or connect to
the database during installation:
"X:\Program Files\Checkmarx\Configuration\DBConnectionData.config"

@

The database (DB) is required to be up and running in order for Checkmarx services to be
able to run.

Please validate and (if required), start all Cx Windows services and the Web server:

CxSystemManager
CxJobsManager
CxScansManager
CxScanEngine

Web server (run "iisreset" from elevated CMD or Start action for the server name in IS
Console).
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Adding a CxEngine Server

If you see that your scan load requires an additional Engine server, you can add one as follows:

Prepare the environment for the new CxEngine

Perform a server installation and under installation options, select Install Engine only.

" CHECKMARX OPTIONS

*— O

Installation Options

Installation options allows you to select which components to install

Selection location for CxSAST Installation

Select CxSAST components and setup options:

Install Manager Install Audit

namae ol T AArARAR AR ot AreAlNA A N LAY NS
nanss & YRAR nonents ien r Creating and AUStOMITING OLEriEs
2ges ail LXSAST CO onents ohien creat 3N JSIOMIZING queries

Install Web Portal Install shortcuts

O
o

Ins;all Engine

Performs code seans

Engine Servers do not require a separate license. You should continue the installation without
importing the license. The existing CXxSAST license should then be copied from CxManager to
each Engine using the License Importer tool (Start > Checkmarx > CxLicenselmporter.exe).

Log into the CxSAST web interface.

Go to Management > Application Settings > Installation Information, and click Add Engine
Server. The Add Engine Server window is displayed.

Page 74



(& CHECKMARX

R choose what developers use

Create & Cancel X

Give the Engine a Server Name, and provide the Server URL, so that CxManager will be able
to communicate with CxEngine. The URL should be:
http://<server>/CxSourceAnalyzerEngineWCF/CxEngineWebServices.svc

where <server> is the CXEngine host's IP address or resolvable name.

Click Create.

(© Once the new engine is installed, you may need to:

e Increase the number of concurrent scans allowed (Application Settings > Application
Management > Server Settings > Maximum number of concurrent scans). See
Application Management for more information.

-and/or -

e Import a new license with more scans (Start > All Programs > Checkmarx > HID). See

Updating the CxSAST License for more information.

Restart the CxScansManager service so that the new engines can be placed into the rotation.
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Uninstalling CxSAST

Uninstall allows you to remove the currently installed version of the CxSAST application.
To uninstall CxSAST from a server host:
Copy your CxSAST license file to a safe location.

Make sure that there are no scans currently running.

Stop all Cx Windows services:

¢ CxSystemManager
¢ CxJobsManager

¢ CxScansManager

e CxScanEngine

e Web server:

o World Wide Web Publishing Service

o |IS Admin Service

Go to Start > Control Panel > Programs > Programs and Features.

g

=B
@Qv’@ » Control Panel » Programs » Programs and Features v | 4| | Search Programs and Features ol
Control Panel Home &
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
‘{'p Turn Windows features on or
it Organize ¥  Uninstall/Change = v @
Install a program from the x
network Name Publisher Installed On  Size Version A
%)’ Create Recovery Media Lenovo Group Limited 6/11/2015 822MB 1.200.00
[ CxEnterprize Checkmarx 6/19/2017 72IMB 8502521 i
.i'.,Displayl.ink Core Software DisplayLink Corp. 6/11/2015 268MB 7.5.54609.0
[5) Dolby Advanced Audio v2 Dolby Laboratories Inc 6/11/2015 120MB  7.2800017
" Git version 243.0 The Git Development Communi... 5/21/2017 214MB 2130
& GitHub GitHub, Inc. 5/22/2017 3340
© GitHub Desktop GitHub, Inc. 6/7/2017 803MB 059
€ Google Chrome Google Inc. 3/20/2017 58.0.3029.110
7411 URL Rewrite Module 2 Micresoft Corporation 12/1472016 180MB  7.21952
S’Jlnte_g_rated Camera Realtek Semiconductor Corp. 6/11/2015 136MB 62920010291 ~
« i »
8 Checkmarx Product version: 8.5.0.2521
Size: 727 MB
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Double-click on CxEnterprise, or right click and select Uninstall/Change. The Setup Options
window is displayed.

[ CHECKMARX e

.7

Setup Options

Step-by-step guide to uninstall CxSAST, repair or modify your setup

L 1] Vi V4

Remove CxSAST Repair your CxSAST Modify youl
from your system setup CxSAST setup

UNINSTALL REPAIR MODIFY

Click UNINSTALL. The Uninstall in Progress window is displayed.

|+ CHECKMARX WELCOME OPTIONS CONFIGURATION SUMMARY IN PROGRESS

e e e o @

Uninstallation in progress
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Once complete, the Uninstall Successfully Completed window is displayed.

" CHE2CKMARX OPTIONS CONFIGURATION SUMMARY IN PROGRESS

iy

Uninstall Completed Successfully

CLOSE

Click Close to complete the uninstall.

@ Renewal

Even though uninstall removes most Checkmarx folders, for renewal purposes, the following
folders are not deleted:

e CxSrc

« CxDB (SQL)
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Updating the CxSAST License

To obtain a new or updated Checkmarx license for CxSAST:

Go to Start > All Programs > Checkmarx, click HID

'J Windows DVD Maker
55 Windows Fax and Scan
€ Windows Media Center
I3| Windows Media Player
&1 Windows Update
-4 XPS Viewer
.. Accessories
. AVG
. Bamboo
. CCleaner
. Checkmarx
&, Checkmarx Audit

(& Checkmarx Portal
i CxLicenselmporter.exe
|| Hardwareld
&2 HID
. Dolby
.. Eclipse
. Games

, Git
Back

Once the Hardware 1D is generated, copy the Hardwareld and send it to your Checkmarx sales
representative or Checkmarx support to obtain a new or updated license.

@ Distributed Installations

Updating the license on each machine is required in case of distributed architecture
installations.

Close all Checkmarx Application windows.

Go to Start > All Programs > Checkmarx and click CxLicenselmporter.exe, The Checkmarx
License Importer is displayed.
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s N
& Checkmarx License = ‘ 3 |

" o

CHECKMARX

Import License

Click Import License, navigate to your Checkmarx license file and click Open.

@ HID Mismatch
If your license doesn't match your current hardware ID (HID) a warning message is displayed.

Import a different license or request a new one from your Checkmarx sales representative or
contact Checkmarx support.

The Import License Successful message might take a few seconds to appear.

® The database (DB) is required to be up and running in order for Checkmarx services to be
able to run.

Restart all Cx Windows services:
o CxSystemManager

e CxJobsManager

e (CxScansManager

e CxScanEngine

o Web server:

o World Wide Web Publishing Service
o lIS Admin Service
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CxSAST Application Maintenance Guide

e Introduction
e Backup
o Step 1. Stop the CxServices
Step 2. Stop the Web Server
Step 3. Back up the Checkmarx Folder
Step 4. Backup the Database
Step 5. Backup the Scanned Source Folder
Step 6. Restart the CxServices
o Step 7. Restart the Web Server
e Recovery
o Step 1. Stop the CxServices
Step 2. Stop the Web Server
Step 4. Restore the Scanned Source Folder
Step 5. Restore the Database
Step 6. Restart the CxServices
o Step 7. Restart the Web Server
¢ Maintenance and Cleanup
o CxManager

o O O O O

O O O O

= Sources
=  CxSrc
=  ExtSrc
= lLogs
= Reports
o CxEngine
= Sources
=  (CxSrc
= lLogs
= Scans
o CxWebPortal
= lLogs
o CxAudit
= Sources
=  CxAuditSrc
* Logs

o Database
¢ Appendix A: Compressing a Folder in Windows
o Trade-Offs
o When to Use and When Not to Use NTFS Compression
o How to Use NTFS Compression
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Introduction

Checkmarx CxSAST collects sources, logs and sensitive information and stores it in files and the
database. This document describes the backup and recovery, maintenance and cleanup
procedures for CXSAST.

CxSAST is comprised of the following main components:

System Manager | Manages the system services: cleanup, monitoring, etc.

Jobs Manager Runs all long management tasks: creates reports, prepares sources, etc.
Scans Manager Manages all scans

Engine Server Performs the scans

Web Services Connects the web clients with the 3" party systems

Web Portal Web interface with CxSAST

Audit Client for creating and customizing queries

Database Stores scan results and system settings
Backup

CxSAST is composed of files and the database, both should be backed up.

Step 1. Stop the CxServices

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services by
opening Services, selecting the CxService and clicking Stop for each one (this depends on your
Checkmarx distributed installation).

Step 2. Stop the Web Server

Stop the 11S Web server by opening the 1S Manager, selecting the <server name> and clicking
Stop on the Actions menu.
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Step 3. Back up the Checkmarx Folder

Create a new Checkmarx backup folder (recommended to include backup date).
Example: C:\Program Files\Checkmarx - > C:\Program Files\Checkmarx15052016

Copy the following items from the Checkmarx folder:

o Configuration, Executable and Licenses folders and the following configuration files:
e Checkmarx Audit\CxAudit.exe.config

e Checkmarx Audit\Config.xml

e Checkmarx Audit\ExtensionsConfig.xml

e Checkmarx Audit\Log4Net.config

e Checkmarx Engine Server\CxEngineAgent.exe.config

e Checkmarx Engine Server\CxSourceAnalyzerEngine.WinService.exe.config
e Checkmarx Engine Server\ExtensionsConfig.xml

e Checkmarx Engine Server\CxEngineLog4Net.config

e Checkmarx Engine Server\Logs4Net.config

e Checkmarx Jobs Manager\bin\CxJobsManagerWinService.exe.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.Build.config

e Checkmarx Jobs Manager\bin\CxJobsManagerLog4Net.config

e Checkmarx Scans Manager\bin\CxScansManagerWinService.exe.config
e Checkmarx Scans Manager\bin\CxScansManagerLog4Net.config

e Checkmarx System Manager\bin\CxSystemManagerService.exe.config
e Checkmarx System Manager\bin\CxSystemManagerLog4Net.config

e Checkmarx Web Services\CxWeblnterface\Web.config

e Checkmarx Web Services\CxWeblnterface\Log4Net.config

e Checkmarx WebPortal\Web\Web.config

e Checkmarx WebPortal\Web\Log4Net.config

o Configuration\ExtensionsConfig.xml

Step 4. Backup the Database

Backup the database using the standard database tools.

Step 5. Backup the Scanned Source Folder

Copy the CxSrc folder and rename it as the backup (recommended to include backup date).
Example: C:\CxSrc - > C:\CxSrc15052016

Step 6. Restart the CxServices

Restart the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services
by opening Services, selecting the CxService and clicking Restart for each one (this depends on
your Checkmarx distributed installation).

Step 7. Restart the Web Server

Restart the 11S Web server by opening the 1S manager, selecting the <server name> and clicking
Start on the Actions menu.
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Recovery

Step 1. Stop the CxServices

Stop the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services by
opening Services, selecting the CxService and clicking Stop for each one (this depends on your
Checkmarx distributed installation).

Step 2. Stop the Web Server

Stop the IIS Web server by opening the IIS Manager, selecting the <server name> and
clicking Stop on the Actions menu.

Step 3. Restore Checkmarx's Backed up Folders and configuration files

Restore the Checkmarx folders and configuration files that were previously backed up by copying the
files from the backup folder to your newly created folder overwriting the original files:
Example: C:\Program Files\ Checkmarx15052016 - > C:\Program Files\Checkmarx

Step 4. Restore the Scanned Source Folder

Copy the CxSrc folder from the backup overwriting the new empty folder:

Example: C:\CxSrc15052016 - > C:\CxSrc

Step 5. Restore the Database

Restore the database that was previously backed up overwriting the db’s that were created by the
new installation.

Step 6. Restart the CxServices

Restart the CxJobsManager, CxScansManager, CxSystemManager and CxScanEngine services by
opening Services, selecting the CxService and clicking Restart for each one (this depends on your
Checkmarx distributed installation).
Step 7. Restart the Web Server
Restart the 11S Web server by opening the 11S Manager, selecting the <server name> and
clicking Start on the Actions menu.
Step 8. Check the Recovered Version
Perform a basic test on the new version to check that everything is up and running:

e Login

e View older scan results

e Runanew small scan

¢ View the new scan results
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Maintenance and Cleanup

Maintenance and cleanup of Checkmarx CxSAST refers to the following types of data:

Sources | Source files that are scanned are stored in several locations during the scan

Logs Old logs that can simply be deleted, moved or compressed as needed

Reports | All reports are saved on the disk. If deleted, a new report can be created on request

CxManager

Includes the System Manager, Jobs Manager, Scans Manager and Web Services.

Sources

CxSrc

Default location: C:\CxSrc

This is the main sources location - after the scan is complete CxSAST leaves one copy of the sources
to be used by the project viewer and for creating code samples in reports.

The recommended method to clean the CxSrc folder is to use CxSAST's built-in data retention
feature. This allows retention of scanned files in the CxSrc folder (and the DB).

It is also possible to delete old sources from the Checkmarx folder, if required. Deleting the sources
will not affect the statistical information saved in the database. Opening the project viewer that does
not have sources anymore will only result in an empty code area.

It is also possible to use the Microsoft compressed folder option to save disk space (see Appendix A:
Compressing a Folder in Windows) Compressing a folder for a project will save about 90% of the
space and only affect performance when accessing the project's viewer.

ExtSrc

Default location: C:\ExtSrc

This is used as a temporary folder to extract the content of Zip files. Any files that remain in this
location can be deleted with no implications.

Logs
Default location: C:\Program Files\Checkmarx\Logs
All logs are saved on the disk. Old logs can simply be deleted or compressed as needed.
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Reports
Default location: C:\CxReports
All reports are saved on the disk. If deleted, a new report can be created on request.
As all created logs are created to this folder but sent to requesting client — the reports that are
saved in this folder can be deleted with no implications.

CxEngine

Sources

CxSrc

Default location: C:\CxSrc

Only if the CxEngine is installed on a separate server this folder should be cleaned separately
from the CxManager. If it is separate, and only after scans are completed and there are any files
that remain in this location, they can be deleted with no implications.

Logs

Default location: C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs
C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs\Trace

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.

Scans

Default location: C:\Program Files\Checkmarx\Checkmarx Engine Server\Scans
C:\Program Files\Checkmarx\Checkmarx Engine Server\Logs\ScanLogs

All scans are saved on the disk. While the engine is not running, old scans can simply be deleted,
moved or compressed as needed.

CxWebPortal
Logs

Default location: C:\Program Files\Checkmarx\Logs\WebClient
C:\Program Files\Checkmarx\Logs\WebClient\Trace

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.
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CxAudit

Sources

CxAuditSrc

Default location: Cx8.4.2 and below: C:\CxAuditSrc
Cx8.5 and up:%AppData%\..\local\Checkmarx\CxAudit\CxAuditSrc

All sources are saved on the disk. Old sources can simply be deleted, moved or compressed as
needed.

Logs
Default location: C:\Program Files\Checkmarx\Checkmarx Audit\Logs

All logs are saved on the disk. Old logs can simply be deleted, moved or compressed as needed.

Database

Checkmarx CxSAST uses two main databases (CxDB and CxActivity). In order to keep the log
size small, both databases can be set to Recovery Model = Simple.

Appendix A: Compressing a Folder in Windows

The NTFS file system used by Windows has a built-in compression feature known as NTFS
compression. With a few clicks, you can compress files, making them take up less space on your
hard drive. Best of all, you can still access the files normally.

Using NTFS compression involves a trade-off between CPU time and disk activity. Compression
will work better in certain types of situations and with certain types of files.

Trade-Offs

NTFS compression makes files smaller on your hard drive. You can access these files normally —
no need for cumbersome zipping and unzipping. Like with all file compression systems, your
computer must use additional CPU time for decompression when it opens the file.

However, this doesn’t necessarily mean it will take any longer to open the file. Modern CPUs are
very fast, but disk input/output speeds haven’t improved nearly as much. Consider a 5 MB
uncompressed document — when you load it, the computer must transfer 5 MB from the disk to
your RAM. If that same file were compressed and took up 4 MB on the disk, the computer would
transfer only 4 MB from the disk. The CPU would have to spend some time decompressing the
file, but this will happen very quickly — it may even be faster to load the compressed file and
decompress it because disk input/output is so slow.

On a computer with a slow hard disk and a fast CPU — such as a laptop with a high-end CPU but
a slow, energy efficient physical hard disk, you may see faster file loading times for compressed
files.

This is especially true as NTFS compression isn’t very aggressive in its compression. A test by
Tom’s Hardware found that it compressed much less than a tool like 7-Zip, which reaches higher
compression ratios by using more CPU time.
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When to Use and When Not to Use NTFS Compression

NTFS compression is ideal for:

e Files you rarely access. (If you never access the files, the potential slow-down when
accessing them is unnoticeable).

e Files in uncompressed format. (Office documents, text files, and PDFs may see a
significant reduction in file size, while MP3s and videos are already stored in a
compressed format and won’t shrink much, if at all).

e Saving space on small solid state drives. (Warning: Using compression will result in more
writes to your solid state drive, potentially decreasing its life span. However, you may
gain some more usable space.)

e Computers with fast CPUs and slow hard disks.

NTFS compression should not be used for:

¢ Windows system files and other program files. Using NTFS compression here can reduce
your computer’s performance and potentially cause other errors.

e Servers where the CPU is getting heavy use. On a modern desktop or laptop, the CPU
sits in an idle state most of the time, which allows it to decompress the files quickly. If
you use NTFS compression on a server with a high CPU load, the server’s CPU load will
increase and it will take longer to access files.

¢ Files in compressed format. (You won’t see much of an improvement by compressing
your music or video collections).

e Computers with slow CPUs, such as laptops with low-voltage power-saving chips.
However, if the laptop has a very slow hard disk, it’s unclear whether compression
would help or hurt performance.

How to Use NTFS Compression

Now that you understand which files you should compress, and why you shouldn’t compress
your entire hard drive or your Windows system folders, you can start compressing some files.
Windows allows you to compress an individual file, a folder, or even an entire drive (although
you shouldn’t compress your system drive).

To get started, right-click the file, folder, or drive you want to compress and select Properties.
Click the Advanced button under Attributes.
Enable the Compress contents to save disk space check box and click OK twice.

If you enabled compression for a folder, Windows will ask you whether you also want to encrypt
subfolders and files.

In this example, we saved some space by compressing a folder of text files from 356 KB to 255
KB, about a 40% reduction. Text files are uncompressed, so we saw a big improvement here.

Compare the Size on disk field to see how much space you saved.
Compressed files and folders are identified by their blue names in Windows Explorer.

To un-compress these files in the future, go back into their advanced attributes and uncheck the
Compress checkbox.
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CxSAST Database Maintenance Guide

In this guide:

e Chapter 1 - Introduction Maintenance

e Chapter 2 - Checkmarx Tables Overview

e Chapter 3 - Monitoring

e Chapter 4 - Maintenance Options for Reducing Fragmentation

Chapter 1 - Introduction

The purpose of the document to provide specific information about Checkmarx SAST (CxSAST)
tables regarding their maintenance. It doesn't replace MS SQL Server guidelines and best
practices published by official database providers. It refers to sole aspects (key area) of database
maintenance: Index and Tables fragmentation.

There are basically two types of fragmentation:

e Fragmentation within individual data and index pages (sometimes called internal
fragmentation)

¢ Fragmentation within index or table structures consisting of pages (called logical scan
fragmentation and extent scan fragmentation)

More commonly, internal fragmentation results from data modifications, such as inserts,
updates, and deletes, which can leave empty space on a page. Depending on the table/index
schema and the application's characteristics, this empty space may never be reused once it is
created and can lead to ever-increasing amounts of unusable space in the database. Wasted space
on data/index pages can therefore lead to needing more pages to hold the same amount of data.
Not only does this take up more disk space, it also means that a query needs to issue more 1/Os to
read the same amount of data. All these extra pages occupy additional space in the data cache,
therefore taking up more server memory.

Logical scan (or external/extent) fragmentation is caused by an operation called a page split.
This occurs when a record has to be inserted on a specific index page (according to the index key
definition) but there is not enough space on the page to fit the data being inserted. The page is
split in half and roughly 50% of the records moved to a newly allocated page. This new page is
usually not physically contiguous with the old page and therefore is referred to as fragmented.
Extent scan fragmentation is similar in concept. Fragmentation within the table/index structures
affects the ability of the SQL Server to do efficient scans, whether over an entire table/index or
bounded by a query WHERE clause (range scan).

For more details see https://technet.microsoft.com/en-us/library/2008.08.database.aspx.
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Chapter 2 - Checkmarx Tables Overview

The CxSAST application has two databases:

e CxActivity — contains tables serving auditing persistancy
e CxDB — primary database serving ongoing usage

CxSAST inserts data in CxActivity tables without deleting or updating them in the future.
Therefore, the risk of fragmentation and as result performance degradation is low.

CxDB database has tables for various functionalities working in different ways. From now, the
discussion will be related to the tables dynamic having relatively massive data. These tables are
divided to three categories:

Tables List Description/Purpose

1 dbo.PathResults, dbo.NodeResults, dbo.ResultsLabels, Ongoing growing tables having purging
dbo.ResultsLabelsHistory, dbo.Auxiliary_* policy as default application behavior
CxBi.*,
dbo.QueryVersion, dbo.ScanRequests, They serve for analyzing/calculation

2 dbo.ScanStatistics, dbo.TaskScans, dbo.LoggedinUser with removing data at the end of

processing

3 dbo.Libraries, dbo.ScannedLibraries, Onaoind arowind tables

dbo.ScannedVulnerabilities, dbo.Scans, dbo.Vulnerabilities going g g

Tables from the two first categories have high risk of fragmentation.

Chapter 3 - Monitoring

Instead of rebuilding or reorganizing all indexes on a regular basis (e.g. daily/weekly/monthly)
the more sophisticated approach involves using the dynamic management function (DMF)
sys.dm_db_index_physical_stats to periodically determine which indexes are fragmented, and
then choosing whether and how to operate on those. This function accepts parameters such as the
database, database table, and index for which you want to find fragmentation. An example of the
function usage is as follows:
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SELECT
OBJECT_NAME(ips.object_id) "ThIName"
,ips.object_id
Jips.index_id

,(select i.name from sys.indexes i where ips.object_id = i.object_id AND ips.index_id =
i.index_id and ips.index_level = 0) "IndexName"

Jips.index_type_desc "IndexType"
Jips.avg_fragmentation_in_percent
Jips.fragment_count
Jips.avg_fragment_size_in_pages
,ips.forwarded_record_count
Jips.alloc_unit_type desc
,ips.page_count

,ips.index_depth
,ips.avg_page_space_used_in_percent
Jips.record_count
,ips.ghost_record_count
,ips.version_ghost_record_count
,ips.min_record_size_in_bytes
,ips.max_record_size_in_bytes
,ips.avg_record_size_in_bytes

,ips.compressed_page_count
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FROM sys.dm_db_index_physical_stats(DB_ID('CxDB"),NULL,NULL,NULL,'<Scanning

Mode>") AS ips WHERE (1=1)
and index_level=0

ORDER BY OBJECT_NAME(ips.object_id),ips.index_id,;

Scanning Mode - the mode in which the function is executed determines the level of scanning
performed to obtain the statistical data that is used by the function. Mode is specified as

e LIMITED - fastest mode and scans the smallest number of pages (min info)

e SAMPLED - returns statistics based on a 1% sample of all the pages in the index or heap. If
the index or heap has fewer than 10,000 pages, DETAILED mode is used instead of
SAMPLED.

e DETAILED — heaviest mode and scans all pages and returns all statistics (max info)
The default (NULL) is LIMITED.
For more details see https://msdn.microsoft.com/en-us/library/ms188917(v=sql.110).

Returns size and fragmentation information for the data and indexes of the specified table or
view. For an index, one row is returned for each level of the B-tree in each partition. For a heap,
one row is returned for the IN_ROW_DATA allocation unit of each partition. For large object
(LOB) data, one row is returned for the LOB_DATA allocation unit of each partition. If row-
overflow data exists in the table, one row is returned for the ROW_OVERFLOW_DATA
allocation unit in each partition.

Along with other information, the following columns are most important for detecting
fragmentation:
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Returned Column

Description

avg_fragmentation_in_percent

This indicates the amount of external fragmentation you
have for the given objects.

The lower the number the better - as this number
approaches 100% the more pages you have in the given
index that are not properly ordered.

For heaps, this value is actually the percentage of
extent fragmentation and not external fragmentation.

avg_page_space_used_in_percent

This indicates how dense the pages in your index are, i.e.
on average how full each page in the index is (internal
fragmentation).

The higher the number the better speaking in terms of
fragmentation and read-performance. To achieve optimal
disk space use, this value should be close to 100% for an
index that will not have many random inserts. However, an
index that has many random inserts and has very full pages
will have an increased number of page splits. This causes
more fragmentation. Therefore, in order to reduce page
splits, the value should be less than 100%.

fragment_count

A fragment is made up of physically consecutive leaf pages
in the same file for an allocation unit. An index has at least
one fragment. The maximum fragments an index can have
are equal to the number of pages in the leaf level of the
index. So the less fragments the more data is stored
consecutively.

avg_fragment_size in_pages

Larger fragments mean that less disk 1/O is required to read
the same number of pages. Therefore, the larger the
avg_fragment_size_in_pages value, the better the range
scan performance.

forwarded_record_count

Number of records in a heap that have forward pointers to
another data location. (This state occurs during an update,
when there is not enough room to store the new row in the
original location.)

NULL for any allocation unit other than the
IN_ROW_DATA allocation units for a heap.

NULL for heaps when mode = LIMITED.
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Chapter 4 - Maintenance Options for Reducing Fragmentation

Decision which defragmentation method to use should be based on the degree of fragmentation
and table type (as result of running sys.dm_db_index_physical_stats, see the previous chapter).

There are two main methods:

Method

When

Comments

ALTER INDEX REORGANIZE

> 10% and < = 30%

Reorganizing an index is always
executed online and uses minimal
system resources. It defragments the
leaf level of clustered and non-
clustered indexes on tables and views
by physically reordering the leaf-
level pages to match the logical, left
to right order of the leaf nodes.
Reorganizing also compacts the
index pages.

Reorganizing a specified clustered
index compacts all LOB columns
that are contained in the clustered
index. Reorganizing a non-clustered
index compacts all LOB columns
that are non-key (included) columns
in the index.

Reorganize does NOT update
statistics, this should be run
manually.

Single threaded only — regardless of
edition

ALTER INDEX REBUILD WITH
(ONLINE = ON)

> 30%

Rebuilding an index can be executed
online or offline. To achieve
availability similar to the reorganize
option, you should rebuild indexes
online.

The ONLINE option and parallelism
are available for Enterprise Edition
only! When performed offline, the
entire table is unavailable for the
duration of the operation.

Defragments all levels of the index
and update statistics.
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Important notes:

There are other methods (e.g. drop and recreate cluster index), but are more complicated
and less recommended.

Fragmentation alone is not a sufficient reason to reorganize or rebuild an index. The main
effect of fragmentation is that it slows down page read-ahead output during index scans.
This causes slower response times. If the query workload on a fragmented table or index
does not involve scans, because the workload is primarily singleton lookups, removing
fragmentation may have no effect.

These values (in When column compared with avg_fragmentation_in_percent) provide a
rough guideline for determining the point at which you should switch between ALTER
INDEX REORGANIZE and ALTER INDEX REBUILD. However, the actual values may vary from
case to case. It is important that you experiment to determine the best threshold for your
environment. Very low levels of fragmentation (less than 5%) should not be addressed by
either of these commands because the benefit from removing such a small amount of
fragmentation is almost always vastly outweighed by the cost of reorganizing or rebuilding
the index. The decision should be take into consideration SQL Server Edition.

In general, fragmentation on small indexes is often not controllable. The pages of small
indexes are stored on mixed extents. Mixed extents are shared by up to eight objects, so
the fragmentation in a small index might not be reduced after reorganizing or rebuilding
the index.
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CxSAST Quick Start

This Quick Start includes information on setting up first project scans and an overview of
presets.

In this section:
e Setting Up
o Step 1: Enter Project General Settings
o Step 2: Select Source To Scan
o Step 3:Scan Execution
o Reviewing Scan Results
o Step 1-Projects & Scans
o Step 2 — Review Scan Results in the Source Code
e Preset Manager: Overview
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Setting Up
In the Projects & Scans > Create New Project window perform the following procedure:

Step 1: Enter Project General Settings

1. Project Name: Provide an appropriate Project Name for the project.

2. Preset: The Preset will determine the scan rules for the project. Select the appropriate
scanning Preset from the drop-down list.

3. Configuration: Select the Configuration for the new project. For the trial version, it is
advised to perform the default selection.

4. Team: Select the Team for the new project. For the trial version, it is advised to perform
the default selection.

A It is advised to leave the fields Configuration and Team unchanged in the trial.

2CHECKMARX A @ & 2:) @ o) @ admin admin

VB8.8.0 [SDLC] i ') Logout
Expives:g/m%ma Dashboard ~ Projects &Scans ~  Management ~  Users & Teams ~ Data Analysis My Profile Codebashing O Logo

Projects & Scans / New Project

Location Scheduling Advanced Actions Custom Fields Data Retention

4 8= Next P || Cancel X || Finish «/

heckmarx | Top

Step 2: Select Source to Scan

1. Select Local to upload code as a ZIP file. The code must be zipped by MS zip. The test
account is limited to 350,000 Lines of Code (LOC).

2. Select Shared, Source Control or Source Pulling, and upload the code in any other
format.
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E2CHECKMARX (A i) o &

A ) ~
/ (] Q’;} @ 0 admin admin
V8.8.0 [SDLC . ] : 15 o
ExPiles’L/ﬂ/;ms Dashboard ~ Projects & Scans ~  Management ~  Users & Teams ~ Data Analysis My Profile Cotenatg Ol

Projects & Scans / New Project

General _ Scheduling Advanced Actions Custom Fields Data Retention

Step 2: Choose Source To Scan

® Loca NebGoat-5.4_117234 lines zip select | (2) Count Lines
O shared

select | (D)

4 Back | Next P || Cancel X || Finish v/

© 2018 Checkmarx | Top

@ Note that you can scan the "OWASP Benchmark Project” code; go

to https://github.com/OWASP/benchmark, click the Clone or download button and select
your preferred option.

3. Other sample code for scanning include:

Bookstore.Net; Bookstore.Java; Bookstore.php4; WebGoat5.0; WebGoat6.0; CPP
Example; iGoat; Samples; Android.

4. If using a Browser/ Eclipse/ Visual Studio/ IBM RAD, please start with the browser
option.

5. When the Finish button becomes active, click Finish to place the project into a queue.
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Step 3: Scan Execution

e In Projects & Scans > Queue, monitor the scan progress by clicking the project line in
the queue table.

ZCHEBCKMARX (A & @ ) ) acini
Codebashing Services & Support () Logout

V8.8.0 [SDLC]

Expires: 6/13/2018 Dashboard ~ ject cans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Projects & Scans / Queue

fB8 % Filtes <8 GroupBy O

PROJECT NAME SERVER NAME

POSI | QUEUED DATE ¥ INITIATOR

® 6/11/2018 4:59:23 AM admin admin Vieb Portal Project 1 (CxTechDocs) Localhost 6864
[ ) /11/2018 4:59:00 AM admin admin Vieb Portal Project 2 (CxTechDocs) Localhost 6838 Q m_] O W

. 6/11/2018 4:57:37 AM admin admin Web Portal Project 3 (Cx0SA) Localhost 21403 Finished E] ia
m 5
a4 | > Page size:| 19 v 3items in 1 pages
Position
Queued Date 6/11/2018 4:59:23 AM
Initiator admin admin
Status Viorking
l“#‘-ﬂh«il progress 34%
[ " |
=
Stage # 24 of 33 DefaultConstructor-Login

© 2018 Checkmarx | Top
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Reviewing Scan Results

Step 1 - Projects & Scans

e In Projects & Scans > Projects, click Scans List to view the high level summary of scan
results and account activity.

2CHEBCKMARX (7\ 22} @ &5 ) © admin admin

V880 [SDLC] Codebashing () Logout

Expires: 6/13/2018 Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Projects & Scans / Projects

+ Create New Project  [ii] Delete fB V7 Fiters  <H Group By
O ‘ PROJECT NAME } OWNER | TEAM PRESET TOTAL SCANS | LAST SCANNED CANS LIS ACTIONS
| | |
[ Project 2 (CxTechDocs) admin@ex CxServer Checkmarx Default 1 6/10/2018 7:05 AM E DEFETO
[ Project 1 (CxTechDocs) admin@ex CxServer Checkmarx Default 1 6/10/2018 6:00 AM E DETO
O silling admin@cx CxServer Checkman: Default 1 6/7/2018 4:23 AM = DEFTO
[0 weBcOAT_0SA_SCAN admin@ex CxServer Default 0 E DEFETO
O  Project 3 (Cx0S4) admin@ex CxServer Checkmank Default 0 E DETO
<« « [l » » Pagesize 0 Sitems in 1 pages
General Location Scheduling Advanced Custom Fields Data Retention 0SA
— Vulnerabilities — Risk Indicator
@ tigh ® Medium © Low @ Info =
6/10/2018
.
Last Update: 10/06/2018 06:12AM
edit v/

For more information on Dashboards see Getting to Know the System Dashboard.

Step 2 - Review Scan Results in the Source Code

View detailed scan results within the Source Code. Vulnerabilities and navigated attack path
are highlighted.

The View Results page is divided into four (4) sections:
¢ Scan Results Summary by vulnerability,
e Results table or Graph,
e Attack Vector

e Source code
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Scan Results Summary pane: Summary of vulnerabilities detected, grouped by

High, Medium and Low titles. The summary shows the number of instances of those
vulnerability appearances in the code. The “tool tip” displays more information about
the specific vulnerability and best practice technique for removal.

\admin_partiahBookDetail_jsp.java

Source Code pane: View specific points of vulnerabilities detected within the Source

Code.

catch (java.sql.SQLException sqle) {}
return "";

String getValue(java.sql.ResultSet rs, String strfieldName) {
if ((rs==null) ||(isEmpty(strFieldName)) || ("".equals(strFieldName))) return "";
try {
String sValue = rs.getString(strfieldName);
if ( sValue == null ) sValue = "";
return sValue;

catch (Exception e) {
return "
}
}

String getParam(javax.servlet.http.HttpServletRequest req, String paramiame) {
String param = req.getParameter(paramiame) ;
if ( param == null ?l param.equals("") ) return "";
return param;

}

boolean isNumber (String param) {
boolean result;
if ( param == null || param.equals("")) return true;
param=param.replace('d","_").replace('f',"_");
try {
Double dbl = new Double(param);
result = true;

}
catch (NumberFormatException nfe) {
result = false;
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Results Table: A listing of each vulnerability instance and detail. Manage results by

using the Filter button to organizes data and saves results.

m Gmpn

J ResdiSute ¥ ResitSewerty ¥ o/ AssgnioUser ¥ /7 Comments L Save Sean Subsat

fd :.:w,w» if:m-: Souree Folder ?c‘.r:\“wnrw‘,‘ Souree Line ;c-:,.wc:,m ‘.’M\r.!r-ﬁt.'m'rn.:(; Destination Fi) Zoc‘mm:ﬁlto?)v.:-ﬂntm(?:;r Resut Stafe
1 & Relected.. New \admin_p... BookDetal... 154 paramhame - \admin_pa... BookDetal. 858

2 & Refed. New aminp. BookDetal., 154 paramhame \admin_pa.. BookDetal,. 1110

3 & Referid. New  \adminp. BookDetal. 154 paramame \admin_pa,. BookDetal,, 637

¢ soLinec.. New \adminp. BookDetal. 154 paramiame \admin_pa... BookCetal 49

5 SQOL_Injec... New  \admin_p.. BookDetai.. 154 paramName. \admin_pa... BookDelai.. 73t

I 4 SOL_Injec.. New  ladmin_p.. BookDetai.. 154 paramiame  \admin_pa... BookDetai.. 958

A Second_.. New  \admin_p.. Login_jsp... 49 oxecuteQ.. ladminpa.. BookDetai.. 731

Result Severty

print ToVerdy  Hoh
print ToVeriy  Hah
print Toverfy  Hgh
executeQ., ToVerfy  High
executeln... ToVerfy  High
gxecuteUp... ToVerfy  Hgh
sSQL ToVerfy  Hgh

fi @ raess

Accianed Uear
Assigned User

Graph: Gain a macro chart perspective vulnerabilities found in code, see correlations

and identify the optimal points for fix (red buttons).

Results Graph
R )

Graph Type: (@ Full Guphf‘ __'szNodaf* _'Endsr‘ & &

|_|Show related data flows | |Show not exploitable flows « Result State w

GetStnng GetStrng GatString GetSinng GetSwreg GetSerng GetString SetString
Samrersar Eamrermar Tosuetame Sameetan Sanertan
_peoductDesc BasneFath BamnePath productName BanoerFath
N
teminfo iteminto teminto Iteminfo Ileminto _DroductName
ftom e cem orn tem Itaminfo Ieminfo Itmeminfo lteeninfo
nem flem fem tem tem ttem term fem Sem
Getitem tem ter tem tam e
Getltem Add Asa Add Ase Az

BannerPath

Iteminfo
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e Attack Vector: Note the full path of code elements that constitute the vulnerability
instance selected in the Results pane.

exacuteUpdate

For more information on Working with Scan Results, see Working with Scan Results.
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Preset Manager: Overview

A Preset Setting consists of a group of queries. The Preset Manager enables the viewing of query
details in each Preset.

To access the Preset Manager, go to Management > Scan Settings > Preset Manager.
Queries contained inside the preset are presented in the right pane and description
of vulnerability discovered by each query are described in Query Description below.

2CHBCKMARX 7 o) 23 & @ e adkuin adeuin

Vv8.8.0 [SDLC]
Expires: 6/13/2018

|
Logout
Dashboard ~ Projects & Scans ~  Management ~  Users & Teams Data Analysis My Profile Codebashing O Logo

Management / Scan Settings / Preset Manager

Drag a column header and drop it here to group by that column Preset name Checkmarx Default
4 Create New Preset [ ExportPreset 3] Import Preset Y Filers  iE GroupBy O

OWNER | ACTION

Al [m} wo
DB ¥ G

Apple Secure Coding Guide ] ey @ ®
Checkmarx Defauh o (e @@ stored xS
Default O i)
Default 2014 O i)
Empty preset 0] ofi]
Error handling [m} jnfa]
FISMA (] WE e v

Query Description
SQL_Injection

Risk
‘What might happen

An attacker could directly access all of the system’s data. Using simple tools and text editing, the attacker would be able to steal any sensitive information stored by the system (such as personal user details or
credit cards), and possibly change or erase existing data.

© 2018 Checkmarx | Top

For more information on Managing Presets, see Managing Query Presets.
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CxSAST User Guide

This guide provides information about CxSAST usage, once it has already been set up in your
environment.

- RS

The CxSAST Web The Queue User Management
Interface Administration Settings
*»
00 [ nva
— : y P
J R" K
Creating and Scan Results Dashboard Analysis

Managing Projects
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The CxSAST Web Interface

CxSAST provides an intuitive web interface for managing and analyzing code scan projects and
the CxSAST system.

In this section:

e Accessing the Web Interface
e Getting to Know the System Dashboard
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Accessing the Web Interface

Access the CxSAST web interface in either of the following ways:

e To access CxSAST locally (from the server host), use the Checkmarx Portal shortcut on
the Desktop or navigate to the Checkmarx folder (Start > All
Programs > Checkmarx > Checkmarx Portal).

o Toaccess CxSAST from any other computer, make sure that organizational routing and
firewall configuration allow the client computer to access the CXxSAST server. Point your
browser to: http://<server>/cxwebclient/login.aspx where <server> is the IP address or
resolvable hostname of the CxSAST server.

Upon a fresh installation, a single Administrator Account needs to be created.
Once the Set Administrator Credentials window is displayed, add the following credentials:
e Administrator User Name

e Password
¢ Confirm Password

Set Administrator Credentials

2 e

20

Confirm

® The required password complexity is as follows: 9 to 400 characters, at least 1 uppercase
letter, at least 1 lower case letter, at least 1 special character, at least 1 digit.

Click Confirm to complete.

You can subsequently change the Administrator password and add CxSAST users.
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Getting to Know the System Dashboard
Overview

The CxSAST web interface includes drop-down navigation menus for each relevant module, as
follows:

Dashboard | Projects & Scans | Management Settings | Users & Teams | Data Analysis | My
Profile Settings

a’ 12, ~ e ~ »
2CHEBCKMARX ‘ 75) & én @ e @ ® kvt et
V880 [SDLC] Codebashing  Services & Support () Logout

Expires: 6/13/2018 ashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Dashboard / Projects State

ff1 Y Fiters <8 GroupBy
PROJECT NAME i LAST SCAN DATE i TEAM | toc RISK LEVEL SCORE \ HIGH VULNERABILITIES MEDIUM VULNERABILITIES
Project 4 (Cx0SA) 6/11/2018 CxServer 87967 e—] " (100) 201 486 ) [ 3
Project 1 (CxTechDocs) 6/11/2018 CxServer 6864 "’ (55) 5 20 % @3
Project 2 (CxTechDocs| 6/11/2018 CxServer 6838 s " (47) 25 22 iy 3
Project 3 (CxOSA) 6/11/2018 CxServer 21403 ' ——"" (79) 13 143 ) (% 3
Billing 6/7/2018 CxServer 10242  ——]" (100) 384 300 ) @3
WEBGOAT 0SA SCAN No SAST scans performe xServe - ! "o

<« > > Page size: | 10 v 6 items in 1 pages

® Visual indicators are displayed just underneath the Checkmarx logo/version and may
include:

o Type of product edition currently installed - SDLC or Security Gate

o Expiry date of the current CxSAST license. The indicator appears 90 days (defined
in the DB) before the actual license expiry date and, if defined, an email notification
is automatically sent to the CxSAST System Administrator.

The Services &Support button allows CxSAST users to navigate to available support resources
on our new Checkmarx Customer Center portal. This portal enables the option to open tickets
and also provides access to useful Checkmarx links.

CxSAST web interface menu items are described below.
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Dashboard Menu

View the state of your engines, scans and queues:

Project State: The current project state, including project information such as Risk level score,
High/Medium vulnerabilities, LOC, and Last scan date.

Failed Scans: Log of failed scans, including reason or partial explanation such as "failed to start
scanning due to one of the following reasons: source folder is empty, all source files are of an
unsupported language or file format".

Utilization: A graphic interface divided into the following four quadrants:
o Engine State: Provides information about the number of scans to engine ratio.

e Queue State: Provides information about the number of scans in the queue and their
LOC size/ Average waiting time.

e Projects with Longest Scans: Provides information about the Top 3 scans in the Longest
Waiting Time category.

¢ Queue Load: Provides perspective about the queue load over a 7 day period. The darker
the blue the more in the queue; whereas the empty cell with the black outline is the
queue running now.

Risk: The Risk graph at the upper half of the window displays the High Risk projects over the
last 7 day period, while the lower half displays the Risk Trend of selected projects and Time
periods.

Projects and Scans

View projects scans and queues:

o Create New Project: Starts the New Project wizard.
e Queue: View statuses of currently running scans.
o Projects: All projects configured for groups in which the logged-on user is a member.

e All Scans: Existing scan results of projects configured for groups in which the logged-on
user is a member.

Management Settings

Manage Scan and Server settings:

Scan Settings:

¢ Query Viewer: View and manage queries used in the system.
¢ Preset Manager: Create and manage sets of queries according to your needs.

e Pre & Post Scan Actions: Allows defining actions, based on preloaded scripts that will
run prior or post scan.

¢ Source Control Users: View and modify details of user accounts for accessing source
control repositories.
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Connection Settings:

o LDAP Servers: Define an LDAP Server for your environment.
e SAML Management: Configure SAML for your environment.

e Issue Tracking Settings: Configure issue tracking.

Application Settings:

e General: Folder locations, SMTP, and other settings.

o License Details: The installed license details, including supported languages, roles, and
number of companies and service providers.

o Installation Information: Locations of server components.
o External Services: Define settings for external services (e.g. Codebashing).
e Engine Management: Manage single/multiple engines

Maintenance:

o Data Retention: Set the requested policy for deleting scans from all projects in the
system.

Manage Custom Fields:

e Manage Custom Fields: Define project attributes (metadata) by using custom fields

Users & Teams

Manage users and the user hierarchy:

e Organization: Configure the organizational hierarchy
e Confirm Users: Confirm users who self-registered

Data Analysis

View and analyze scan-related data.

My Profile

Change personal details (for all user types) and password (only for Application local users, not
Windows domain users) of logged-on user.

Page 110


https://checkmarx.atlassian.net/wiki/spaces/KC/pages/339215653
https://checkmarx.atlassian.net/wiki/spaces/KC/pages/339215653
file://///storage/wiki/spaces/KC/pages/28606586/User+Administration
file://///storage/wiki/spaces/KC/pages/28999834/Data+Analysis
file://///storage/wiki/spaces/KC/pages/28999719/Creating+and+Managing+User+Accounts

.

|V, CHECKMARX

choose what developers use

Dashboard Menu

As a manager (Server, Company or Service Provider manager) you can view high-level
information such as the state of your engines, project status, scans and queues in the Dashboard
Menu.

To enter the Dashboard Menu, click Dashboard and select the relevant sub-menu.

Project State
The Project State window displays the status of all current projects.

Go to Dashboard > Project State. The Project State window is displayed.

; % 9 @) £ S
E2CHECKMARX ‘ g & & O &) o) 5) admin admin
V8.8.0 [SDLC] : 5 ") Logout
Explles:é/ﬁ/;ma ashboard ~  Projects&Scans ~  Management ~  Users&Teams ~  Data Analysis My Profile Sodehanting B B Seivice & Suppet ) o
Dashboard / Projects State
i / Fitters  #§ Group By
I | |
PROJECT NAME | LAST SCAN DATE = i TEAM | HiGH VULNERABILITIES CTIONS
Project 4 (Cx0SA 6/11/2018 CxServer 87967 ——]" (100) 201 486 L % @3
Project 1 {CxTechDocs) 6/11/2018 CxServer 6864 " (55) 5 20 7 3
Project 2 (CxTechDocs 6/11/2018 CxServer 6838 s " (47) 25 2 L 7 3
Project 3 (Cx0SA) 6/11/2018 CxServer 21403 ——"" (79) 13 143 % 3
Billing 6/7/2018 CxServer 10242 —]" (100) 384 300 SRR
WEBGOAT OSA SCAN No SAST scans performe CxServe : | "oe
< 1] » » Page size: | 10 v 6 items in 1 pages
1 marx | Top

The Project State window includes the following information:

¢ Project Name - click on the Project Name link to view the Consolidated Project State
e Last Scan Date

¢ Team

e LOC

e Risk Level Score

e Vulnerabilities (High and Medium)

e Actions (I:I View results, Create report, “ | Download scan logs)

You can Export as CSV File , use the D Filter and Group By tools as well as
] Refresh the current view.

® Projects that have not yet had scans performed on them are displayed in the Project State
window the "No SAST Scans performed"” message.
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Failed Scans

The failed scans window displays the status of all failed scans.

Go to Dashboard > Failed Scans. The Failed Scans window is displayed.

- £ ) O o
BCH@CKMARX | C .j’“ «E, X (_z)é} @ (@ admin admin
V8.0 [SDLC i i ") Logout
Expires: «[':/13 /gma Jashboard ~  Projects&Scans ~  Management ~  Users&Teams ~  Data Analysis My Profile Codctmating | (i Serrices k Support Ol
Dashboard / Failed Scans
& Y/ Filters <5 Group By

SCAN DATE = PROJECT NAME INITIATOR Loc COMMENTS DETAILS ACTIO

6/11/2018 5:52:15 AM WEBGOAT_OSA_SCAN admin admin 0 Failed to start scanning due to one of following reasons: source folder is empty, all source filesa.. {3

6/10/2018 6:26:21 AM WEBGOAT_OSA_SCAN admin admin 0 Failed to start scanning due to one of following reasons: source folder is empty, all source files a.. {3

6/10/2018 6:22:58 AM WEBGOAT_0SA_SCAN admin admin 0 Failed to start scanning due to one of following reasons: source folder is empty, all source filesa.. {3

6/7/2018 1:29:50 AM Project 1 (CxTechDocs) 2dmin admin 18033 Scan failed due to insufficient memory. Engine server has a total 4095 MB out of which only 0 MB_.. IE

6/7/2018 1:27:36 AM Project 1 (CxTechDocs) admin admin 6836 Scan failed due to insufficient memory. Engine server has a total 4095 MB out of which only 0 MB_. {3

<

4 4 11| » » Page size: | 10 v Sitems in 1 pages

The Failed Scans window includes the following information:
e Scan Date
e Project Name
e Initiator
e LOC
e Comments (as in The Queue)

e Details

e Actions (LI Download scan logs)

You can Export as CSV File, use the E Filter and Group By tools as well as E
Refresh the current view.
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Utilization
The Utilization window displays the status of all completed and running scans.
Go to Dashboard > Utilization. The Utilization window is displayed.

EZCHEBCKMARX @3 & % @ ) admin admin

‘ I
V880 [SDLC] Codebashing Services & Support Q Logout

Expires: 6/13/2018

Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Dashboard / Utilization

Utilization Risk

Engine State Projects with Longest Scans / Last 7 Days

Project 4 (CxOSA)
0 Hrs 9 Min

Project 3 (Cx0SA)

0 Hrs 8 Min

Scans

Project 2 (CxTechDocs)
0 Hrs 7 Min
out of 3 Engines

Queue State Queue Load
00 01:00 02:00 03:00 04:00 05:00 06:00
[ 06/05
Q1 Scans In Queue
06/06
0 Large 0 Medium1 Small 06/07
06/08
(& Average Waiting Time: 06/09 IsL
0 1 06/10 100%
H Min
06/11 I:l

© 2018 Checkmarx

The Utilization window includes the following information:
¢ Engine State - number of scans to engine ratio
e Queue State - number of scans in the queue and their LOC size / average waiting time
o Projects with Longest Scans - top 3 scans in the longest waiting time category
e Queue Load - queue load over a 7 day period:
o The darker the blue the more in the queue
o Empty cell with the black outline indicates currently running queue

Each widget in the Utilization window includes a time-stamp indicating the last date and time the
data was last updated.
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Risk State

The Risk State window displays the number of vulnerabilities and the risk score for each project.
Go to Dashboard > Risk State. The Risk State window is displayed.

'm ) o () ) =
2CHEBCKMARX 76! & @ & o) ® adrmin acmi
V8.8.0 [SDLC] 2 Logout
Expues:Lm/%ma Dashboard ~  Projecis&Scans ~  Management ~  Users&Teams ~  Data Analysis My Profile Cotetnata ) i eteeak Suppatt e
Dashboard / Risk State
Utilization © Risk |
Projects at Highest Risk / Last 7 Days
100 100
100
75 M
v 55
8 5 4
z
0
Billing Project 4 (Cx0SA) Project 3 (Cx0SA) Project 1 (CxTech Project 2 (CxTech
Risk Trend
I Team/Group i l Project Names ( 7Days | 30Days | 365Days Apply
6000
2 I High
é 4000 Medium
2 Low
5
E]
< 2000
-
0
7. 8. Jun 9. Jun 10. Jun 1. Jun
© 2018 Checkmarx

The Risk State window includes the following information:

e Projects at Highest Risk / Last 7 Days - risk score for each project by filtering option
¢ Risk Trend - number of vulnerabilities by filtering option

You can filter by Team/Group, Project Name and Number of Days. Click Apply to confirm.
Roll-over the graph to get the project risk and vulnerabilities scores according to date.

Click Project Name link to view Project State Summary

Click the legend to display/hide respective vulnerabilities (High, Medium, Low).

Each widget in the Risk State window includes a time-stamp indicating the last date and time the
data was last updated.
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Consolidated Project State

The Consolidated Project State window provides a high level summary of the status of each
project.

To display the Consolidated Project State window:

Go to Dashboard > Project State and click the link on the Project Name. The
Consolidated Project State window is displayed.

¥ CHECKMARX

viie
Expires: S20/2016

Projects Siate / My Project 2

| Projects State: MY PROJECT 2 > Full Scan [+ Incremental Scan £9 Run 054 Actions v

Summary 0SA Stans Histoey

Current status (Public Scan on 12/14/2015 1:49:05 PM)

SAST Vulnerabilities Status SAST progress status Open Source Analysis (OSA) Last Seon on 4714018 14505 P
W = Mea Low N Recurrent Previcus Soives W\ Recurrent
2824
() - o e
224 ves 2824 Low
1 1
616 New 834 New 2624 New ) 616 834 No Known Vulnerabilites  Vulnerable & Outdated

0 Recurring 0 Recurring 0 Recuring
N B
. ! Total 2 Libraries

Summary

You can perform the following actions from the Consolidated Project State window:

e Full Scan - perform a SAST scan for the whole project

¢ Incremental Scan - perform a SAST scan for only new and modified files since the last
scan

e Run OSA - perform Open Source Analysis on predefined open source libraries
associated with this project

(' Note that a purchased or trial CxOSA license is required in order to run CxOSA
projects. Please contact your Checkmarx Administrator.
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e Additional Actions:
o Edit Project - displays the projects details
o Open Scan Summary - displays the scan summary

o Open Viewer - displays the scan results viewer

(© Action options on the Consolidated Project State window are available
according to the user's permissions.

Current Status - Includes the time/date stamp indicating the date and time of the last SAST
scan

SAST Vulnerabilities Status
Provides a graph with the status of each vulnerability severity.

-, , - All new vulnerability instances discovered according to severity (high,
medium and low)

Q"* - Recurring vulnerability instances from previous scan
Solved is defined as vulnerabilities fixed/solved since last scan

@ If no scans have yet been performed a "No Scans Performed" message is displayed. For
more details about projects and scans, refer to Creating and Configuring Projects.

If a new scan is currently in progress a "New Scan in Progress "message is displayed. For
more details about the status of the scan, refer to the Queue.

Click the Full Scan Results link to display the Scan List for this project.

SAST Progress Status

Provides a graph with the progress status of each vulnerability severity.

-, , - All new vulnerability instances discovered according to severity (high,
medium and low)

- Vulnerability instances from previous scan
- Fixed/solved vulnerability instances from previous scan

Q’"" - Recurring vulnerability instances from previous scan
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Open Source Analysis (CxOSA)

Provides open source analysis results for predefined open source libraries associated with this
project. Includes a stamp indicating the date and time of the last analysis

@ In cases where the open source analysis license has not yet been enabled, by clicking on
the available link, you can view a sample of the Open Source Analysis report. Once the
sample is displayed another link provides navigation to additional information about Open
Source Analysis (https://www.checkmarx.com/Open-Source-Analysis).

Vulnerability Libraries - total number of libraries analyzed and a breakdown of the
vulnerabilities recorded.

(@ If the Open Source Analysis license has not yet been enabled for this project a warning
message is displayed. Please contact your Checkmarx Administrator.

Click the Run Analysis Now link to perform an Open Source Analysis. A "New Open Source
Analysis is in progress™ indicator is displayed.

{0 If the Open Source Library directory location has not yet been configured and you try to
run CxOSA, a warning message is displayed. Click on the link and define the Open Source
Libraries location before continuing with the analysis.

CxOSA (Open Source Analysis) Report

Click the OSA tab to display the Open Source Analysis Report. This report can also be generated
to PDF format for download and print.

(® The OSA tab is not available until after the first open source analysis has been completed.

Scan History

Click the Scans History tab to display the scan results for the project.
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Viewing the Open Source Analysis Report

Once the Open Source Analysis has been performed, you can view the Open Source Analysis
report. This report provides a high level summary of the status of the project.

To view the Open Source Analysis report:

Go to Dashboard > Project State and click the View Analysis Results link or select the OSA
tab. The Open Source Analysis report is displayed.

E2CHEBCKMARX 7\ & & @ ) o sdinin acknin

VB.42HF6 [SDLC) () Logout

Projects & Scans v Management v Users & Teams ~ Data Analysis My Profile

Projects State / Project 3 (CxOSA)

ick | Projects State: PROJECT 3 (CXOSA) [> Fuli Sean [+ Incremental Scan £ Run 0SA Actions v

Summary 0SAC Scans History

Open Source Analysis Report

Open Source Path: Analyzed from portal & Download POF
Last Analyzed On: 7/3/2017 2:19:15 PM

Security

Vulnerability Score Vulnerable Libraries Severity Distribution Aging Vulnerable Libraries

S
Vulnerable ‘ L,
(2 Outdated 2 Vulnerable Libraries >90 Days <90 Days <30 Days

No Known
| Vulnerabilities

CxOSA Report - Indicates the open source path and for which libraries the analysis was
performed. Also includes the time/date stamp indicating the date and time of the last analysis.

Click the Download PDF button to generate and download a PDF version of the Open Source
Analysis report. An "Open Source Analysis Report download is in progress” indicator is
displayed.

@ Itis highly recommended that you generate the PDF version straight after creating the
Open Source Analysis report in order to ensure consistency.

For information about performing the other available actions, i.e. Full Scan, Incremental Scan,
Run OSA, Additional Actions, see Consolidated Project State.
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Security
Security panel provides information about the distribution of security issues for the project and is
divided into the following four major categories:
Vulnerability Score

The maximum security severity across all security vulnerabilities found - High, Medium or Low

Vulnerability Score

HIGH

Vulnerable Libraries

Distribution of the vulnerable libraries:

Vulnerable Libraries

0

No Known Vulnerable
Vulnerabilities (2 Qutdated)

¢ No Known Vulnerabilities - number of libraries without any known security vulnerabilities
¢ Vulnerable - number of libraries that have at least one security vulnerability

e Outdated - number of vulnerable libraries for which a newer version is available (major
vs minor release)
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Severity Distribution

Distribution of the vulnerable libraries by severity. Indicates the number of libraries that have at
least one security vulnerability with severity - High, medium or Low

Severity Distribution

Med 0

Low O

2 Vulnerable Libraries

Aging Vulnerable Libraries

Distribution of vulnerable libraries by timeline:

Aging Vulnerable Libraries

p—
0
’J, AN

> 90 Days < 60 Days <30 Days

e >90 days - number of libraries that have at least 1 security vulnerability that was
exposed more than 90 days ago

e <90 days - number of libraries that have at least 1 security vulnerability that was
exposed in the last 90 days

e <30 days - number of libraries that have at least 1 security vulnerability that was
exposed in the last 30 days
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The Security Vulnerabilities panel provides a list of security vulnerabilities ordered by
vulnerability score. The number in parenthesis is the number of vulnerabilities.

Security Vulnerabilities (9)

Vulnerability

CVE-2013-0156
13-01-2013

CVE-2015-0973
18-01-2015

CVE2

31856

19-03-2013

Library
libpng-v1.5.10 (File: pagrutil.c)

activesupport-3.2 1.qe
activesupport-3.2.1.gem

libpng-v1.5.10 (File: pngrutil.c)

activesupport-3.2.1.gém

activesupport-3.2.1.gem

Description Top Fix

n  Alllibpng 1.6 users should upgeal
hen running on 64- version >= libpng |l libp
attackers to execute  should upgrade to the latest version >= libpng-
de interlaced”’ PNG image. 1.5.21
https://security.gentoo.org/glsa/201502-10

active_support/core_ext/hash/conversions.rb in Ruby on Rails All Ruby on Rails 2.x users should upgrade to the
=rails-2.3.18

/security.gentoo.org/glsa/201412-28

All Ruby on Rails 2.x users should upgrade to the
latest version >= rails-2.3.18
https://security.gentoo.org/gisa/201412-28
3.2.xbefore 3.2
the capabilities
to read arbitrary

setvice (SystemStackError) via a large XML document depth,

The Security Vulnerabilities list includes the following information:

« Vulnerability - the security vulnerability severity (High / Medium / Low) and score
(0 - 10), name with a link to the CVE reference (i.e. CVE-2013-4316) and publish date

o Library - name of the library that has this security vulnerability

o Description - detailed description of the security vulnerability

e Recommendations - list of references to possible fixes, patches and further information
regarding the security vulnerabilities.

@ In some cases the CVE reference is not provided for security vulnerabilities. The
vulnerability database is based on data from multiple official sources like NVD, Node
Security etc. CxOSA detects vulnerabilities by searching the database by SHA-1 and only
displays a detection if there is a match for specific components or sub-components. This
procedure eliminates "false-positive” detection and ensures that the user is only provided
with the most accurate and reliable information.

Not all security vulnerabilities have a specific CVE reference ID. In these cases, we use
our own internal identifier.
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License Risk and Compliance

The License Risk and Compliance panel provides the distribution of project’s open source
libraries by type of license and the level of risk associated with each license.

License Risks and Compliance

License Distribution License Risk Distribation

License Distribution
Distribution of project’s open source libraries by type of license:

e License - the name of the license

o Risk Level - this represents the possible legal risk level with regards to Copyright,
Copyleft, Patent and Royalty, Linking and OSD Compliance - High, medium, low or
unknown

e Occurrences - number of libraries with the given license

License Risk Distribution
Distribution of project’s open source libraries by level of risk associated with each license:

e Low - number of libraries licensed under Low ranking licenses
e Medium - number of libraries licensed under Medium ranking licenses
e High - number of libraries licensed under High ranking licenses

e Unknown - number of libraries licensed under Unknown ranking licenses

Page 122



—

|/, CHECKMARX

choose what developers use

Outdated Libraries

A list of outdated libraries with recommendations regarding newer versions available.

Outdated Libraries (2)

Library

Versions Recommendations Match Type Confidence Level

activesupport-3.2,1.gem

Your version: 3.2.1, Released: 26-01-2012 Consider updating to latest version Filename Match ~ 70%
Newest stable version: 5.1.0, Released: 27-04-2017
187 new versions since your most recent update

{Conﬁdence level < 100% indicates that there may be cases in which the identification of the library is not accurate,

The Outdated Libraries list includes the following information:

Library - artifact id of the library, the library display name in parenthesis. For example

"Struts 2 Core" is the official display name of the library and "struts2-core" is the artifact id.

e Versions - details regarding the version being used and the latest stable version available
with release dates and the number of stable versions released in between both versions.

o Recommendations - recommended steps that may contain links to the library's
homepage with possible links and information regarding newer stable release versions.

e Match Type - Libraries that were not found using the SHA-1 Hash, will be matched by the
provided filename. Possible values are:

o

o

Filename Match - with confidence level 70%

Exact Match - with confidence level 100%

o Confidence Level - anything below 100% indicates that there ia a possibility that
identification of the library is not accurate.

o

o

100% - File Type: Binary files (e.g. jar, dll). Match Type: SHA-1 Hash

75-85% - File Type: Files Mapping to libraries (e.g. js, c). Source files exist in
multiple source libraries and there are several possibilities to match them. Match
Type: SHA-1 Hash

70% - File Types: All. Match Type: Match by Name (disabled by default). When
enabled, libraries that were not found using the SHA-1 Hash, will be matched by
the provided filename (starting from v8.4.2 hotfix).
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@ For confidence level, the following should be noted:
e Binary files always provide 100% confidence level

e In some cases, when the confidence level is less than 100%, it maybe because
some source files exist in multiple source libraries. During analysis, one of several
possible matches are chosen and the origin source file may not be from where the
user downloaded it.

High-Medium Risk Licenses

A list of libraries with high or medium risk licenses, ordered by license risk score.

High-Medium Risk Licenses (7)

Risk Indicators

Library License Copyleft Copyright  Patent Linking Royalty Free
0.6-master_2011-10-14 LGPL 3.0 Partial Dynamic Yes
aster 20160520 GPL3.0 Full 73] Vira Yes
ster_2011-10-14 GPL3.0 Full 78] Viral Yes
LGPL 2.1 Partial Dynamic Conditional
LGPL 2.1 Partial Dynamic Conditional
PHPIDS-0.6.3 6PL3.O Full 78 Vira Yes

phpids-master_2010-03-07 LGPL3.0 Partial Dynamic Yes

’ Carefully review the licenses and the way in which each library is used. We recommend that you consult with a specializing legal expert.

The High-Medium Risk Licenses list includes the following information:
e Library - name of the file
e License - name of the high risk scored license

o Copyleft - Full (CopyLeft on modifications as well as own code that uses the OSS),
Partial (CopyLeft applies only to modifications) or No (not a CopyLeft license)

« Copyright - score range according to color code EIMT M and score level (0 - 100)
o Licensee may use code without restriction

o Anyone who distributes the code must retain any attributions included in
original distribution

o Anyone who distributes the code must provide certain notices, attributions
and/or licensing terms in documentation with the software

o & Anyone who distributes a modification of the code may be required to make
the source code for the modification publicly available at no charge

o Anyone who distributes a modification of the code or a product that is based
on or contains part of the code may be required to make publicly available the
source code for the product or modification, subject to an exception for software
that dynamically links to the original code (e.g. LGPL)
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o & Anyone who distributes a modification of the code or a product that is based
on or contains part of the code may be required to make publicly available the
source code for the product or modification (e.g. GPL)

o B Anyone who develops a product that is based on or contains part of the code,
or who modifies the code, may be required to make publicly available the source
code for that product or modification if s/he (a) distributes the software or (b)
enables others to use the software via hosted or web services (e.g. Affero)

« Patent - score range according to color code 15177 M and score level (0 - 100)
Royalty free and no identified patent risks

O

o [ Royalty free unless litigated
o No patents granted
o M Specific identified patent risks

e Linking - Viral (will substantially infect the code linked to this OSS), Non Viral (will not
affect the licensing of the linking code) or Dynamic (Dynamic linking will not infect)

e Royalty Free - Yes, No or Conditional

Inventory

A list of the libraries names and their licenses.

Inventory (13)

Library Licenses Match Type Confidence Level

1.2011-10-14 LGPL3.0 Exact Match

Confid level < 100% indit that there may be cases in which the identification of the library is not accurate.
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The Inventory list includes the following information:

e Library - name of the file
o License - name of the license

e Match Type - Libraries that were not found using the SHA-1 Hash, will be matched by
the provided filename. Possible values are:

o Filename Match - with confidence level 70%
o Exact Match - with confidence level 100%

o Confidence Level - anything below 100% indicates that there may be cases in which
identification of the library is not accurate.

o 100% - File Type: Binary files (e.g. jar, dll). Match Type: SHA-1 Hash

o 75-85% - File Type: Files Mapping to libraries (e.g. js, c). Source files exist in
multiple source libraries and there are several possibilities to match them. Match
Type: SHA-1 Hash

o 70% - File Types: All. Match Type: Match by Name (disabled by default). When
enabled, libraries that were not found using the SHA-1 Hash, will be matched by
the provided filename (starting from v8.4.2 hotfix).

@ If an inventory is marked as "Requires Review", it simply means that the automatic
analysis process wasn't able to assign a license to the library. The main reasons for this
could be:

e The file extension is not supported
e The original open source file was modified and the SHA-1 was changed

The file is in-house

The file is not in the database and needs to be added

The file is not in the database and is not open source (commercial).

In this case the best practice is to perform a manual review (please contact Checkmarx
support).
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Unresolved Libraries

A list of the libraries that were not detected by CxOSA.

Unresolved Libraries (1)

Library

someFile.log.2011

The unresolved libraries list includes the following information:

Library - name of the file

@ Undetected libraries only report files in binary format (such as .dll & .jar) other files will
not be reported. Saving all file formats will infect the database, therefore CxOSA saves
undetected files only in binary format.

Page 127




.

« CHEBCKMARX

choose what developers use

Generating the Open Source Analysis Report to PDF

Once the Open Source Analysis report is displayed, you can generate a PDF version for
download or print.

To generate the Open Source Analysis report to PDF:

Go to Dashboard > Project State and click the View Analysis Results link or select the OSA
tab.

Click the Download PDF button. An “Open Source Analysis Report download is in progress”
indicator is displayed.

Once complete, the PDF version of the Open Source Analysis report is generated (similar to the
example below) and automatically displayed.

( +” CHEBCKMARX
choase what developers use
Open Source Analysis Report
Project Name:
Open Source Path:  Analyzed from portal
Last Analyzed On:  7/3/2017 9:54 AM
Vulnerability Score Vulnerable Libraries Severity Distribution Aging Vulnerable Libraries
el -
HIGH s
tow 0
0 1 g
No Known Veinerable 1 Vulnes able Libraries L‘L-’?ﬂ
Vulerabiities foweny >30Days  <%0Days  <30Days
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Security Vulnerabilities (4)
Vulnerability Library Description Top Fix
100 libpng-v1.5.10 (File: pngrutil.c) Heap-based buffer overflow in the
3 png_combine_row function in libpng before All libpng 1.6 users should upgrade to the latest
CVE-2014-9495 1.5.21 and 1.6.x before 1.6.16, when runni
2015-01-10 64-bit systems, might allow men—deper?ent version >= libpng-1.6.16
attackers to execute arbitrary code via a "very
wide interlaced” PNG image. All libpng 1.5 users should upgrade to the latest
version >= libpng-1.5.21
Details:
https://security.gentoo.org/glsa/201502-10
m 75 libpng-v1.5.10 (File: pngrutil.c) Buffer overflow in the ead_IDAT_data
function in pngrutil.c in libpng before 1.5.21 and
CVE-2015-0973 1.6.x before 1.6.16 allows conten-deymdem
2015-01-18 attackers to execute :rcodevua IDAT
data with a large width, a different vulnerability
than CVE-2014-9495.
lib 1.5.10 (File: pngset.c; In overflow in the
m 50 . Fleppes r te"ml.l,nltmmn_t:lmrnks function in All libpng users should upgrade to the latest
CVE-2013-7353 ibpng/pngset.c in libpng before 1.5.14beta08
2014-05-06 allows coatext dent attackers to causea  version >= libpng-1.6.10
denial of "s:;vm segmtauon fault ::d crash)
via a crafted image, triggers a heap-
based buffer overfiow. »
Details:
https://security.gentoo.org/glsa/201408-06
m 50 libpng-v1.5.10 (File: pngset.c) Multiple integer overflows in libpng before
2 1.5.14rc03 allow remote attackers tocausea Al libpng users should upgrade to the latest
CVE-2013-7354 denial of service sh )waaaafted to ;
2014-05-06 the (1) png_set_: version >= libpng-1.6.10
function, which mggers a based buffer
overflow.
Details:
https://security.gentoo.org/glsa/201408-06
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License Risk and Compliance

License Distribution License Risk Distribution

License Risk Level Occurrences
= 1 - 1
= Litong = 1
1 0 0 1

Low Med Migh Unknowa
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Outdated Libraries (2)

* Confidence level < 100% indicates that there may be cases in which the identification of the library is not accurate.

Library Versions Recommendations Match Type Confidence Level
activesupport-3.2.1.gem Your version: 3.2.1, Released: 2012-01-26 - Filename Match 0%

Newest stable version: 5.1.0, Released: 2017-04-27
187 new versions since your most recent update

libpng-v1.5.10 Your version: v1.5.10, Released: 2012-03-29 - Exact Match 85%
Newest stable version: v1.6.9, Released: 2014-02-06
20 new versions since your most recent update

CHECKMARX
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High-Medium Risk Licenses (7)

Carefully review the licenses and the way in which each library is used. We recommend that you consult with a specializing legal expert.

Risk Indicators

Library License Copyleft Copyright Patent Linking Royalty Free
PHPIDS-0.6.3 GPL3O Full 7 | E Viral Yes
dvwa-master_2011-10-14 GPL30O Full B B Viral Yes
DVWA-1.9-master_2016-05-20 GPL30O Full [ 20 | Viral Yes
0.6-master_2011-10-14 LGPL3.0 Partial B [ 20 | Dynamic Yes
htmipurifier-v3.1.1 LGPL2.1 Partial 55 | B Dynamic Conditional
phpids-master_2010-03-07 LGPL3.0 Partial 5 | El Dynamic Yes
htmipurifier-1.0rc LGPL 2.1 Partial B 20 | Dynamic

b i
Inventory (13)
Library Licenses Match Type Confidence Level
0.6-master_2011-10-14 LGPL3.0 Exact Match 75%
cakephp-0.6.3 GPL20 Exact Match 85%
cakephp-master_2011-10-14 GPL20O Exact Match 75%
civicrm-master_2009-11-02 AGPL3.0,GPL20 Exact Match 75%
DVWA-1.9-master_2016-05-20 GPL3.O Exact Match 75%
dvwa-master_2011-10-14 GPL3.0 Exact Match 75%
htmlpurifier-1.0rc LGPL 21 Exact Match 85%
htmipurifier-v3.1.1 LGPL 2.1 Exact Match 85%
1spCP-omega-1.0.0-rc6 Unspecified License Exact Match 85%
monast-0.2b BSD3 Exact Match 85%
PHPIDS-0.6.3 GPL30 Exact Match 85%
phpids-master_2010-03-07 LGPL3.0 Exact Match 5%
sfXssSafePatchedPlugin-master_2009-12-14 MIT Exact Match 5%
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) CHECKMARX
Unresolved Libraries (1)
Library
someFilelog.2011

You can now print the report.
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Creating and Managing Projects

A CxSAST project defines the source to be scanned, scan scheduling, and notification settings.
Normally, a CxSAST project should correspond to a software development project, or to part of
one. Any time a scan is run (manually or scheduled), the scan results remain associated with the
CxSAST project.

® For Continuous Integration development methodology, if a new branch is created for each
iteration, update the code location within the existing project (rather than creating a new
project) so that all the results will reside within a single project. Scanning of projects that
include multiple code languages is supported. To enable this feature, please contact
Checkmarx professional services.

Open Source Analysis (CXOSA) can be added to an existing CXSAST project in cases where
open source components are used as part of the development effort. When CxOSA is activated,
CxSAST sends the open source fingerprint (SHA-1 hash plus file extension) to the CxOSA
service. Using this fingerprint, the CxOSA service maps the open source libraries, identifies any
vulnerabilities, analyses license risk and compliance, builds inventory and detects outdated
libraries. A comprehensive report can be generated from the Consolidated Project State.

In this section:
e Creating and Configuring Projects
e Branching / Duplicating Existing Projects
e Managing Projects and Running Scans
e Advanced Actions
e Viewing Project Details

e Managing Queries
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Creating and Configuring a CxSAST Project

To create a CxSAST project:

Select Project & Scans > Create New Project.

A

2CHECKMARX e 75}

7o) ’;_

R ({0} admin sdmin

V8.42 [sOLC) : O Logout
Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Projects & Scans / New Project

Location Scheduling Advanced Actions Custom Fields Data Retention

Step 1- Enter Project General Settings

Project Name Project 1

Preset

Configuration

Team CxServer v

4 b Next P Coancel X F v

Configure the following General project properties:

e Project Name - should indicate the source code to be scanned and tracked.

e Preset - set of queries to be run on the code scan. Default includes a set of queries
recommended by Checkmarx for most projects. For all coding best practices, select All.
For example, for an Android project select Android. For a full list of executed queries,
see the Vulnerability Queries section in the release notes.

o Configuration - Apart from the default configuration setting, additional configuration
selection traditionally for advanced users, can be used for scanning double-byte
encoded source code. There is also the possibility to select a multi-language
configuration. This means that all files will be scanned, regardless of language type. If
there is a need, a threshold parameter can be adjusted in the database.

e Team - determines who will be able to view your project and its scan results. Available
options depend on the permissions of the logged-on user. Selecting CxServer allows
access only to the server Administrator. If you're working as a single user, leave the
default option.

Click Next.
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O

£ 2y ~ )

ECHECKMARX (/A 7o) o & @ 00

V8.4.2 [SOLC]
fsoic) Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile AppSec Coach
Projects & Scans / New Project
General Scheduling Advanced Actions Custom Flelds Data Retention
Step 2: Choose Source To Scan
Select @ Count Lines
4 Back Next p Cancel X v

Configure the following source code Location properties:

e Local - Click Select to browse to a local zip file containing the code. Future scans to the
project are also via local upload (see Managing Projects and Running Scans).

@ CxSAST does not scan two files with the same name or files with special characters that
are not supported in Windows.

@ If the zip file is larger than 200 MB, you will not be able to upload it. To create a smaller
zip file of only files with specified extensions, use the CxZip utility (see the CxSAST
Utilities Guide).

Zip files generated in a Linux environment may not function properly.

@ If azip file is uploaded that contains file path greater than 255 characters, the file will not
be sent for scanning. Shorten the file path and try again.

@ If the zip file contains another zip file inside, the internal zip file will not be sent for
scanning. Unzip the contents to the main zip file before scanning.
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Shared - project code that is maintained on a network server accessible from the
CxSAST Server. Click Select, provide your Windows domain credentials in order for
CxSAST to access the network (username format: domain_name\user name), and select
one or more network folders containing the project code.

{© Zipped source code is not supported for shared location scans. Unzip the contents of the
zip file before scanning.

Source Control - project code that is maintained in either TFS , SVN , GIT or PerForce
source control systems. Click Select. See Configuring the Connection to a Source
Control System (v8.6.0 and up) in the CxSAST Configuration Guide.

(@ Files inside a zip file that are located inside a repository will not be sent for scanning.
Unzip the contents of the zip file to the repository before scanning.

Source Pulling - an extension to "Shared" option above, "Source Pulling" activates a
configurable script to pull source code from a source control system into the Shared
location specified. Note: this script must be set previously configured in the CxSAST
Windows client application.

Optionally, you can Exclude Folders and/or Exclude Files from being scanned.
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@ Type acomma-separated list of folders or files, including wildcards to exclude. For
example, consider the following archive, any file/folder name typed into the Exclude
File/Folder fields will exclude the file or folder in the project with that name. Also,
typing {file name}, for example, 'readme.txt’, will exclude everything in the location of
the project with this name:

|-- connectors
| |-- cve3d.js

| |-- spass.js

| "-- z3.js
|
|
|

“--src

- lib

|-- find_sql_injections.js
|-- jquery.js

“-- logic.js

Click Count Lines to display the number of lines in the current project.

(@ Please note that as the Java Script is being enhanced in the scan process, the real count of
lines might be larger than the result that will be shown from the Count Lines option or the
Cx CMD Line Counter.
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Click Next. The following steps of the wizard are optional. You can click Finish to skip them.

: ) 0.
& &

ECHECKMARX (@) 7a) S

V8.4.2 [SOLC
f J Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Projects & Scans / New Project

General Location Advanced Actions Custom Fields Data Retention

Step 3: Choose the scan execution time

By Schedule

Run On Weekdays

Run Time

4 Back | Next p | Cancel X  Finish

(© Scheduling is not applicable to a Local source code location, since the CXSAST Server
cannot automatically access the local source. You will need to periodically manually
upload a new zip file.

Configure the following scan execution Scheduling properties:
e None - defines no scheduling
e Now - defines an immediate scan
e By Schedule - define an automatic weekly scan according to the specified time
o Run on Weekdays - define which day to run the periodic scan

o Run Time - define what time to run the periodic scan.

(@ To support continuous integration development methodology, it is recommended to
schedule periodic scanning of source files, so they can be checked after modifications.
This can be automated via the CLI in the Build file, but it does not have to be done this
way because CxSAST scans source code and does not require building or compiling the
source code.
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Click Next. The following steps of the wizard are optional. You can click Finish to skip them.

£ fo o 0.
ZCHECKMARX (A (d & @ e o) dimin admin
v8.42 [SOLC) O Logout
Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile
Projects & Scans / New Project
General Location Scheduling Custom Fields Data Retention
Step 4: Define pre and post scan actions
Send pre-scan e-mail to
Send post-scan e-mail to.
Send scan failure e-mail to:
Run post scan action
None v
Issue Tracking Settings
None v Select o/
4 Back Next P Cancel X @ Finish o/

Configure the following Advanced Action properties:

e Send pre-scan email to - define to which e-mail to send a pre-scan notification
e Send post-scan e-mail to - define to which e-mail to send a post-scan notification
e Send scan failure e-mail to - define to which e-mail to send a scan failure notification

e Run post scan action - define which post scan action to run (see Configuring an
Executable Action)

o Issue Tracking Settings - define to which issue tracking system to integrate (see Setting
Up JIRA Integration in the CxSAST Plugin and Integration Guide).
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Click Next. The following steps of the wizard are optional. You can click Finish to skip them.

(N

Dashboard ~

7 A e
i«

EZCHECKMARX

V842 [SDLC)
Users & Teams ~

Projects & Scans ~ Management ~

Projects & Scans / New Project

General Location Scheduling Advanced Actions

Step 5: Set custom fields

Custom fields are not defined

4 Back | Next Finish o/

p  Cancel X

admin admin

I
AppSec Coach O Logout

Data Analysis My Profile

Data Retention

Configure the Custom Field properties according to the available custom fields (see Managing

Custom Fields).
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Click Next. The following steps of the wizard are optional. You can click Finish to skip them.

% 2 A

Dashboard ~

EZCHECKMARX

V8.4.2 [SOLC)

Projects & Scans ~ Management ~ Users & Teams ~

Projects & Scans / New Project

General Location Scheduling Advanced Actions
Step 6: Set data retention settings
Number of latest scans to keep
4 Back t P | Cancel X | Finish o

fol
€0

& admin admin

() Logout

Data Analysis My Profile

Custom Fields

Configure the Data Retention properties:

Retention Management).

Click Finish and check the scan status (see The Queue).
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Configuring Open Source Analysis

Checkmarx Open Source Analysis (CxOSA) allows you to manage, control and prevent the
security risks and legal implications introduced by open source components used as part of the
development effort. CxOSA supports all the most common programming languages, enabling
you to secure all their open source components in addition to the in-house developed code
analysis coverage (see Supported Code Languages and Frameworks in the CxXSAST Release
Notes).

(© Note that a purchased or trial CXOSA license is required in order to run CxOSA projects.
Please contact your Checkmarx Administrator.

Configuration for CxOSA is performed from within CxSAST and you can add CxOSA to any
project performing a scan.

To configure an open source analysis:

Select Projects & Scans > Projects. The Projects View is displayed.

! a
¥ CHECKMARX (A e & admin admin
" !) Logout
\E,x?x:'eg ‘[ISZ?EI-E}ZOM Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile O Logo
Projects & Scans / Projects
}- Create New Project  [il] Delete (@ YV Filters 8 GroupBy
PROJECT NAME i OWNER | TEAM PRESET TOTAL SCANS | LAST SCANNED i SCANS LIST ACTIONS
DocsProject admin@cx CxServer Default 2014 1 12/10/2015 9:04 AM E DEFTD
DocsProject2 admin@cx CxServer Default 2014 0 El DEFETO
DocsProject3 admin@cx CxServer Default 2014 4 3/8/2016 1111 AM E DFTD
DocsProjectd admin@cx CxServer Default 2014 4 3/16/2016 4:05 PM E DFTO®
DocsProject5 admin@cx CxServer Default 2014 4 3/8/2016 1112 AM ] DrETO
« [t] » |» Pagesize 1 w Sitems in 1 pages
m General Location Scheduling Advanced Custom Fields Data Retention 0SA
Vulnerabilities Risk Indicator
@ High @ Medium © Low @ Info T 2107Re
. 272472018
” 36/2014
432 : o
85 85
- ——ces—
Last Update: 01/06/2016 04:33PM
Edit v/
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Select an existing project from the Projects list.

@ You can also click Create New Project and define the new project configuration as you
would if you were Creating and Configuring a CxSAST Project.

Click the OSA tab. The CxOSA properties are displayed.

Advanced Custom Fields Data Retention m

Monitoring General Location

Update «/ | Cancel X

Click Edit and configure the following CxOSA properties:

e Local - open source code libraries that are maintained locally. Go to Consolidated Project
State) in order to access the local directory and select a compressed file (.zip) containing the
project open source libraries.

e Shared - open source code libraries that are maintained on a network server accessible from
the CxSAST Server. Click Select, provide your Windows domain credentials in order for
CxSAST to access the network (username format: domain_name\user name), and select one
or more network folders containing the project open source libraries

(@ Note that there is no limitation to the OSA file size for analysis.

Click Update.

Run the open source analysis and check the analysis results. See Consolidated Project State.
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Branching / Duplicating Existing Projects

CxSAST gives you the capability to branch / duplicate an existing project and have the new
project inherit all of the issues, comments and dispositions from the source project. Once the
project has been branched / duplicated you can treat it as a separate project with separate issues

to manage.

® Branch Project - similar to copy project, except it copies the following set of properties:
Preset, Team and the Last scan from the source project with all results and remarks.

Duplicate Project - creates a new project based on the settings of the existing one and also
copies the following set of properties: Preset, Team, Exclusions, Scheduling, Pre-scan,
Post-scan and Scan failure emails.

To branch or duplicate an existing project:
Go to Projects & Scans and select Projects.

2CHEBCKMARX (7
Dashboard ~

Projects & Scans / Projects

? o o)
{,/3 (_‘f_, (|

Management ~ Users & Teams ~ Data Analysis

My Profile

5

Codebashing

admin admin
() Logout

+ Create New Project  [ii] Delete f2 V7 Fiters  <H Group By
O | ProsE ‘ AM | ToTaL soan LAST SCANNED ‘ SCANS LIST ACTIONS
O Project admin@ex Serves Checkman: Default 1 6/10/2018 7:05 AM = DETO
O Project 1 (CxTechDocs) admin@ex CxServe Checkmarx Default 1 6/10/2018 6:00 AM E DETO
O silling admin@cx «Serve: Checkman: Default 1 6/7/2018 4:23 AM = DEFTO
[0 weBGOAT_0SA_SCAN admin@ex CxServe: Default 0 E DEFETO
O  Project 3 (Cx084) admin@ex CxServer Checkmarx Default 0 El DEFETO
< <[] » Pagesize: 10 ¥ Sitems in 1 pages
General Location Scheduling Advanced Custom Fields Data Retention 0SA
— Vulnerabilities — Risk Indicator
@ High Medium Low @ Info
/10/203
.
Last Update: 10/06/2018 06:12AM
edit v/
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_ Location Schedulng Advanced Actions Custom Fields Data Resention
Step 1: Enter Project General Settings
Project Name @
Preset High and Mediom [+ @
Canfiguration Default Configuration v (@
Team CxServer ¥ (@
4 Sack | Next P || Cancel X | Sae
Define General settings and click Next.
General _ Scheduling Advenced Actices Custom Fields Data Retentian
Step 2: Choose Scurce To Scan
@® Local Salect 'E' Count Lines
QO Shared Salect 'IE."
QO Soerce Control Selact @
O Source Paling Select @
Exclude Folders ':z?'
Exclude Fies

4 Back Mm > Clnd A | Finiss o/
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Define the Location of the source code and click Next.

General Location _ Advanced Acticns Custom Fields Data Retention

Step 3: Choose the scan execution time

O HNose
® Now

& &

© By Schedule

Mo Tu We Th Fr Sa Su

RmleWeekdeys OO OO OO0

Run Time

4 Bxcx Nem P | Cancel X Finisn v/

Define scan Scheduling options and click Next.

Gemeral Loeation Scheduling _ Custom Fiekds Data Retentian

Step 4: Define pre 2nd post scan 2ctions

Send pre-scan e-mail to:

Send post-scan e-mai to:

&
v
Send scan failure e-mail to:
g
v =
Rum post scan action:
None v
Issue Tracking Settings
None v Select o

4 Beck || Net P || Cancel X || Finish
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Step 5: Set custom fields

Project Manager  Project Manager

Project Type Project Type

I

General Location Scheduling Advanced Actions

4 Bak | Nem P | Cancel X /|| Finish v/

Define Custom Field settings and click Next.

General Location Scheduling

Step 6: Set data retention settings

Number cf latest scans to keep

4 Back Next P | Cancel X | Finish o/

Define Data Retention settings and click Next.

Once complete, click Save. The following message is displayed: "Branching may take a few

minutes, would you like to proceed?"

Click OK. The "Branching successfully ended" message is displayed.

The branched/duplicated project is displayed in the Projects window.
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{ Branched projects are not counted as additional projects according to the
Checkmarx licensing structure. This means that you are not allowed to create new
projects once you have reached the maximum project threshold, however, you will
be able to open branches of existing projects without forfeiting additional licenses.
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Managing Projects and Running Scans

Scan List/Actions

In Projects & Scans > Projects, various scans and action lists are available (see Creating and
Configuring Projects).

El

Scan List

Displays the project in the individual project path, e.g. Projects &
Scans/View Project Scans/My Java Projects.

>

Full Scan

A scan of the whole project. If the project is configured for a local location,
this will require uploading a zip file with the updated source code.

Incremental
Scan

Incremental scan is used to increase the scanning speed of the project. It
works by scanning only the code that has changed since the last full scan
was performed. During the incremental scan, the system takes each file that
was sent to be incrementally scanned and creates a hash of its code. It then
compares the value of the hash with the value of the hash of the files with
the same name that was scanned on the last full scan.

®
¢ Incremental scan needs to be performed on all of the code, not only on the
changed code.

e Incremental scan is recommended only if the regular scan takes more than
45 minutes.

e When using incremental scan as part of Cl/CD (for example as part of a
build process) you need to make sure that a full scan is performed every X
amount of incremental scans. Otherwise the changes will aggregate and
when more than 7% of the code has changed CxSAST will either run a full
scan or fail the scan, depending on the configuration.

o The following configuration keys are available:

e INCREMENTAL_SCAN_THRESHOLD
Defines the maximum percentage of files changed to allow the
incremental scan.
Valid values: 1-19, Default value: 7

e INCREMENTAL_SCAN_THRESHOLD_ACTION
Defines the action to be taken when the threshold exceed in
incremental scan.
FAIL — fail the scan, FULL — switch to full scan. Valid values: FAIL or

FULL. Default value: FAIL

(@ If azip file is uploaded that contains file path greater than 255 characters, the file will not be sent
for scanning. Shorten the file path and try again.
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The Branch Project operation is similar to copy project, but it copies a

——=1 | Branch
' proiect different set of properties: Preset, Team and the Last scan from the source
- rojec
! project with all results and remarks.
Duplicate Project creates a new project based on the setting of an existing
| Duplicate |one. From the existing project it will copy the following: Preset, Team,
L) Project Exclusions, Scheduling, Pre-scan emails, Post-scan emails and Scan failure

emails.
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Managing Tables

The various tables in the web interface provide navigation and pagination controls:

¥ CHECKMARX

V120

Projects & Scans / Projects

The following actions are available from the table's header bar:

@ Delete

o Delete - Delete rows

@ A project can contain one or more scans that are locked, or whose deletion requires
authorization that the current user does not have. In such cases, all objects that can
be deleted are removed, and a message is displayed to notify the user about the
objects that could not be deleted.

(@ When the user deletes a project, the project is not deleted from the database.
Instead, the project is marked as "deprecated”. All scans under the deleted project
are also marked as "deprecated". This deprecated data can be ultimately be
removed as part of the Data Retention Management process.
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(B4
e Export - Export to CSV
\ Filters
o Filters - : Display a filtering field for each column heading. After typing a filter
text (not case-sensitive), press Enter to filter.
fH Group By
e Group By - Group values by dragging the column header to the top

bar. For example, a manager could group projects by user.

OWNER A

e Tore-order the rows by the values of a column, without grouping, just click the column
heading (toggle between ascending and descending order).

¢ Refresh - Refresh the table.
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Advanced Actions

CxSAST can automatically perform configurable actions with each scan. The available types
of Advanced Actions are:

¢ Send an email message

¢ Run an executable

In this section:
e Configuring an Email Action

e Configuring an Executable Action

Page 152



|/, CHECKMARX

choose what developers use

Configuring an Email Action

You can configure CxSAST to automatically send an email before or after a scan.

To configure an automatic email:

1. In a project's Advanced Actions tab, enter the requested email address under the
relevant event:

Monitoring General Location Scheduling Advanced Custom Fields Data Retention

end pre-scan e-mail t

r n e-ma

f fai a
L an act

L a settings

v
e . : . .
2. Click .=—1 and add recipients. Separate email addresses with semicolons (;).

3. Click Finish.

A Email actions require SMTP settings
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Configuring an Executable Action

To configure CXxSAST to run an executable before or after a scan:

1. Upload an executable: To ensure the integrity of the system and to restrict access,
executable files must be uploaded manually by approved personnel.

@ The location used by CxSAST for executable files appears in Management >
Application Settings > General > Executables Folder.

2. Define an Action for the executable: Go to Management > Scan Settings > Pre & Post
Scan Actions > Create New Action, and configure the following:

Action Type: | Post Scan Action

* Name MyAction

* Command Mone n
Arguments:  [XML_output] None

My Action. bat
Create &/ Cancel X

o Action Type: Pre-scan or Post-scan.

o Name: This will appear in a drop-down list when assigning the actions to a
project.

o Command: Use the syntax as required by the executable or select from the list.

(® INote that the command should use the same name that is used for the file
located in the ‘Executables’ folder (files present in that folder will show up
in the drop-down list), as defined in Management > Application Settings >
General > Executables Folder.

o Arguments: Enter arguments required by the command.

o For post-scan actions you can also select whether the scan results should be XML
or CSV.
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3. Assign the action to a project: In a project's Advanced Actions tab, select an action from
the list:

Munitoring General Location Scheduling Custom Fields

Send pre-scan e-mail to

Send post-scan e-mail to.

Send scan fallure e-mall to:

|-I.!'! post scan action

Issue Tracking Settings

Edit

4. Click Finish.
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Viewing Project Details

You can view detailed information about a particular project from the Projects window.

To open the Projects window, go to Projects & Scans > Projects. The Projects window is
displayed.

¥ CHECKMARX (A & & S admin admin
" !) Logout
!\-le?)l‘:eg gsz[/)'{glzms Dashboard ~ Management ~ Users & Teams ~ Data Analysis My Profile AppSec Coach C togo
Projects & Scans / Projects
|- Create New Project  Til] Delet (@ YV Fites 8 GrowpBy O
PROJECT NAN OWNER | TEAM PRESET TOTAL SCANS LAST SCANNED i SCANS LIST ‘ ACTIONS
DocsProject admin@cx CxServer Default 2014 1 12/10/2015 9:04 AM r_ﬂ D [. T
DocsProject2 admin@cx CxServer Default 2014 0 El DFTO
DocsProject3 admin@cx CxServer Default 2014 4 3/8/2016 11:11 AM E DFTDO
DocsProjectd admin@cx CxServer Default 2014 4 3/16/2016 4:05 PM E DEFTO
DocsProject5 admin@cx CxServer Default 2014 4 3/8/2016 11:12 AM (5] DETO
<« fi ‘ > > Page size:| 19 v Sitemsin 1 pages
m General Location Scheduling Advanced Custom Fields Data Retention 0SA
Vulnerabilities Risk Indicator
@ High @ Medium ) Low @ Info = 2107
° 2/2472018|
i 3/6/2038
432 :
Last Update: 01/06/2016 04:33PM
Edit v/

The Projects window lists all the projects that are configured for groups where the logged-on

user is a member. You can also manage the table.

For a non-local project, or for an Incremental scan of a local project, Total Scans counts only

scans when the code had changes relative to the previous scan.
For each project, you can view its scans or perform other actions.

Selecting a project displays its details in the tabbed panel below.
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Location Scheduling Advanced Custom Fields Data Retention 0SA
Vulnerabilities Risk Indicator

@ High @ Medium © Low @ Info —

. 272412015

3/8/2019

1
432 § y

€85 €85
B

Last Update: 01/06/2016 04:33PM

Edit

The Monitoring tab represents the evolution of the project last 10 scans focusing on the numbers
of found vulnerabilities and overall risk.

The Vulnerabilities chart includes a graph for vulnerabilities of each severity level (High,
Medium, Low, and Info). Each graph presents numbers of found vulnerability instances
(y axis) for progressive scans by date (x axis).

The Risk Indicator chart represents each scan result combining quantity and severity of
found vulnerability instances.

Click Edit to change settings and then click Update to save the changes.

General Properties

Click the General tab to display its properties.

Monitoring

Project Name

Preset

General Location Scheduling Advanced Custom Fields Data Retention 0SA

DocsProjects
Default 2014 v
Default Configuration v

CxServer

Update

v | Cancel X

The General tab represents the project name, defined preset, configuration and team associated

with the project.

For more information about defining these properties refer to section about General properties in

Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.
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Location Properties

Click the Location tab to display its properties.

Monitoring General Location Scheduling Advanced Custom Fields Data Retention 0SA

® Locs!

Shared

Exclude Files

Update +/ & Cancel X

The Location tab represents the various options for locating and pulling the source code for
scanning.

For more information about defining these properties refer to section about Location properties
in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.

Scheduling Properties

Click the Scheduling tab to display its properties.

Monitoring General Location m Advanced Custom Fields Data Retention 0SA

Update «/ = Cancel X

The Scheduling tab represents the various options for scheduling the automatic scans.

Scheduling is not available for Local source code location, since the CxSAST Server
cannot automatically access the local source. You will need to periodically manually
upload a new zip file.
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For more information about defining these properties refer to section about Scheduling properties
in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.

Advanced Properties

Click the Advanced tab to display its properties.

Monitoring General Location Scheduling Custom Fields Data Retention 0SA

None v

v Select v/

Update &/ = Cancel X

The Advanced tab represents the various options for pre/post scan actions and issue tracking
settings.

For more information about defining these properties refer to section about Advanced properties
in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.
Custom Fields Properties

Click the Custom Fields tab to display its properties.

Monitoring General Location Scheduling Advanced Custom Fields Data Retention 0SA

Program Manager

Update «/ | Cancel X

The Custom Fields tab represents the option to define additional project properties using the
predefined custom fields.
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For more information about defining these properties refer to section about Custom Field
properties in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.

Data Retention Properties

Click the Data Retention tab to display its properties.

Monitoring General Location Scheduling Advanced Custom Fields 0SA

Update +/| Cancel X

The Data Retention tab represents the option to define the number of last scans to be kept for the
project. This helps to manage data storage consumption.

For more information about defining these properties refer to section about Data Retention
properties in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.

CxOSA Properties

Click the OSA tab to display its properties.

Monitoring General Location Scheduling Advanced Custom Fields Data Retention m

Shared

Update &/ | Cancel X

The OSA tab represents the option to define the location of the open source code libraries for
analysis.

For more information about defining these properties refer to section about Open Source
Analysis properties in Creating and Configuring a CxSAST Project.

Click Edit to change settings and then click Update to save the changes.

Page 160



\1 CHECKMARX

choose what developers use

Managing Queries

You can import and export CxSAST code queries as XML files. You can manage sets of queries
known as Presets to be selected per-project to be used.

In this section:

e Viewing, Importing, and Exporting Queries
e Managing Query Presets
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Viewing, Importing, and Exporting Queries

The Query Viewer displays all Checkmarx default queries and custom queries, with their descriptions and
source code. You can import and export custom queries as XML files.

To export queries:

1. Go to Management > Scan Settings > Query Viewer:

¥ CHECKMARX

V720 Dashboard ~ Projects & Scans - " - Usersd Teams - Data Analysis Wy Profle

Managernen / Scan Seftings / (uery Yiewnr
Queries EguoQueis £ Impodt Queries  F Description

Code_Injection

v S

O] Code_injection .

] coce miecten | Risk

® o Dhlact ‘

»  What might happen
@ Rebeet ight happe
® run arbirary code on the application server host. Depending on the applcation's 05 pemissions these could inchade:
. reate [ modity / delete

@ . e

-~ . Opena nection to the atiacker's server

@ e Startand sto sTvices

@ ®  Comphtte s o v
Source

Langeage Hash: 00523899 78117703 Change Date: 431/2018
1 CxList inputs = ModedS_Find_Interactive_Inputs();
2 Cxlist output = Modeds Find_Outputs_Codenjection():

Cxlist sanitize - NodelS_Find General_Sanitize();

5 result = output . InfluencedByAndiotSanitized{inputs, sanitize, Cxlist.InfluencelporitheCalculation.liewalgorithe)
6 ¢ (dnputs * output - sanitize);

Top

To keep track of changes to query sets, you can select a language (or one of its child items)
and view the Hash and Change Date of the last changes to the language's query set.

To view a query's Description and Source code, select the query.

2. Select organizational custom queries to be exported.

Queries Export Queries [= = Import Queries ]
b= He
-
-1
v
Inform
»
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3. Click Export Queries.
4. Save the exported XML file.

To import queries:

1. Click Import Queries.

2. Select the XML file to be imported.

@ If the imported query has the same name as an existing one, the existing query will be
overridden.
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Managing Query Presets

Presets are sets of queries that you can select when Creating and Configuring a CxSAST Project
to be used when scanning. Predefined presets are provided, and you can configure your own.
You can also import and export presets.

To create a new preset:

1. Go to Management > Scan Settings > Preset Manager, and click Create New Preset:

¥ CHECKMARX A

viz0 Dashboard »

Managoment / Scan Seftans | Presel Uaager

Query Description

Type a preset Name and click OK.
Select a code language.
Select queries to be included in the preset.

Click Save.

vk w N

To export a preset:
1. Go to Management > Scan Settings, and select the preset to be exported.
2. Click Export Preset.
3. Save the exported XML file.

To import a preset:
1. Go to Management > Scan Settings, and click Import Preset.

2. Choose the preset XML file to be imported.

@ If the imported preset includes a query that has the same name as an existing one, the
existing query will be overridden.
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The Queue

The Queue is accessed via Projects & Scans > Queue. It lists the scan that is currently running
and the order in which the following scans will be executed. You can manage the table.

2CHECKMARX (A & 23} @ & @ 3 admin admin

V8.8.0 [sDLC] Codebashing () Logout

Expires: 6/13/2018 Dashboard ~ ans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Projects & Scans / Queue

POSI QUEUED DATE » NITIATOR ORIGIN PROJECT NAME SERVER NAME C TATUS
® 6/11/2018 4:50:23 AM admin admin Vieb Poral Project 1 (CxTechDacs) Localhost 6864 O
xTechDocs) Localhost 6838 Q me QW

@ 6/11/2018 4:57:37 AM admin admin Vieb Pontal Project 3 (Cx0SA) Localhost 21403 Finished r:::] ia

® 6/11/2018 4:59:00 AM admin admin Web Portal Projec

4 Al » » | Pagesize:l1p w 3items in 1 pages

Position
Queued Date 6/11/2018 4:59:23 AM
Initiator admin admin

Status Viorking
P“‘" W Dverall progress 34%
I- o Cumentstage79% |

Stage # 24 of 33 DefauhtConstructor-Login

For each scan, the Queue table displays details including Date and time, the initiating user, the
originating system, the Server name (the CxEngine server performing the scan), the number of
Lines Of Code (LOC), scan status (see below), and available actions (see below).

a

Click L1 to postpone a scan. Postpone will stop the current scan and move it to the end of the
scan queue. Once the scan gets to the top of the queue, it will start scanning again.

=

Click L] to delete a scan. Delete will remove the current scan from the queue.

Selecting a scan displays its details, and a progress bar indicating the percentage of scan
completion, below the table. Once the first query is completed (usually at about 50% of the
scan), a summary of partial results appears, with links to the actual results:
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Position Partial scan resuits () Reflected_xs3_All_Clients 140

Queved Date 11/2018 5:03:51 AM 7

Queuer Dete GT11/2008 ST AN (%) Connection_String_Injection 104
Initiator ad i 2
nitiato admin admin ® stored_x58

Status Viorking ® sqL_injection %

l R —— 1‘3\) XPath_njection 5

| S Current stage 42°% ' ‘f’ Command_Injection 4
@ Code_lnjection

Stage # 32 of 33 Running query: Find_String_Compare
Unsynchronized_Access_To_Shared_Data 65

Escape_False 42

Potential_Stored_X8S 15

arx | Top

In the table, each scan shows one of the following in the Status column:

¢ Progress bar: Shows the percentage of scan completion

e Pending: Scan request submitted, but still performing preparatory tasks, such as
uploading or extracting

¢ Queued: Ready to scan but waiting for system resources

e Finished: Completed scans remain in the Queue window for a configurable time period
(by default, 10 minutes)

¢ Failed: When the scan fails it disappears from the queue and reappears in the failed
scans page in the Dashboard

The Queue window refreshes every minute. If an active scan (showing a progress bar) is
selected, the window refreshes every 10 seconds.

A Multiple projects may be run in parallel, assuming the proper license is installed and
system resources availability. Each scan requires its own processing core, and 1GB RAM
for every 150,000 lines of code. If system resources are in use but will be available, the
project is queued; if total system resources are not sufficient for the scan, an error message
is displayed.
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In this section:

e Viewing Results from All Scans
e Scan Result Actions

e Navigating Scan Results

e Scan Results Example

e Generating Scan Results Report
e Comparing Scan Result Sets
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Viewing Results from All Scans

To view scan results, you can view either of the following tables:

¢ In Projects & Scans > Projects, view an individual project scan results.
e In Projects & Scans > All Scans, view the results from all scans.

To see one project scan results using the All Scans table, in the project's row, click Open
Viewer (“).
Projects Scan List/Actions

In Projects & Scans > Projects, various scans and action lists are available (see Creating and
Configuring Projects).

2CHECKMARX 7 S A @ admin admin

v8.6.0 [soLc) i - e — () Logout

Projects & Scans / Projects

+ Create New Project [l Delete 0V Fikers H GroupBy
OWNER PRESET TOTALSC. | LAST SCANNED = SCANSLIST | ACTIONS
Project 5 admingcx CxServer Checkmarx Default 4 11/27/2017 6:04 PM & DRTO
Project & sdmin@ex CxServer Checkmarx Default 1 11/20/2017 3.01 PM 3 DET _j\
Project 1 (GitHub) admingex CaServer Checkman: Default 1 11/20/2017 2:56 PM & DEFTO
Project 4 sdmingex CxServer Checkmaex Defalt 1 11/20/2017 249 PM &) DPETO
Project 1 (Branch 2) CxServer Checkmarx Default 1 1172072017 241 PM 5] BETO
Project 2.1 CxServer Checkenarx Default 1 11/20/2017 227 PM &) DETO
Project 1.1 CxServer Checkmarx Default 1 11/20/2017 223 PM & DETO
Project 6.1 CuServer Chackmaex Default 1 11/20/2017 222 PM & DETO
Project 1 (8ranch 1) admin@cx CxServer Checikmarx Default 3 11/20/2017 219 PM G DETO
Project 2 (Jenking) admengex CxServer Checkmarx Default 2 10/17/2017 4:36 PM 3 DPFETH -~
< ‘l‘ 2 » » Page size: 10 v 12items in 2 pages
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|1_| Displays the project in the individual project path, for

example, Projects & Scans/View Project Scans/My Java
View Project Scans | projects.

Scan List

[:} A scan of the whole project. If the project is configured for
a local location, this will require uploading a zip file with

the updated source code.

Full scan
A scan of only new and modified files since the last
- previous scan.
>

A Incremental scan significantly shortens the
scan time, but it is not recommended for

Incremental scan . o
projects with significant amounts of changes.

Actions
e The Branch Project operation is similar to copy project, but
. it copies a different set of properties: Preset, Team and the
) Last scan from the source project with all results and
Branch Project remarks.
Duplicate Project creates a new project based on the
(- setting of an existing one. From the existing project it will
copy the following: Preset, Team, Exclusions, Scheduling,
Duplicate Project | pre-scan emails, Post-scan emails and Scan failure emails.
All Scans

All Scan results appear in a table with each row representing an individual scan result set. You
can manage the table, including sorting by Scan Date, Scan Complete date, Project Name,
or Risk Level Score.

5> ®© 0 0 0 0 O
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.- indicates a full scan
0- indicates an incremental scan

Each row of the scan results table includes a Risk Level Score and a risk indicator bar, showing
the overall risk calculation of all vulnerabilities found in this scan. Some of the other columns are:

o Initiator: The user who activated the scan

e Origin: The system from which the scan was activated

e LOC: The number of Lines of Code in the project

e Team: Team that the scan is assigned to

e Server Name: The CxEngine server that performed the scan

e Cx Version: The CxSAST version number at scan time.

o Comments: Indicates any comments maintained for the project, for future scans and for
instances that continue to be found.

e Access: Defines whether the scan is a private scan (not visible to others, but can be
viewed by immediate managers) or a public scan.

e Locked: Specific scans may be marked as “Locked” to avoid automated purging of
important scan data. Locked scans cannot be deleted.

e There are also additional available Actions.
If a scan was initiated for a non-local project (or, for an Incremental scan for a local project) with

no code changes since the previous scan, the Comments indicate that the scan was not actually
performed.

Selecting a scan in the table displays its details at the bottom of the window:

Ccmments

—Top S Vulnerabilities (High and Medium)}————————— — Risk Indicator

Last Update: 20/11/2017 02:55PM
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The Monitoring tab provides two graphical summaries of found vulnerabilities:
e The Top 5 High and Medium Vulnerabilities chart shows the five most common High
and Medium vulnerabilities found in this scan.

e The Risk Indicator chart represents the correlation between the severity and the
guantity of the results.

o Severity - Axis X (value between 0 and 100) is calculated according to the number
of High, Medium and Low severity results

o Quantity - Axis Y (value between 0 and 100) is calculated according to the
number of High, Medium and Low severity results

The Comments tab allows you to write comments on the scan results.

Monitoring

Scan triggered by admén. No code changes were detected

s

Update + Cancel X

Deleting Scans

To delete one or more scans:

1. Select the rows of the requested scans.

2. Click the Delete button. A prompt appears, requesting you to confirm the deletion
operation.

3. Click OK.

@ If the user does not have the authorization required for deleting scans, no scan will be
deleted.

If one or more of the scans is locked, a message appears indicating, for example, that only
2 of the 3 scans were deleted successfully.

Clicking the Export as CSV File [:':I options downloads the DeleteErrors.csv file, which
displays the details of the locked scans.

Unlocking all scans indicated in the report enables full deletion of the project.
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In Projects & Scans > All Scans, select two scans to compare.

Click the Compare Scans E|aoption. The Scans Compare screen is displayed.

Scans Compare

SCAN START
SCAN COMPLETE
SCAN RISK

Loc

FILES COUNT
PROJECT NAME
TEAM

PRESET

SCAN TYPE
SOURCE ORIGIN
SCAN COMMENT

ENGINE START TIME
ENGINE END TIME
SCAN QUEUED TIME
TOTAL SCAN TIME

SCANNED LANGUAGES

TOTAL RESULTS

LAST UPDATE

New Issues
Resolved Issves

Recurrent Issues

PREVIOUS SCAN

1172012017 7:20:47 PM
12012017 7:21:49 PM
55

6384

3

Project 5

CxServer

Checkmanx Default
Full Scan

N/A (Zip File)

117202017 7:20.47 PM
117202017 7:2143 PM
1202017 7:20:27 PM

0.00:01:40
Lanquage Hash Number Creation date
Common 01075298194102380 117202017 -
Cshap 1220742574124002 11202017
Javascript 0139595324901015 117202017 -
108
2011172017 07:21PM
i Resuits
Low info Total
370 0 552
20 0 109
0 0 0

- B B BEBE

112612017 3:52:41 AM
1112612017 8:54:48 AM
79

21403

23

Prosect 5

CxServer

Checkmarx Default
Full Scan

N/A (Zip Fie)

11262017 8.52:41 AM
112672017 85442 AM
11262017 8.52.22 AM
0000223

Language Hash Nurnber
Common 01075298194 10380
Java 0181425764607500

[
11202017
11202017

552

26/1172017 03:54AM

3

Click on the Results button in order to see a ‘file compare' showing the code differences in each
file, grouped by vulnerability/scan result.
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Scan Result Actions

Navigating the All Scans table

In the All Scans screen you can implement the following scan result actions.

ZCHECKMARX ‘ & & 5] admin admin
V8. Hi
860 [soLc] Proj - Users & Teams ~ Data Analysis © Logout
Projects & Scans / All Scans
(i Delete Compace Scans f e7s ] Group By
RIS AM COMM LOCKED | ACTION [
-] W2 127 ProjectS admin- WebPo_ 'commmcfusss” (79) 21403  CxSever Localh. 860  Attemp. Public QpEd @
® V26 117260 PropetS admin. WebPo. ‘semsmsssofumss™ (79) 21403 CxServer Localh. 860 Public ALpEd @
® 17200 11720/ ProjectS odmin. WebPo. ‘smmmefossms’ (35) 6864  CuSever Localh. 860 Public wEd @
@ 10720/ 11720/ Projectt odmin_ WedPo. ‘e’ (64) 6836  CxServer Localh. 860 Public Qs
) 1 11/20/. Project. odmin.. WebPo. ‘semesemn]” (100} 33594  CxServer Localh. 860 Public OQwEd @
® 11/20/.. 11720/ Project5 admin. WebPo. ‘escjusss’ (73) 18033  CxSever Localh. 860  Scantri. Public QEd @
® 14200 11/20).. Projectd admin. WebPo. memmmescjum” (79) 21403  CxServer Locolh. 860 Public QwEd (
2 V200 1200 Project. odmin. WebPo. ‘] (100) 23594  CxServer Locah. 860  Scanti. Public QpEd @
a 10720/ 120/ Project. admin. WebPo. ] (100) 87957  CxSever Locslh. 860 Public QwEs @ -~
4 4 l2 » » Page size: | 10 v 18 items in 2 pages
Column | Action Description
r Navigating Scan Results
Generating Scan Result
. |;|
Open Scan Summary
| +
E__]- Download Scan Logs

Viewing the Scan Summaries

To view the Scan Summary:

In Projects & Scans > All Scan, click the Open Scan Summary
window is displayed.

option. The Scan Summary
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® High L

Close v

The Scan Summary window includes the following scan information:

e Scan details table: Shows the scan start and finish dates, risk level, LOC (Lines of Code
in project), number of files, preset (query set), source origin, and comment.

e The Top 5 High and Medium Vulnerabilities chart shows the five most common high and
medium vulnerabilities found in this scan.

e The Pie chart shows the number of found vulnerabilities of each severity level as a
percentage of all found vulnerabilities.

e The Risk Indicator chart presents the scan status as combination of quantity and severity
of found vulnerabilities.

Click the Download Scan Logs 1-_-‘.option to download all server logs related to this scan.

(@ This action is available to CxSAST Administrators, SP Managers, Company Managers, and
Scanners.
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Navigating Scan Results

When viewing full Scan Results in the web interface, you can interactively navigate through the
results:

\bookstore\CategoriesGrid.cs ViewState_SortC...

152 ~

153 Y

154 i Categorles Shcuw begin 5

155 Categories_ssQL ToString

156 Categories_: sCountSQL =l

157 Y

igg string sbhere = "", sOrder = ""; SO

160 v

161 bool HasParam = false;

162

1e3 sOrder

164 T o e e e e v

165 // Build ORDER BY statement

166 e e S R e Categories_sSQL

167 sOrder = " order by c.name Asc" =

168 if(Utility. GetParam( Formcategorles Sortlng )53 Length>a&&‘IsPostBack) v

169 {VlewStatel; "SortColumn”]= Ut),l).ty GetParam(“FormCategories_Sorting"”);

170 ViewState[ "SortDir"]="ASC";} Categories_sSQL

171 if(ViewState["SortColumn™ ]'—null) sOrder = " ORDER BY " + ViewState["SortColumn”].ToString()+" "+ViewState["SortDir"].ToStrii =

172 Y

173 System.Collections.Specialized.StringDictionary Params =new System.Collections.Specialized.StringDictionary();

174 command

175

176 Y

177 v

178 ¢ > command

¥ Scan Restlts Severity - Method C. ries_CreateDataSource at line 151 of be \Categorie £s gets user input from lhen ﬂowsmmugh the
code wnhom bemg ptoper\y saniti zed or vall nda(ed and se-enmaly used macaxabase query in method

s. This
¥ CShamp may enable an SQL Injection attack

*@® High m Graph @ Codebashing
®
0] SQL Injection (25 Found) ( )  ResultState W o/ ResultSeverity W ¢/ AssigntoUser W / Comments L Save Scan Subset 2 & Y Fites {8 GroupBy O
+ | Destination F Destination Filename | Destination| Destina

> ; Medium ‘ d ‘ Direct Link l Status ‘ Source Folder ‘ Source Filename ‘ Source Line i Sou

P Low 1 & New \book CategoriesGrid... 171 i S Categori ]
> Info 2 &’ New \book C: iesGrid m iewState_.  \book CategoriesGrid.cs 217 ccommand
¥ JavaScript 3 £ New \book C: iesGrid... 171 Vi . \book CategoriesGridcs 215 command
o Low 4 ' New book C: iesGrid... 171 f _. \book CategoriesGrid.cs 217 ccommand
Clent Insuficlent: Chckacking - Prot: [ & New \bookstore EditorialCatGrid.. 171 ViewState_.  \bookstore EditorialCatGrid.cs 215 command
¥ "] " TR P W ST T Te o YR Evi iinania e O
4 || < 1717‘ 23| »o|| > Page size: | 10 v 2§items in 3 pages

The interface includes four panes with different levels of information. You can drill down from a
comprehensive list all the way down to the actual code elements, by moving through the panes in
the following order:

Queries (lower-left pane) - Each item in the list is a specific type of vulnerability for which

CxSAST queries the scanned code, with the number of found instances of that vulnerability. The
queries are sorted by code language, category, and severity.
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Severity v I

¥ ® High

Command_Injection (5 :Found) (?)

Reflected_XSS_All_Clients (225 : Found) (?)

ONONONONONO!

Second_Order_SQL_Injection (4 :Found) (?)
SQL_Injection (72 :Found) (?

Stored_XSS (70 : Found) (?

XPath_Injection (4 : Found) (?)
Medium
v Low

Authorization_Bypass_Through_User_Controlled_
b 4

e —

(0,0
Clicking (“ J ) takes you to the Codebashing™, our interactive learning platform, where you
can learn about code vulnerabilities, why they happen, and how to eliminate them. Once there,
select a tutorial and start sharpening your skills.

(D Codebashing™

Codebashing provides developers with a new in-context learning platform that sharpens the
skills they need to fix vulnerabilities and write secure code. This new approach makes
AppSec learning an engaging experience, more effective, with a fast learning curve.

Codebashing is currently available as a free limited edition to all users. This version includes
a free edition of Codebashing covering:

e Lessons: SQL Injection (SQLi), Cross-site scripting (XSS), XML Injection (XXE)
e Languages: Java, .Net, PHP, Node.JS, Ruby, Python

The full and paid version will include over 20+ lessons and additional languages:

e Lessons: Session fixation, Use of insufficiently random values, Reflected XSS,
Command Injection, DOM XSS, Directory (Path) Traversal, Privileged Interface
Exposure, Leftover Debug Code, Session Exposure in URL, User Enumeration,
Horizontal Privilege Escalation, Vertical Privilege Escalation, Authentication
Credentials in URL, Cross Site Request Forgery (POST), Cross Site Request Forgery
(GET), Click Jacking, Insecure URL Direct.

e Languages: Scala, C/C++.
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Clicking ( ?) displays comprehensive information about this vulnerability type, including risk
details, a description of the cause and mechanism, recommendations for avoiding the
vulnerability and source code examples.

The Severity drop-down list provides the following methods for displaying the detected
vulnerabilities:

e Severity - displays application security risks (vulnerabilities) by severity (High, Medium
and Low)

e OWASP Top 10 2017 - displays the vulnerabilities associated with categories (Al to A10)
that appear in the list of the 10 most serious risks, as defined by OWASP (Open Web
Application Security Project). All vulnerabilities that do not fall into any of the OWASP
Top 10 2017 categories are grouped under un-categorized.

e OWASP Top 10 2013 - displays the vulnerabilities associated with categories (Al to
A10) that appear in the list of the 10 most serious risks, as defined by OWASP (Open
Web Application Security Project). All vulnerabilities that do not fall into any of the
OWASP Top 10 2013 categories are grouped under un-categorized.

o PCI - displays the vulnerabilities associated with categories (DSS v3.2), as defined by
PCI (Payment Card Industry). All vulnerabilities that do not fall into any of the PCI
categories are grouped under un-categorized.

o FISMA - displays the vulnerabilities associated with categories (2014), as defined by
FISMA (Federal Information Security Modernization Act). All vulnerabilities that do not
fall into any of the FISMA categories are grouped under un-categorized.

e NIST - displays the vulnerabilities associated with categories (SP 800-53), as defined by
NIST (National Institute of Standards and Technology). All vulnerabilities that do not fall
into any of the NIST categories are grouped under un-categorized.

e Custom - a user-defined method for rating the security levels. Using the Custom method
requires integrating the user's severity rating method with CxSAST. For more details,
please contact Checkmarx support.

The following images show the Severity drop-down list opened after selecting OWASP (2017 or
2013) and PCI for the first, second and third image, respectively.

Page 177


mailto:support@checkmarx.com

¥ ScanResults | OWASP Top 102017 ¥

¥ Java

¥ Aft-Injection

P ® Command_Injection (5: Found) (2)

8 s ineston 1 Found) () |

(® XPath_Injection (4 :Found) (2)

A\ Download_of_Code_Without_Integrity_Check (6 : Found) (?)
I~ A HTTP_Response_Splitting (10 : Found) (2)
: /\ ReDoS_From_Regex_Injection (1:Found) (?)
i~ P Biind_SQL_Injections (48 Found) (?)

1 [ Heuristic_SQL_Injection (4 : Found) (?)

" P Stored_Code_Injection (1: Found) (2)
P A3-Sensitive Data Exposure

P A5-Broken Access Control

¥ Scan Results OWASP Top 10 2013 vi

¥ Java
| ' A1-Injection
i (® Command_lInjection (3:Found) (?)
B Sai_ecton (1:Foun) () |
(® XPath_lnjection (4 :Found) (?)
/\ ReDoS_From_Regex_Injection (1 :Found) (?)
2 [* Blind_SQL_lInjections (48 : Found) (?)
| Heuristic_SQL_Injection (7 : Found) (?)
[» Stored_Code_Injection (1:Found) (?)

‘ A2-Broken Authentication and Session Management
l? A3-Cross-Site Scripting (XSS)

:? Ad-Insecure Direct Object References

t? A5-Security Misconfiguration
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¥  ScanResults | PCIDSS v3.2 v

¥ Java
R PCIDSS (3.2)-6.5.1 - Injection flaws - particularly SQL injection
= (® Command_lInjection (3 :Found) (?)
W sa_ricion 71 -Found) () |
|“® XPath_Injection (4 :Found) (2)
Parameter_Tampering (4 : Found) (?)
Privacy_Violation (26 : Found) (?)

ReDoS_From_Regex_Injection (1 :Found) (?)

PP ®

Blind_SQL_lInjections (48 : Found) (?)
i P Heuristic_SQL_Injection (7 :Found) (?)
‘ Stored_Code_Injection (1 :Found) (?)
’ PCIDSS (3.2)-6.5.3 - Insecure cryptographic storage

* PCIDSS (3.2)-6.5.4 - Insecure communications

The following images show the Severity drop-down list opened after selecting FISMA and NIST
for the first and second image, respectively.

¥ ScanResults | FISMA 2014 v
" Java
. b Access Control
b Audit And Accountability
* Configuration Management
* Identification And Authentication
P Media Protection
-

System And Information Integrity

@ Reflected_XSS_All_Clients (210: Found) (?)

RO, SaL Injection (71 : Found) ( )
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¥ ScanResults | NIST SP 800-53 v

v

e
@

va
AC-3 Access Enforcement (P1)

SC-13 Cryptographic Protection (P1)

SC-23 Session Authenticity (P1)

SC-28 Protection of Information at Rest (P1)
SC-4 Information in Shared Resources (P1)
SC-5 Denial of Service Protection (P1)

SC-8 Transmission Confidentiality and Integrity (P1)

e e e g g

SI-10 Information Input Validation (P1)

-~ (® Command_Injection (3: Found) (?)

MO, SQL_Injection (71 Found) ( )

L@ XPath_Injection (4 : Found) (?)

; /\ Download_of Code Without Integrity Check (6: Found) (?)

Select a query to view found instances in the Results pane:

Results (lower-right pane) - Displays the found instances of the query that is selected in the
Queries pane in the following two formats:

e Graph (right tab in Results pane) - Graphical display of first and last code elements of
each found instance, with the relationships between them.

Resuhs (3) codevashing

V. RestState ¥V ReshtGeveity ¥ o/ Assgntolser w7 Comments Graph Type: ® Full Graph Key Nodes {* Ends [ G G O ' Show related data flows ® Show not exploitable flows
VeeSute e VS tet. e ten e Baa ot Vewareton. Vet tant. VieaSios S Vet Vasbeetan. Ve D tan e Tet T
T Taaterp oy Teaws Ty Teawg v ] e s n
B = B ESE == o
sl e e e sl

@ Inthe CXxSAST IDE plugins, the Graph pane displays full paths of the code
elements that constitute the found instances, with the relationships between them.
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Results (left tab in Results pane) - Tabular list of found instances and details. The
highlighted instance's code element details appear at the top. You can navigate the results
using pagination controls.

Method i a1 line 151 of book gets user input from the V element. This element’s vaiue then flows through the code without being propesly sanitized of validated, and is eventually
Us: d N a database query in meth atline 151 of This may enabie an SQL Injection attack
m Graph {®9) Codebashing

V ResultState ¥ o/ ResultSereity ¥ o/ AmigntoUser ¥ ¢ mm 4 i) ors 45

1 & New \bookstore  CategoriesGrid.cs m ViewState_SortColumn \bookstore CategoriesGrid.cs 25 command ToVerify  High

2 J;) New \bookstare CategoriesGrid.cs m ViewState_SortColumn \bookstore CategoriesGrid.cs 27 ccommand To Verify High

3 o’ New \bookstore  CategoriesGrid.cs m ViewState_SortDir \bookstore CategoriesGrid.cs 215 command To Verify High

4 [ New \bookstore  CategoriesGrid.cs m ViewState_SortDir \bookstore CategoriesGrid.cs 27 ccommand ToVerify  High

5 C New \bookstore  EditorialCatGrid.cs m ViewState_SortColumn \bookstore EditorialCatGrid.cs 215 command To Verify High

6 ¢ New \bookstore  EditorialCatGrid.cs m ViewState_SortColumn \bookstore EditorialCatGrid.cs a7 ccommend ToVerify  High

4 fil23 >  » Pagesize: 10 ¥ 25items in 3 pages

Select an instance node (Graph tab) or an instance check-box (Results tab) enabling you to
change the following states (user permission dependent):

Results State - useful for disregarding false positives or just for planning what issues to handle

To Verify (default) — instance requires verification (i.e. authorized user)

Not Exploitable — instance has been confirmed as not exploitable (i.e. false positive).
Instances defined with this state are not represented in the scan summary, graph, reports
or dashboard, etc.

@ Depending on your user permissions you may not be able to select the "Not Exploitable™
state. If this is the case select the “Proposed Not Exploitable” state and then escalate the
instance to an authorized user for confirmation.

Proposed Not Exploitable — instance has been proposed as not exploitable (i.e. potential
false positive). Instances defined with this state are represented in the scan summary,
graph, reports or dashboard, etc. until such a time that the state is changed to “Not
Exploitable”

Confirmed — instance has been confirmed as exploitable and requires handling

Urgent — instance has been confirmed as exploitable and requires urgent handling

@ It is also possible to customize result states to your own preferences. Contact Checkmarx
customer support for more information.
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Result Severity (High, Medium, Low and Info) - useful for defining the priority level of the
selected issue.

@ When the state of an instance is changed (i.e. to Not Exploitable), all other instances
with same similarity ID are automatically marked with the newly changed state. A
popup window is displayed (if enabled) listing all the affected instances including
the project name, scan date and a direct link to the affected instance.

Assign to User - useful for planning who should handle the selected issue.

Click Comments to add a comment to an instance. This metadata is maintained for the project
when performing future scans and for instances that continue to be found.

Click Save Scan Subset for selected instances to appear in the results list as an independent
result set.

Click the link to obtain a URL to this results interface with the instance immediately selected.

Path (upper-right pane) - Displays the full path of code elements that constitute the vulnerability
instance that is selected in the Results pane. This path represents the full attack vector for the
vulnerability instance.

Select an instance in the Results pane (Results or Graph tab) and view its attack vector in
the Path pane.
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(@ The Number of Nodes column in the Results panel provides the number of nodes in
the attack vector provided by each result. Sorting, filtering and grouping options are
available. This column is disabled by default and can be made available from the
Columns selection tool.

Select a code element in the Path pane to view it in its code context, in the Source Code pane
(see below).

Source Code (upper-left pane): Displays the source code files.

[ 7 \WebGoaiS_O_SZG10_inesUavaSouroe\org\owasp\weogoai\lessans\comndln)edmn.java WebGoat5_0_32618_lines\JavaSource\orglowaspiwebgoattinExec java

private final static String HELP_FILE = “"HelpFile";

private String osName = System.getProperty(“os.name");

50
o
58
59
61
-

protected Element createContent(WebSession s)
7

‘lemnt(o'\talncr‘ ec = nw Elerrent(awtame ();
boolean illegalCommand = s.isl DefuseOSComands()

72 Er’

74 String helpFile = s.getPars er() getRanParameter (HELP_FILE,

S Auth ica 3

77 if (5.isDefuse0SCommands()

78 &8 (helpFile.indexOf('i') « =1 || helpFile.index0f(';') != -1))
80 int index = helpFile.index0f('&');

81 if (index == -1)

82

83 index = helpFile.index0f(';');

85 xndex = index + 1;

86 int helpFilelen = helpfile. length(\ =1 subtract 1 for the closing quote
87 Sys tcn o t.println("Comn: [

88 helpFile,substrin , helpFilelen).trim()

89 - .tolowerCase

99 if ((osName.indexOf( = -1 88 (helpFile.substring(

91 xndex helpFileLen) trim().tolowerCase().equals(

92 “ne )

93 helpF ‘e subs r).ng(‘nde\: helpFileLen).trim()

94 })

95

Highlights the code line containing the element that is selected in the Path pane.

(© When using the CXSAST IDE plugins you can immediately fix the code in place!
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Scan Results Example

The following is an example of scan results showing an SQL Injection vulnerability.

ViewState_SortC.
150
151 ICollection editorial_categories_CreateDataSource() { Y
152
153 ToString
154 // editorial categones Shw begin
155 editorial_categories_sSQL Y
156 editorial « _categories_ sCountSQL b
157 sOrder
158 string sbhere = "", sOrder = "";
159 A
160
161 bool HasParam = false; sOrder
162
163 p v
}gg ;; Bu X editorial_categori...
166 == v
167 sOrder = " order by e.editorial cat _name Asc"
168 if(utility. GetParam( Formeditorial categor1e5 Sortmg )- Length>a&&‘IsPostBack) edibiil calegon
169 {V1ewState|: "SortColumn” ]—Ut111ty GetParam("Formeditorial categories_Sorting”); Learaut.
170 ViewState| "SortDir"]="ASC"; M
171 if(viewState[" SortColumn"]'vnull) sOrder = " ORDER BY " + ViewState["SortColumn”].ToString()+" "+ViewState["SortDir"].ToString(}
172 command
173 System.Collections.Specialized.StringDictionary Params =new System.Collections.Specialized.StringDictionary();
174 v
175
176 command
177
178
2l Y et v e
180 // Build base SQL statement v
181 ¢ 5
¥ Scan Results | OWASP Top 102017 v Manade - clemen s cle

code withe proper| e atline 151 of b
!
¥ Cshap may enable an SQL Injection attack.

Graph Codebashiny
¥ Afl-njection m @9 .
0] SOL_injection (27: Found) ( ) V ResuliState ¥ o ResultSeverity ¥ o AssigntoUser w 7 Comments | Save Scan Subsst T i)

Blind_SQL_lInjections (2 : Found) (?) | Souw Source Filename ect ‘ D esinaion Destiont
¥ A2-Broken Authentication [ & New  \bookstore CardTypesGri. 169  ViewState_SortColumn \bookstore  CardTypesGrid.cs command 204 ToVerify High =
Session_Fixation (5: Found) (?) O 2 & New  \bookstore CardTypesGri. 169  ViewState_SortDir \bookstore ~ CardTypesGrid.cs command 204 To Verify  High
¥ A3-Sensitive Data Exposure »J s & New  \bookstore CategoriesGri.. 171  ViewState_SortColumn \bookstore  CategoriesGrid.cs command 215 To Verify  High
AS-Broken Access Control O 4 & New \bookstore CategoriesGri.. 171  ViewState_SortColumn \bookstore  CategoriesGrid.cs ccomma.. 217 To Verify  High
¥ A6-Securlty Misconfiguration O s & New \bookstore CategoriesGri.. 171  ViewState_SortDir \bookstore  CategoriesGrid.cs command 215 ToVerify  High
b AT-Cross-Site Scriping (XSS) 06 & New \bookstore CategoriesGri.. 171  ViewState_SortDir \bookstore ~ CategoriesGrid.cs ccomma.. 217 To Verify  High
P Uncategorized
[JoSZ: & New \bookstore EditorialCatGr 171  ViewState_SortColumn \bookstore  EditorialCatGrid... command 215 To Verify  High
[ - L\ WO SR TV T SRR £ MR /PO VI SR SO0 R OO T W -5 P o7 3 RPN "7 ToVlacih  Uink T
4 < \?' 23|» 4 Page size: 10 v 27 items in 3 pages

Briefly, an SQL_Injection vulnerability exists when user input is used in the syntax of an SQL
query. Since those inputs could be interpreted as SQL syntax rather than user input, a user could
manipulate the input in such a way as to alter query logic, potentially bypassing security checks
and modifying the database, including execution of system commands.

The Queries pane (bottom-left) shows that 27 instances of the SQL_Injection vulnerability were
found.
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¥ Scan Results | OWASP Top 10 2017 v

¥ CSharp

¥ Ai-injection

Blind_SQL _Injections (2: Found) (?)

¥ A2-Broken Authentication

> A3-Sensitive Data Exposure r
> A5-Broken Access Control

b A6-Security Misconfiguration

#-  A7-Cross-Site Scripting (XSS)

Uncategorized

)
Clicking (€~ J ) takes you to the Codebashing, where you can learn more about the selected
vulnerability, why it happens, and how to eliminate it.

 Codebashing™

Codebashing provides developers with a new in-context learning platform that sharpens
the skills they need to fix vulnerabilities and write secure code. This new approach makes
AppSec learning an engaging experience, more effective, with a fast learning curve.

Codebashing is currently available as a free limited edition to all users. This version
includes a free edition of Codebashing covering:

e Lessons: SQL Injection (SQLi), Cross-site scripting (XSS), XML Injection (XXE)
e Languages: Java, .Net, PHP, Node.JS, Ruby, Python

The full and paid version will include over 20+ lessons and additional languages:

e Lessons: Session fixation, Use of insufficiently random values, Reflected XSS,
Command Injection, DOM XSS, Directory (Path) Traversal, Privileged Interface
Exposure, Leftover Debug Code, Session Exposure in URL, User Enumeration,
Horizontal Privilege Escalation, Vertical Privilege Escalation, Authentication
Credentials in URL, Cross Site Request Forgery (POST), Cross Site Request Forgery
(GET), Click Jacking, Insecure URL Direct.

e Languages: Scala, C/C++.
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Clicking (?) displays full general information for the SQL _Injection, including risk, cause and
recommendations with code examples.

Cx Description

tog-) CONFUSED ABOUT SQL INJECTION

SQL_Injection

Risk
What might happen

An attacker could directly access all of the system’s data. Using simple tools and text editing, the attacker would be able to steal any sensitive information stored by the system (such as personal user
details or credit cards), and possibly change or erase existing data.

Cause

How does it happen

The application communicates with its database by sending a textual SQL query. The application creates the query by simply concatenating strings including the user's input. Since the user input is
neither checked for data type validity nor subsequently sanitized, the input could contain SQL commands that would be interpreted as such by the database.

General Recommendations

How to avoid it

1. Validate all input, regardless of source. Validation should be based on a whitelist: accept only data fitting a specified structure, rather than reject bad patterns. Check for:

Selecting a specific instance of the vulnerability in the Results pane (bottom, center and right)
displays the instance's code details at the top of the pane, and displays the path of component
code elements in the Path pane (top-right). The Path pane shows all the code elements leading
from the user input to the SQL query. Selecting each element in turn displays and highlights the
element in the code context in the Source Code pane (top, left and center). The vulnerability
needs to be eliminated somewhere along that path.
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Generating Scan Result Reports

You can generate a report containing detailed scan results, in any of the following formats:
PDF (default), RTF, CSV or XML.

To generate a scan results report:

In the All Scans table (for all projects or for an individual project), click Create Report
The report settings are displayed.

~——_ Report Data Settings |
1_QueryResult {_Result Severity | 1_Assignto User
¥ . m = @ All - @ Al

@ (® High ¥ admin admin (admin@cx)

@ A\ Medium

v Low
v

~—— ResultState |——— ~— Categories |——

¥ m /A Medium 2 Al 7L vE Al
wa ¢ To Verify P @ OWASP Top 10 201
e ¥ Not Exploitable > i OWASP Top 10
- ¥ Confimmed P W PCIDSSV32

~— Report Format |

fMeror Erorr @ ocv Boxm

Executive summary only

Generate Report &/ | Changetemplate P | Cancel X

Filter results for the generated report and select the report file format.
By default, all categories are selected to be included in the report.

To customize categories:

Go to the relevant group under the Categories section, click the group to expand it and clear the
vulnerabilities that you do not want to display in the report, as shown below.
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— Categories |

¥ @ OWASP Top 10 2017
M Ai-Injection

B A2-Broken Authentication

A3-Sensitive Data Exposure

If these changes are only relevant for a specific need and do not need to be saved as a different
template, click Generate to generate the report (see below). Otherwise, follow the procedure
below to save the modifications you make as an updated report template.

To change the report template:

Select Change template. The template setting are displayed.

Project Name
Scan Start
Preset

Scan Time
LoC

Scanned Files
Report Date

\

~—{ Report Cover Page |

1

New

5/21/2017 3:10:19 PM
Checkmarx Default

00:03:35
33594
189

6/19/2017 4:55:03 PM

Add

¥ Link to scan results
¥l Team

@) Checkmarx version

¥ Source Origin
¥ Density

) Scan Comments
¥l Scan Type

‘i General I

\#| Display Categories
¥ Language Hash Number
¥ Executive Summary
| Scanned Queries
| Scanned Files
¥} Vulnerability Description

® Inreport *As defoult Organization description (if exists) will disployed os external link

_) As extemnal link

~—1{  Result Details }

| Result Description

| Assign to User

) Comments

@ Link to the resuit

| Show Code Snippets

¥ Limit resuits to | 50

@ Source And Destinations Snippets

O Full Data Flow Snippets

v

I-) Save as defauit

Select which details should be presented on the report cover page, in the report itself and what
details to show for each result.
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Select the Save as default check-box to save the modified template as the default report
template.

Click Back and review all settings you defined.
Click Generate Report. The report starts generating.

The exclusions that were made are displayed on the Filter Setting section at the beginning of the
PDF file, as shown below.

Filter Settings
Severity
Included: High, Medium, Low, Information
Excluded: None
Result State
Included: Confirmed, Not Exploitable, To Verify, Urgent, Proposed Not Exploitable
Excluded: None
Assigned to
Included: All
Categories
Included:
Uncategorized All
Custom All
PCIDSS v3.2 All
OWASP Top 10 2013 All
FISMA 2014 All
NIST SP 800-53 All
OWASP Top 10 2017 All
Excluded:
Uncategorized None
Custom None
PCIDSS v3.2 None
OWASP Top 10 2013 None
FISMA 2014 None
NIST SP 800-53 None
OWASP Top 10 2017 None

Parameters that were selected to be displayed will appear in the report even if none of these
parameters (for example, OWASP A-6 category) were detected in the scan, in which case they
will appear with the count "0".

The OWASP (2017 & 2013), PCI, FISMA and NIST summary sections in the scan report
include a column named Best Fix Locations, which indicates the number of locations in the flow
map that have been found as the best locations to fix the issues that belong to the selected
category (for example, Al-Injection).
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Scan Summary - OWASP Top 10 2017

Further details and elaboration about vulnerabilities and risks can be found at: QWASP Top 10 2037

Threat ... Weakness Weakness Technical Business Issues  Best Fix
t loitabili o5 &
Sategory. Agent EROOiny Prevalence Detectability Impact Impact Found Locations

Sl-Wjection Specific CoMMO Specific s s
A2-Broken App. App. 0 0
Authentication Speific Specific
A3-Sensitive App. App. 3 3
Data Exposure®  Speific Specific
A4-XML External App, App, 0 0
Entities (XXE) Speific Specific
AS-Broken App. App. 13 3
Access Control* Spexific Specific
AB-Security
?Msconﬁgumm Specific Specific 73 73
A7-Cross-Site App. App. 10 4
Scripting (XSS) Spexific Specific
AB-insecure App. App. 0 0
Deserialization Specific Specific
A9-Using
Components App. App. 0 0
with Known Specific Specific
Vulnerabilities*
Al10-Insufficien
Logging & l s:f:ﬁc s:«p?ia: 0 0
Monitoring

* Project scan results do not include all relevant queries. Presets and\or Filters should be changed to include all relevant standard queries.
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Scan Summary - OWASP Top 10 2013
Further details and elaboration about vulnerabilities and risks can be found at: QWASP Top 10 2013
et Threat Attack Weakness Weakness Technical Business Issues  Best Fix
Category Agent  Vectors Prevalence Detectability Impact Impact Found Locations
EXTERNAL,
Al-Injection® INTERNAL ALL DATA 8 51
ADMIN USERS
e son | EXTERNAL AFFECTED
S INTERNAL DATA AND 48 48
295l Sh%H00 USERS FUNCTIONS
Management*
; EXTERNAL, AFFECTED
:ﬁc- 'mbsc‘;;) INTERNAL, DATA AND 10 4
peing ADMIN USERS SYSTEM
Loy shicovrad SYSTEM EXPOSED
Direct Object ithay DATA 0 0
References
AS-Security EXTERNAL,
ALL DATA
Misconfiguration  INTERNAL, 73 73
. ADMIN USERS JANG SYSTEM
EXTERNAL,
s INTERNAL
B Sesive o ADMIN  DIFFICULT UNCOMMON iz 3 3
EXposUe®  \ycers, USERS
BROWSERS
A7-Missing EXTERNAL, EXPOSED
Function Level INTERNAL DATA AND 1 2
Access Control* USERS FUNCTIONS
AB-Cross-Site USERS AFFECTED
Request Forgery OWSERS DATA AND 36 35
(CSRF) " FUNCTIONS
A9-Using EXTERNAL
Cosmpmnmts USERS - :::ﬂ% 0 0
with Known AUTOMATED ) S
Vulnerabilities* TOOLS
A10-Unvalidated S AFFECTED
Redirects and SRS DATA AND 2 24
Forwards FUNCTIONS
* Project scan results do not include all relevant queries. Presets and\or Filters should be changed 10 include all relevant standard g
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Scan Summary - PCI DSS v3.2

Category

PCIDSS (3.2) - 65.1 - Injection flaws - particularly SQL injection

PCIDSS (3.2) - 65.2 - Butfer overflows

PCI DSS (3.2) - 6.5.3 - Insecure cryptographic storage*
PCI DSS (3.2) - 6.54 - Insecure communications®
PCIDSS (3.2) - 65.5 - Improper error handling®

PCI DSS (3.2) - 6.5.7 - Cross-site scripting (XSS)

PCI DSS (3.2) - 65,8 - Improper access control*

PCI DSS (3.2) - 659 - Cross-site request forgery

PCI DSS (3.2) - 65.10 - Broken authentication and session management

Issues
Found

24

Best Fix
Locations

* Project scan results do not include all relevant gueries. Presets and\or Filters should be changed to include all relevant standard queries.

Scan Summary - FISMA 2014

Category

Access Control*

Audit And Accountability*

Identification And Authentication®

Description

Organizations must limit information system access
to authorized users, processes acting on behalf of
authorized users, oc devices (induding other
information systems) and 10 the types of
transactions and functions that authorized users are
permitted to exercise.

Organizations must: (i) create, protect, and retain
information system audit records to the extent
needed to ensble the monitoring, analysis,
investigation, and reporting of unlawful,
unauthonized, or inappropriate information system
activity; and (ii) ensure that the actions of individual
information system users can be uniquely traced to
those users $o they can be held accountable for

their actions.
Organizations must: (i) establish and maintain
b h C«‘@' { oiﬂd' C d

organizational information systems (induding
hardware, softy 6 and documentation)
throughout the respective system development ife
cydes; and (i1) establish and enforce security
configuration settings for information technology
products employed in organizational information
systems.
users, processes acting on behalf of users, or
devices and authenticate (or verify) the identities of
those users, processes, Or devices, 3s a prerequisite
to allowing access to organizational inf i
systems.
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Scan Summary - NIST SP 800-53
Category Issues Best Fix
Found Locations

AC-12 Session Termination (P2) 0 0
AC-3 Access Enforcement (P1)* 71 62
AC-4 Information Flow Enforcement (P1) 0 0
AC-6 Least Privitege (P1) 0 0
AU-9 Protection of Audit Information (P1) 0 0
CM-6 Configuration Settings (P2) 0 0
IA-5 Authenticator Management (P1) 0 0
IA-6 Authenticator Feedback (P2) 0 0
IA-8 [dentification and Authentication (Non-Organizational Users) (P1) 0 0
SC-12 Cryprographic Key Establishment and Management (P1) 0 0
SC-13 Cryptographic Protection (P1) 0 0
SC-17 Public Key Infrastructure Certificates (P1) 0 o
SC-18 Mobile Code (P2) 0 0
SC-23 Session Authenticity (P1)* 2 1
SC-28 Protection of Information at Rest (P1)* 24 24
SC-4 Information in Shared Resources (P1) 3 3
SC-5 Denial of Service Protection (P1)* 71 47
SC-8 Transmission Confidentiality and Integrity (P1) 0 0
SI-10 Information Input Validation (P1)* 109 75
SI-11 Error Handling (P2)* 73 73
Si-15 Information Output Filtering (PO) 10 B
SI-16 Memory Protection (P1)* 0 0

* Project scan results do not include all relevant queries. Presets and\or Filters shoukd be changed to include all relevant standard queries.

The Best fixed location is an absolute number that cannot be filtered and always displays all of
the values. As a result, it is quite probable that while in effect the number of vulnerabilities far
exceeds the number of best fix locations for a specified category (for example, 8000 and 600
respectively), the filtered report may display 350 issues and 300 best fix locations.
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Comparing Scan Result Sets

You can now compare the results of two scans in separate projects. CxSAST provides a
summary of differences, and an interactive interface similar to the interface for results of single
scan.

To view a comparison, select two rows in the table and click Compare Scans.

The following message is displayed when comparing scans from different projects: "You are
about to compare scans from different projects, results might reveal significant differences”

@ You are about to compare scans from different
projects, results might reveal significant differences

ok ' cancel X

A comparison summary is displayed:

SCAN START 10/31/2014 6:36:15 AM 11/5/2014 4:35:22 PM

SCAN COMPLETE 10/31/2014 9:22:06 AM 11/5/2014 4:36:54 PM
SCAN RISK 100 100

Loc 476732 8824

FILES COUNT 7290 3

PRESET All All

SCAN TYPE Full Scan Full Scan

SOURCE ORIGIN NIA (Zip File) NIA (Zip File)

SCAN COMMENT

SERNES PR CRR G
JavaScript 1417576165015675 | 10/30/2014 JavaScript 1417576165015675 | 10/30/2014 -
Per 1375794499014496 | 10/30/2014 VbScript 0349520356141062 | 10/30/2014
VbScript 0349820356141062 | 10/30/2014 ASP 1912797022324825 | 10/30/2014 *
TOTAL RESULTS 11704 173

2000 10580 | | Previous scan

137 32 4 0 173

New Issues A
_nono | Mew Scan
Resolved Issues 245 578 10580 301 11704 8000
4000
| Results @ 2000 4 oysya 578 4, 4 301 g
0 — = J——
High Medium Low Info

E
<
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The comparison summary includes:

The scan details table, showing the scan start and finish dates, risk levels, LOC (Lines of
Code scanned), number of files, query set, source code origin, comments, code language
details (including unique identifier and date of last change to the language queries), and
total vulnerabilities found.

The bottom-left table displays changes from the earlier scan to the newer one, in
number of issues of each severity level:

o New Issues: Issues that were found only in the newer scan
o Resolved Issues: Issues that were found only in the older scan
o Recurring Issues: Issues that were found in both scans

The bottom-right chart graphically compares the number of found vulnerabilities in both
scans, for each severity level.

To view a code comparison, at the bottom-left of the above summary window, click Results. A
code comparison is displayed:

\B5 Small\BS\Login jsp.java \BS Small\BS\ShoppingCart jsp.java "‘.‘“

Scan 2/13/2014 11:13:47 &M Results Scan 2/13/2014 10:16:35 AM Results Y
IV ApANLUH A Aaleav (] IV ApANLUNp AT LdiieAv )y
46 4
4 'y ‘ &
483ultSet openrs(java.sql.Statement stat, String 483ultSet openrs(java.sql.Statement stat, String Y
493esultSet rs = stat.executeQuery(sql); 493esultSet rs = stat.executeQuery(sql); )
303); 303);
1 51 B
52 52 Y
331Up(java.sql.Statement stat, String table, Str: 53¢Up(java.sql.Statement stat, String table, Str:
54 nnnectinn connl = mall: 54 nnnectinn connl = moll:

RV el openrs
34 €1 55
v ResutStte v | ¥ ResitSevrty v ¥ Asigntolser v/ Comments 8 Y fites @ Goply §
' ? ! ]
i }Quewr-iamel ResurtSta!u%? Source Fcldai Source Fibensl Source Line | Source Objeq Destination Ft Destination Fi Destination L{ Destinafion O] Resut State ResuttSever‘rj Assigned Us¢ Comments
INEEEEEEEE RSN .

| A Second,. Fixed  BSSmall. Loginjs. 49 eeecute,  BSSmall.  Shoppin.. 49 il ToVerfy  High /
U A Stored XS5 B Small.. Loginjs. 49 ececute,  BSSmall.  Mylnfoj., 736 prnt ToVerfy ~ High J
| 2 Stored XS BSSmall.. Loginjs. 49 ececute,  BSSmall.  Logings., 18 pint  ToVerfy  High /
) B Sored XS5 New  BSSmall. Loginjs. 49 eccte.,  BSSmall.  Shoppin., 843 print ToVerfy ~ High J
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Dashboard Analysis

In this section:

e Data Analysis
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Data Analysis

The Data Analysis page displays a summary analysis of multiple projects. The data can be
presented in several predefined configurations, and you can create your own tables.

To view the data analysis window:

1. Click Data Analysis. The Data Analysis window is displayed.

2CHECKMARX (% @ & 72} & e @
Vv8.8.0 [sDLC]

Dashboard ~ Projects & Scans ~ Management ~  Users & Teams ~ s My Profile Codebashing Services & Support

Data Analysis

L Template Basic ¥ | Time range | Past month ¥ | Chart Type Bar v ViewMode B (@B O
Y Filter Area = Column Area High Medium Low
[ Team Name || [ Resutseveriy v Blect i (CXpeciens) 36 23
- =i “| | Project 2 (CxTechDocs) 3 143
|| Query Name |
‘ Project 3 13 143
I Scan Date ‘ s = =
|| scan Time | ¢
[
5 Row Area 2. Data Area
|| ProjectName A Result Quantity
I Lientivecds
] Defer Layout Update
Inciude Not Explaitable
w01 B I Project 1 (CxTechDocs)
] [l Project 2 (CxTechDocs)
350 - [ Project 3
1 [l sdrs
300 |

250 +
200 -
150 -

100

admin admin
(') Logout

In Template, select one of the following table configurations:

¢ Project Status: Displays data for most recent projects
o High & Medium: Displays data for projects with High or Medium severity

o Last week OWASP Top 10: Displays all projects last week results for OWASP Top
10 queries

¢ Basic: Create a pivot table from scratch. Drag and drop the relevant tab from
Filter area to Column, Row or Data area
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Y Filter Area F75] Column Area

| Team Name | Result Severity &

’ Scan Date

\
‘ Query Name B i
|
|

‘ Scan Time

5] Row Area 2. Data Area

‘ Project Name A ‘ | Result Quantity

[] Defer Layout Update Update
Include Not Exploitable

Filter parameters by selecting Defer Layout Update to disable filtering.
Decide whether to Include result instances that have been marked as Not Exploitable.

Use the top bar to alter the Chart Type, View Mode or to Export the chart and the
table to PDF or Excel file.

4+ Template | Basic ¥ | Timerange Pastmonth ¥ | Chart Type Bar ¥ ViewMode fm ©

To save a custom table as a template, click Save.

Page 198



P S

|/, CHECKMARX

choose what developers use

User Administration

In this section:

e Role and Permission Overview
e Creating and Managing User Accounts
e Managing the Organizational Hierarchy

In Users & Teams > Organization menu, you can add, edit and delete users and roles in the
system.

¥ CHECKMARX id 4 mikone
vala AR E agminagmis O

Dashboard / Projects State

Fiters  ¢H Group 3y
| Lasr scanoaTE = U ,
3/31/2016 CeServer 21403 — T 0 SN~ Ir!
Dot 3/31/2016 CxServer 3351 Je— 0) 0 0 73
Proie sers//5/201...  3/31/2016 CeServer 3351 e—— 0) 0 0 7]
DocsProjectS 3/8/2016 CxServer 10242 —(" (100) 107 275 g 3
DocsProject3 3/8/2016 CxServer 21403 '——" (79 13 141 f
2/15/2016 (Server 14793 ——{" (100) 79 1 [
Perfored 2/15/2016 CeServer 14793  —" (100) 79 153 i 3
Perforce 3 2/15/2016 CuServer 59731 ' e—" (100) 380 536 iy
Perforce 2 21572016 CeServer 69731 e—f" (100) 244 63 w3 v
4 2 Page size: | 10 24items in 3 pages

The Users & Teams menu includes the following options:
e Organization: Add, edit and delete roles of the system at the various organizational

levels.

o Tree Branch View - View the organizational tree (upper window), and create
new service providers and new users (lower window).

o Service Provider - View service provider list (upper window), and create service
provider companies, new teams, and new users, and view service provider
details (lower window).

o Company Management - View company list (upper window), and create new
teams and new users and view company details (lower window).

o Team Management - View team list (upper window), and add new users to the
team and view team details (lower window).

o User Management - Create new user (upper window), and manage account
details (lower window).

¢ Confirm Users: Confirm users enrolled to the system at various
authorization/organization levels.
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Role and Permission Overview

The availability of CxSAST projects and their associated scan results depends on project
configuration, and on users' permissions as defined by their CXSAST roles. CxSAST roles also
determine permissions for user management.

A CxSAST user can have one of the following CXxSAST roles:

¢ Regular Users belong to one or more Teams, and have one of the following roles:

o Scanners can create projects for their own team, and scan and view results of
their Team's existing projects.

o Reviewers can view scan results of projects created for their Team, but cannot
create projects or scan existing projects.

e Company Manager: Can create and manage projects for any of the teams in the
Company, create and manage the Company's Teams and Users. Company manager can
also be defined as an Auditor.

e Service Provider (SP) Manager: Can create and manage projects for any of the teams in
the SP's Companies, and create and manage the SP's Companies, Teams, and Users.

e Server Manager: The default admin user account is the Server Manager. The Server

Manager has complete permissions for the whole system, including all of the above
permissions, and server settings.

This section explains how to create and manage user accounts, and how to manage Teams,
Companies, and SPs (see Managing the Organizational Hierarchy).
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Creating and Managing User Accounts

CxSAST recognizes users with two types of authentication:

o Directory User: A user in the Windows Domain, registered with CxSAST. Authentication
is managed by the User Directory, e.g. LDAP Server - ActiveDirectoryLdap.

e Application User: A user account created and managed only in CxSAST.

Both types of user accounts can be created by a Server Manager, from within the Web Interface.
In addition, an Application User account can be created via user registration. All user accounts

can be subsequently managed.

To create an account for a Manager (SP or Company), first create a regular user account
(Scanner or Reviewer) using either of the two methods, and then set the user to be a Manager.

In this section:
e Creating User Accounts in the Web Interface
e Creating User Accounts via User Registration

e Managing Existing Users
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Creating User Accounts in the Web Interface

Regular users may belong to one or more teams and can be defined as a scanner or reviewer. A
user may also be turned into a manager at a later stage.

To create a User account:

Go to Users & Teams > Organization > User Management. The User Management window is
displayed.

¥ CHECKMARX
veln Dashboand ~

Users & Teams / Organizstion / User Manage matt

Click Create New User.

Once the Create User Window is displayed, select Application User (password is mandatory) or
Directory User (authentication is managed by the selected Directory, e.g. LDAP / SAML
Server).

® The information fields in the Create User window are displayed according to the selected
User type.
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8 ® Application User
+ “Directory User

* First Name:

* Last Name:

* E-maii

* User Name

®)

* Password
* Confirm Password;
Job Titte
Phone
Cell Phone:
*Team y)
* Rote: -- Select One - v

Auditor

Sk‘, pe
Country: — Select One — v
Expires; 1111372019 ®

Language English (United State v

Create v cCancel X

If you selected Directory User, the Directory User dialog window is displayed.

Select a Directory from the drop-down (e.g. ActiveDirectoryLdap) and click Find. All the
available Directory Users associated with the selected directory are displayed.

Direciory User

Directory: | TECHWRITERO1-LA ¥

UserName | Starts With ¥ Find

DRECTORY USER

Admin
Administrator
Guest

OK + Cancel X
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® If there are no LDAP Directory Users displayed in the Directory User dialog window,
check your LDAP connection settings (see Connection Settings in LDAP Server

Management).

Select a Directory User from the list and Click OK. Directory User information is automatically
filled by the User Directory.

* First Name David
Fress
Directory User ActiveDirectoryLdapw

* E-mai David Press@org.com

NNLUTY

Create v Cancel X

For both user types, fill in the user's details in the available fields (fields marked with * are
mandatory):

e First Name / Last Name is the user's full name (automatically filled by the User
Directory).

e E-mail / User Name is the user's email address, which is used as the name for logging in
(automatically filled by the User Directory).
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F =

and then drill down the displayed organizational navigation tree to

select one or more Teams to which this user will belong. If the user is to be a Company
or SP Manager, just select a Team under the Company or SP; User may be turned into a
Manager at a later stage.

e Role is either Scanner or Reviewer, at this point. User may be turned into a Manager at
a later stage (by managing the Organizational Hierarchy; or, by using Organizational Tree

mode).

o A Scanner can delete projects\scans if the checkbox is selected. Select the Not
Exploitable state checkbox to provide authorization to apply not exploitable
state to instances.

o A Reviewer can make changes to the status or severity of found instances if the
checkbox is selected.

e Auditor: Reviewers can be turned into Auditors. Permissions to use CxAudit.

e Language defines the Ul language for each user according to list of supported languages.

Click Create.
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Creating User Accounts via User Registration

Organizational members can sign up for a user account to be confirmed by their Manager. At
sign-up, the user specifies the company, and the user that appears in the CxSAST web interface
for confirmation by the Company Manager, SP Manager, or Server Manager. Upon
confirmation, the user is notified by email.

To sign up for a user account:
1. Inthe CxSAST Sign In, click Create Account.

Sign In

Login = | Options >>

Don't have an account?

2. Inthe Create Account window, fill in the personal details. The E-mail will be used as the
user name for login.

¥ CHECKMARX )

vize

Registration
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® The required password complexity is as follows:

e 910400 characters

e At least 1 uppercase letter
e At least 1 lower case letter
e At least 1 special character
e Atleast 1 digit

3. Type the captcha text, and click Submit.
The Company, SP, or Server Manager can subsequently confirm the user account.

To confirm a user account:

Users & Teams -

1. In Users & Teams , select Confirm Users. The Confirm Users window is

displayed.

f

vcHeckmarx (/) @ 0 v
vz Dashhowd v ProjctsdScans v Mamagemenl v UswiATens < Oatakmysis MyPofie

Users & Teams / Confirm Users

CREATED DATE =

There are no records

4 11y » | Pagesize v 0tems in 1 pages

2. Inthe table, select the user account request to be confirmed.

You can view additional information about the user by hovering over the ‘!) . You can
delete the request.

3. Optionally, change the Expiration date and/or Group (Team).

4. Click % to confirm the request.
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Managing Existing Users

Open Users & Teams > Organization > User Management, the following window is
displayed.

2CHRCKMARX (A 73
V842 [SoLC]

Dashboard ~ Projects & Scans ~ - Users & Teams - Data Analysis

Users & Teams / Organization / User Management

ease New Use o8y
SER NAME (£ | come N
Davidp david presscen wmin admn SM2ENT 113637  CxServer Server Manager v
spuser | @eheckma souseri@check. SPUser) Company Users Team 1 Scanner
DM\davidp David P@check.  David P Company Users Scanner &
B.LAPTOR avidp@checkm. David P Company Users Scanner i
4 3 » * Pagesize: 10 v 4items in 1 pages

Language.

Expires

(i .. . . .

You can export the existing user list as a CSV file , use the filter tool to search for a
. . =] .

specific user, separate users into groups as well as refresh E the current view.

To change a user's group (Team, Company, or SP) membership and/or Role:

1. Select the user in the table to display below the table their personal User Details.
2. Below the User Details, click Edit.

3. Select the desired group: SP, Company, or Team.

4. Select the appropriate Role for the desired level of authorization. Click Update.
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g
L

). Only Server

In the table, Server, SP, and Company Managers can deactivate users (
22

Manager (admin) users can reset passwords ( a ).
Users can edit some of their own details from the Getting to Know the System Dashboard.

Parameters in the Security tab can be used to restrict user access by IP address (IP security is
currently limited to admin users only).
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Managing Teams

Regular Users belong to one or more Teams and can be defined as Scanners (permissions to

create projects for their own team, and scan and view results of their Team's existing projects)
or Reviewers (permissions to view scan results of projects created for their Team, but cannot

create projects or scan existing projects).

To manage these Teams:

Go to Users & Teams > Organization > Team Management, the Team Management window
is displayed.

(A 73 s

¥ CHECKMARX
V8l Dashboard - Projects & Scans - Management - Joers & Teams: - My Profile Sdmin sumin

Welcome

Users & Teams / Organization / Team Management

4 e am 5 1 Group By
S
TEAM NAME | company
Team1 Company 1
Team 1 Company 2
Team2 Company 1
Team 2 Company 2
Team 3 Company 1
Team 3 Company 2
Team 4 Company 2
Team4 Company 1 Service Provider 1
« B3 » » Page size: | 10 v 8items in 1 pages
Team Users Team Detai's Mapped Groups
- AdC 2 user 1o the Team + Create New User & S7 Fiters
FULL NAME & EMAIL [
AutoFirstname AutoLastname Reviewss B
User 1C1 Scanner
User2€C1 user2@openidap.com Scanner [}
1 » > Page size: 17 - 3items in 1 pages
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Creating a Team

To create a new Team:
Click Create New Team. The Create New Team window is displayed.

7 ) Select A Parent Team On The Tree and enter a new leam name

Omanizational Tree
¥ 2\ CxServer

w {7y Service Provider 1

* Enter Team Name:

Create V| Cancel X

Select a Parent Company on the Organizational Tree and enter a new Team Name into the
field.

Click Create. The new Team is displayed in the Team list.
You can now add User to the Team.

Adding a User to a Team

To add a User to a Team:

Select the Team from the Team list.
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Click Add a New User to the Team. The Add a User to the Team window is displayed.

FULLNAME
AutoFirstname AutoLasiname

User 1 Ct

User2Ct

Select a User from the list and click Add. The selected user is displayed in the Team Users tab.

@ In certain cases, you may need to create a new user (see Creating and Managing User
Accounts).

Click on the Team Details tab to view Team information.
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Mapping LDAP Directory User Groups to CxSAST Teams

A Directory User may have been created in an LDAP Directory, unrelated to CxSAST (e.g.
LDAP Server - ActiveDirectoryLdap). This Directory User is associated to an LDAP User Group
and therefore authentication is managed by the relevant LDAP Sever. In order for the Directory
User to login and be visible in CxSAST, the LDAP User Group that the Directory User is
associated to needs to be mapped to a CXSAST Team.

To map an LDAP User Group to a CxSAST Team:
Select the Team from the Team list and click the Mapped Groups tab.

Team Users Team Details Mapped Groups

{- Add Group Mapping Save Cance!

ActiveDirectoryldap

Click Add Group Mapping. The Directory Group window is displayed.

[ ]
Search Groups Contains v Find
| |

e

There are no records

OK + || Cancal X

Select an LDAP Directory from the drop-down (e.g. ActiveDirectoryLdap) and click Find.
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Select the LDAP User Group from the list (e.g. QA) and Click OK. The LDAP User Group is
displayed in the Mapped Group tab.

Team Users Team Details Mapped Groups

Add Group Maoping

From this point on, all LDAP Group Users that login (first time) to CxSAST with their LDAP
credentials are automatically created in the CxSAST Team that the LDAP Group User is mapped
to. On subsequent logins, the user details and CXxSAST Teams will be automatically

synchronized.

You can also create LDAP users (see Creating User Accounts in the Web Interface).
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Changing SAML User Teams and Roles in the CxSAST

If the IdP Authentication method is used, SAML users' will be defined according to their
predefined attributes in the SAML IdP. This means that the team and the role are setup
automatically in CxSAST according to the definitions in the SAML IdP and this step is not
required.

If the Manual Authentication method is used (default), SAML users' will be defined upon login
according to the default settings in CxSAST (either a scanner or reviewer). You can, if required,
change a logged in user’s Team and Role from the User Management.

@ When SAML is enabled, SAML users do not need to be added manually by the Cx admin;
they are able to automatically log in once the SAML login is available and attributed to the
roles as per this page.

To change a SAML User’s Team and Role in the CxSAST:

Go to Users & Teams > Organization > User Management. The User Management screen is
displayed.
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2CHECKMARX (/ 4 & O &
Vv 8.5.0 [SDLC]

Dashboard ~ Projects & Scans ~ Management ~ Use - Data Analysis My Profile

Users & Teams / Organization / User Management

-4~ Create New User
USER NAME E-MAIL FULL NAME COMPANY LAST LOGIN DATE
thierry admin@cx admin admin 9/3/2017 3:49:50 PM
test@userl.com test@userl.com Test 1 User1 Company
ff@yopmail.com ff@yopmail.com rwe fofr
a@b.com a@b.com ttt aaa Company
test2@user.com test2@user.com tt Company
test3@user.com test3@user.com rre e Company
qq@gg.com qq@qq.com qqqq Company 8/16/2017 3:16:11 PM
SAML\thierry.carsenty@checkmarx.com  thierry.carsenty@checkmarx.com  Thierry Carsenty Company 9/3/2017 12:40:30 PM
<
m
4 4 1] > » Page size: 10 v
U
Account information
* First Name Thierry Team: w ¢ Ccxserver
v M op
* Last Name D'L s
- Dn"“& Company
Company Company =
Y @ users
Job Title ¥ @& TEST_Provider
* E-mail thierry.carsenty@che
Phone
Cell Phone
*Role
[CJ Allow severity/status changes
Auditor =
Skype:

@ Once logged in to CXxSAST, all SAML users are shown in the User Management screen
with ‘SAML\’ preceding their User Name (e.g. SAML\david.press@checkmarx.com).

Select a SAML User from the User List and click Edit.
Update the Team and Role accordingly and then click Update to confirm the change.
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Managing the Organizational Hierarchy

To manage the organizational hierarchy, go to Users & Teams > Organization.
Available actions depend on the permissions of the logged-in user.

Tree Branch View

Tree Branch View provides a high-level view of the organizational hierarchy.

- a
¥ CHECKMARX (7 761

A
&

vz Dashboard ~ Projects & Scans v Management v

Users & Teamns / Organization / Tree Branch View

|l < 1] » | »

Page size: 10 v

Organizational Tree Users
+ CreateNewTeam  [ii] Delete -+ Add User fla Y Filters 48 GroupBy O
v [}3 CxServer E-MAIL FULL NAME ROLE
¥ sp howie@checkmarx.com Howie Howerton Scanner B
¥ Company john.doe@email. mail John Doe Scanner ]
v

2 items in 1 pages

© 2015 Checkmarx | Top

In Tree Branch View, you can

a Team. You can also drag any team to move it under a different Company or Team (to become a

- Create New Team

under the selected one. You can

- Add User

child Team). All the Team's relevant child teams, users, projects, scans, and queries will be

moved along with it.

Page 217

to




—

|V, CHECKMARX

choose what developers use
Team Management

Manage various levels of Teams (Teams, Companies, and Service Providers - SPs) in Team
Management.

¥ CHECKMARX £
Y Duhissatd «

Tt Aoyt My Polie

st & Toams { (rganiration | Tean Masagerent

TEAM RAME

Uses

FULL HAMD &

Thatre are no records

Each team-management window includes a table listing all the existing team of that level. To
create a new team at the managed level (for example, in SP Management, to create a new SP),

~- Create New Team

click . The Create New Team window is displayed.
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Organizational Tree
v CxServer

vh sp

* Enter Team Name

Create /| Cancel X

CHECKMARX
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Select a parent group, and type a name for the new group, and click Create.

@ Select A Patent Team On The Tree and enter a new team name

Organizational Tree
vy CxServer

v sp

Select a Parent Company from the Tree

* Enter Team Name: Ippq

Create &/ Cancel X

In the Team Management window, click

-+ Add a user to the Team

Add a user to the Team window is displayed.
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FULL NAME A
Bill Doe b@doe
Joe Doe j@doe
Keiichiroh Akiyama keiichiro_akiyama@iwi.co.jp
test-iwi usert sichi_br7619@gmail.com
1| » > Page size: 19 v 4 items in 1 pages
Add v/ Cancel X

Select a user and click Add. The Team member will be added in the Team Users tab.

Note: Once the team member has been added to the Team User window they will no longer
appear on the list as they can only be added once.

- Create New User

To create a new user, click . The following window is displayed:

L

Next P Cancel X

When selecting Create New User, the following window is displayed. Fill in the new user details,
and click create.
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* First Name

* Last Name

* E-mail

* User Name

* Password

* Confirm Password
Job Title

* Phone
Cell Phone

* Team

* Role
Auditor
Skype
Country
Expires

Language

PS 2
— Select One — v
- Select One -- v
6/7/12018 )

English (United State: ¥

e ® Application User
+ ~ Domain User

Back 4 Create & Cancel X

When selecting Add Existing User, the following window is displayed.

Role

- Select One -

Add Existing User

(i) W Fiters {5 Group By S
EMAL [nu_me A | COMPANY | TEAM ‘ ROLE |
j@doe Joe Doe Comp Comp Comp:
keiichiro_akiya Keiichiroh Akiyama Company Users Scanner

Back 4  Add « Cancel X

Select the user and click Add.
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Management Settings

In this section:

Scan Settings

o Query Viewer

o Preset Manager

* Predefined Presets

o Limiting Engine Scans
Connection Settings.
Application Settings
Maintenance Settings
Managing Custom Fields
My Profile Settings
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Scan Settings
Query Viewer

The Query Viewer displays all default queries in CXSAST. A Query is a set of predefined
source code used when scanning for vulnerabilities.

To open the Query Viewer:

Go to Management > Scan Settings > Query Viewer. The Query Viewer window is displayed.

~

2CHBCKMARX (&) 75} én @ (o] o ¢ admin adenin

V8.8.0 [sbLc)

') Logout
Expires: 6/13/2018 Dashboard ~ Projects & Scans ~ e~ Users & Teams ~ Data Analysis My Profile Codebashing Services & Support O

Management / Scan Settings / Query Viewer

Queries Export Queries  [= || Impont Queries ] Cx Description + Create Custom Description

SQL_Injection

®i{Z Javal
® :
Risk
®
Co What might haj
® ¢o g ppen
® o An attacker could directly access all of the system’s data. Using simple tools and text editing, the attacker would
be able to steal any sensitive information stored by the system (such as personal user details or credit cards), and
® o possibly change or erase existing data.
®
® w
® Cause
® - How does it happen
© s Tne application communicates with its database by sending a textual SQL query. The application creates the
® query by simply concatenating strings including the user's input. Since the user input is neither checked for data
® s type validity nor subsequently sanitized, the input could contain SQL commands that would be interpreted as
2 such by the database.
Source Language Hash: 099179973501 1000 Change Date: 6/6/2018

1 Cxtist db = Find_DB_In() - Find_DAL_DB();
2 Cxtist inputs = Find_Interactive Inputs();
3 CxList sanitized = Find_sQL_sanitize();

5 result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.Newalgorithm);

Select a Query in the Queries pane. A description is provided in the Description pane with a full
explanation of the risk. The source code for the query is displayed in the Source pane at the
bottom of the window.
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Preset Manager

Presets in CxSAST are predefined sets of queries that can be selected when creating and
managing projects. CxSAST provides predefined presets and you can create and configure your
own.

To open the Presets Manager:

Go to Management > Scan Settings > Preset Manager. The Preset Manager window is
displayed.

ECHECKMARX A &’ ‘1':1 @ C?J'? Q D admin admin
Codebashing Services & Suppon () Logout

V8.8.0 {SDLC]

Expires: 6/13/2018 Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile

Management / Scan Settings / Preset Manager

Brag Presetaame Checkmarx Default

Create New Preset [3 ExpontPreset 3] Import Preset  Fiters i Group8y O [ ® Expression_Langusge Injection OGAL
vvvvv i OWNER & ®
A o oo =0
Android 0 o ot

[ ® Second Order SQL Injectior

Apple Secure Coding Guide o [B10] saL tnjection
Checkmar Default O F® swedxss
Defauit O @
Default 2014 ] oo | T
Empty preset O (8] gl E
Error handling ] e N y. 5
FISMA o Of) ﬁ dic v
Query Description

SQL_Injection

Risk

What might happen

An attacker could directly access ail of the system’s data. Using simple tools and text editing, the attacker would be able to steal any sensitive information stored by the system (such as personal user details or
credit cards), and possibly change or erase existing data.

skeman | Top

Select a Preset in the Presets pane. Select a Query from the Queries pane. A description is
provided in the Description pane with a full explanation of the risk.

Click Create New Preset to create a new preset.

Page 224



+ CHECKMARX

choose what developers use

Pre & Post Scan Actions

CxSAST can be configured to perform automatic predefined actions before and after a scan, for
example, sending a confirmation email or performing an executable action.

To open Pre & Post Scan Actions:

Go to Management > Scan Settings > Pre & Post Scan Actions. The Pre & Post Scan
Actions window is displayed.

Foo) O ’
L4 oy ) admin admin

2CHEBCKMARX (A 7 &
Codebashing () Logout

V8.8.0 [SDLC]
Expires: len 3/2’018 Dashboard ~ Projects & Scans ~ Managesnent ~ Users & Teams ~ Data Analysis My Profile

Management / Scan Settings / Pre & Post Scan Actions

t- Create New Action

GitHub gitbat Post Scan Action

Select an Action from the Actions pane. The definitions of the selected action are displayed in
the Details pane at the bottom of the window.

Click Edit to update the selected action details.
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Source Control Users

CxSAST can be configured to connect to a source code control repository (i.e. TFS, SVN, GIT
or Perforce) for creating projects. The Source Control User window can be used to view and
modify the details of the authorized users that have access to these source code control
repositories.

To open Source Control Users:

Go to Management > Scan Settings > Source Control Users. The Source Control
User window is displayed.

ZCHRCKMARX (A :j ‘)1{_1 (—4 (1_ @ ® admin admin

V8.8.0 {SOLC]

2 & 1
Expires: 6/13/2018 Dashboard ~ Projects & Scans ~ went ~  Users& Teams ~ Data Analysis My Profile Codebashing  Services & Support © Logout

Management / Scan Settings / Source Control Users

DMisvalero

< Bll» | Page size: 10 - 1itemain 1 pages
& Update Cradentials {c} ¥ Fers 78 Group 8y

O | PROJECT NAME R

[J weBGOAT_0SA_SCAN UNC admin@ex CxServer

4|« B> > Pagesize 10 ¥ 1items in 1 pages

Select the User from the Users pane. The credentials of the selected user are displayed in
the Credentials pane at the bottom of the window.

Click Update Credentials to update the selected user credentials.
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Query Viewer

The Query Viewer displays all default queries in CxSAST. A Query is a set of predefined
source code used when scanning for vulnerabilities. Conventionally descriptions are provided for
each query with an explanation of the associated risk, a description of the cause and mechanism,
recommendations for avoiding the vulnerability, and source code examples. Custom descriptions
can be created to best suit your organizations procedures and best practices, therefore shortening
the remediation time for your developers and improving the quality of your code. You can also
import and export queries.

To open the Query Viewer:

Go to Management > Scan Settings > Query Viewer. The Query Viewer window is
displayed.

¥ CHECKMARX (7 3 & @ & @ ke
() Logout

V8.4.0 [soLc]

Expires: 12/14/2016 Dashboard ~ Projects & Scans ~ Mar - Users & Teams ~ Data Analysis My Profile

Management / Scan Settings / Query Viewer
Queries Export Queries = | Import Queries 31 Cx Description +Create Organization Description
SQL _Injection

Risk
What might happen

An attacker could directly access all of the system’s data. Using simple tools and text editing, the attacker would be able to steal any
sensitive information stored by the system (such as personal user details or credit cards), and possibly change or erase existing data.

PP0OOOd ;¢

i

Cause

How does it happen

The application communicates with its database by sending a textual SQL query. The application creates the query by simply
concatenating strings including the user's input. Since the user input is neither checked for data type validity nor subsequently sanitized,
the input could contain SQL commands that would be interpreted as such by the database.

:g:;@@

Source Language Hash: 0159421422617166 Change Date: 9/13/2016

1 CxList db = Find DB_In() - Find DAL _DB();

2 CxList inputs = Find_Interactive_Inputs();

3 CxList sanitized = Find_SQL_Sanitize();

4

5 result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.NewAlgorithm);

Select a Query in the Queries pane. A description is provided in the Description pane with a
full explanation of the risk. The source code is displayed in the Source pane at the bottom of the
window.
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Creating a Custom Description

You can create a Custom Description to best suit your own organizations procedures and best
practices.

® The custom description creation option is enabled by default for Auditor and Admin users
only.

To create a custom description:

From the Query Viewer, select a Query in the Queries pane. A description is provided in
the Description pane.

Click Create Custom Description. The Upload File to Create Custom Description window is
displayed.

Upload File to Create
Custom Description

[#) Choose file

{This will create your new custom description)

Click Choose File, navigate to the custom description file (HTML) and click Open.
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® For security reasons CxSAST only supports the following HTML tags, attributes and inline
styles:

Tags - b, br, caption, center, col, colgroup, dir, div, dl, dt, em, fieldset, font, footer, h1l,
h2, h3, h4d, h5, h6, header, hr, i, li, ol, p, pre, span, strike, strong, table, thody, td,
tfoot, th, thead, tr, u, ul,

Attributes - align, alt, bgcolor, border, cellpadding, cellspacing, charset, color, cols,
colspan, dir, height, lang, list, nowrap, radiogroup, rows, rowspan, selected, size, span,
style, title, valign, value, vspace, width, wrap

Styles (CSS values) - background, background-color, background-position,
background-repeat, border, border-bottom, border-bottom-color, border-bottom-
style, border-bottom-width, border-collapse, border-color, border-left, border-left-
color, border-left-style, border-left-width, border-right, border-right-color, border-
right-style, border-right-width, border-spacing, border-style, border-top, border-top-
color, border-top-style, border-top-width, border-width, bottom, caption-side, clear,
clip, color, content, counter-increment, counter-reset, cursor, direction, display,
empty-cells, float, font, font-family, font-size, font-style, font-variant, font-weight,
height, left, letter-spacing, line-height, list-style, list-style-image, list-style-position,
list-style-type, margin, margin-bottom, margin-left, margin-right, margin-top, max-
height, max-width, min-height, min-width, orphans, outline, outline-color, outline-
style, outline-width, overflow, padding, padding-bottom, padding-left, padding-right,
padding-top, page-break-after, page-break-before, page-break-inside, quotes, right,
table-layout, text-align, text-decoration, text-indent, text-transform, top, unicode-
bidi, vertical-align, white-space, widows, width, word-spacing, z-index.

If you try to upload a file with anything else other than what is listed above, the description
will not be saved.
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Click Upload. The Custom Description tab is displayed in the Description pane.

5 o ~ 0.
¥ CHECKMARX (A @ 22} () @ admin admin
') Logout
‘éxi}:ég: %&E}zms Dashboard ~  Projects&Scans ~ M - Users&Teams - Data Analysis My Profile o
Management / Scan Settings / Query Viewer
Queries Export Queries £ || Import Queries 31 Custom Description Cx Description # Edit Description -
bz i . . . 2
: SQL Injection Prevention Cheat Sheet
Pi= Java
®
® Cor This article is focused on providing clear. simple. actionable guidance for preventing SQL Injection flaws in vour applications.
® SQL Injection attacks are unfortunately very common. and this is due to two factors:
® w « the significant prevalence of SQL Injection vulnerabilities, and the attractiveness of the target (i.e., the database typically contains
® . all the interesting critical data for your application). It€ys somewhat shameful that there are so many successful SQL Injection
® attacks occurring. because it is EXTREMELY simple to avotd SQL Injection vulnerabilities in your code
SQL Injection flaws are introduced when software developers create dynamic database queries that include user supplied input. To
® Y P Y qt PP P
avoid SQL mjection flaws is simple. Developers need to either: a) stop writing dynamic queries; and/or b) prevent user supplied
input which contains malicious SQL from affecting the logic of the executed query.
) This article provides a set of simple techniques for preventing SQL Injection vulnerabilities by avoiding these two problems.
® x These techniques can be used with practically any kind of programming language with any type of database. There are other types
b= of databases. like XML databases. which can have similar problems (e.g.. XPath and XQuery injection) and these techniques can
o2 be used to protect them as well.
Source Language Hash: 0150421422617166 Change Date: 9/13/2016
1 Cxtist db = Find DB_In() - Find_DAL_DB();
2 CxList inputs = Find_Interactive_Inputs();
3 CxList sanitized = Find_SQL_Sanitize();
4
5 result = inputs.InfluencingOnAndNotSanitized(db, sanitized, CxList.InfluenceAlgorithmCalculation.NewAlgorithm);

You can replace or delete the custom description by clicking Edit Description and selecting
Update Description or Delete Description accordingly.

Importing Queries

You can import queries into CxSAST to best suit your own organizations procedures and best
practices.

To import queries:

From the Query Viewer, click Import Queries. The Import Queries window is displayed.

Rt 7
i sttt i J

File name Select

import v Cancel X

Click Import, navigate to the query file (.XML) and click Open. The query is displayed in the
Queries pane.
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Exporting Queries
You can export queries from CxSAST to use in other departments.

To export queries:

From the Query Viewer, click Export Queries. The Export Queries window is displayed.

(/r ) You can export corporate queries.
N Please select corp queries to export.

0K

Click OK.
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Preset Manager

Presets are predefined sets of queries that you can select when Creating, Configuring and
Branching Projects. Predefined presets are provided by Checkmarx and you can configure your
own. You can also import and export presets.

To open the Preset Manager:

Go to Management > Scan Settings > Preset Manager. The Presets Manager window is
displayed.

2CHEBCKMARX (7 @ & @ & @ b admin admin
V8.8.0 [sDLC)

1
Expires: 61572018 Dashboard v  Projects&Scans - Management ~  Users&Teams = Data Analysis My Profile Codebashing | Services & Support O togow

Management / Scan Settings / Preset Manager

Drag @ columin header and drop it bete to group by that column Presetname Checkmarx Default
Create New Preset [5 ExponPreset 3] Import Preset  Fiers i Croup8y O [F® Expression_Language Injection_OGAL
| owen RO
FE® re
Al O o 2
E® Res:
Android 0 () S
ME® sec _SQL_|
Apple Secure Coding Guide o [ Io1e] sl
3 = » o
Checkmarx Defauk O Wi FE® Stored xss
Default (]} wo 0]
Default 2014 0 i) r e
>
Empty preset 0 (2)] s
> @i 4
— o o _s v
FISMA O o et v

Query Description
SQL_Injection

Risk

What might happen

An attacker coutd directly access ail of the system's data. Using simple tools and text editing, the attacker would be able to steal any sensitive information stored by the system (such as personal user detalls or
credit cards), and possibly change or erase existing data.

narx | Top

@ You can quickly create a new preset based on an existing one (duplicate) by selecting

a Preset from the Preset pane and clicking G
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Creating a New Preset

To create a new preset:

From the Preset Manager, click Create New Preset. The Create New Presets window is
displayed.

Creae V|| Cancel X

Enter a preset Name and click Create.
Select a Coding Language.
Select the Queries to be included in the preset.

Click Save.

Modifying an Existing Preset

To modify an existing preset:

From the Preset Manager, select a Preset from the Preset pane and click Edit.
Select a Coding Language.

Select the Queries to be included in the preset.

(@ You can edit a single language, such as Java, selecting and deselecting the queries as
needed, and then press Synchronize in order for all related queries in all languages to be
selected.

Click Save.
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Importing a Preset

To import a preset:

From the Preset Manager, click Import Preset. The Import Preset window is displayed.

Import v || Cancel X

Click Select, navigate to the preset (XML file) and click Open.

{© If the imported preset has the same name as an existing one, the existing preset will be
overridden.

Click Import. The Preset is displayed in the Preset pane.

Exporting a Preset

To export a preset:

From the Preset Manager, click Export Preset and save the exported preset (.XML file).

Deleting a Preset

To delete a preset:

From the Preset Manager, select a Preset from the Preset pane and click
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Predefined Presets

The following is a list of all the predefined presets provided by Checkmarx with the
recommended usage and which vulnerability queries are included:

Preset

Usage

Includes vulnerability queries for....

All

For all application security risks

Apex, ASP, CPP, CSharp, Go, Groovy,
Java, JavaScript, ObjectiveC, Perl,
PHP, PLSQL, Python, Ruby,

Scala, Typescript, VB6, VbNet and
VbScript coding languages

Android

For Android related application
security risks

Groovy and Java coding languages

Apple Secure

For 10S related application security

discontinued)

Coding . ObjectiveC coding language
] risks
Guide
The Checkmarx F)efault preset Apex, ASP, CPP, CSharp, Go, Groovy,
essentially contains all the . -
S Java, JavaScript, ObjectiveC, Perl,
Checkmarx | vulnerabilities that Checkmarx
. PHP, PLSQL, Python, Ruby,
Default recommends to scan in cases when .
. Scala, Typescript, VB6, VbNet and
you are unsure about which preset to . i
Use VbScript coding languages
Apex, ASP, CPP, CSharp, Groovy,
Default Default preset (soon to be Java, JavaScript, ObjectiveC, Perl,

PHP, PLSQL, Python, Ruby, VBS,
VDbNet and VbScript coding languages

Default 2014

Default preset for 2014 (soon to be
discontinued)

Apex, ASP, CPP, CSharp, Groovy,
Java, JavaScript, ObjectiveC, Perl,
PHP, PLSQL, Python, Ruby, VBS,
VDbNet and VbScript coding languages

Empty
Preset

Empty preset with no vulnerability
queries. This can be used to create a
new preset from scratch

Empty
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S
Preset Usage Includes vulnerability queries for....
Error For error handling related application Apex, ASP, CPP, CSharp, \_]ava, Perl,
i o PHP, Ruby and VbNet coding
Handling security risks
languages
For homeland security application Apex, ASP, CPP, CSharp, Go, Groovy,
FISMA risks according to the 'Federal Java, JavaScript, Perl, PHP, PLSQL,
Information Security Modernization | Python, Ruby, Scala, Typescript, VB6,
Act' compliance guidelines VDbNet and VbScript coding languages
Apex, ASP, CPP, CSharp, Go, Groovy,
High and For high and medium related Java, Javascript, ObjectiveC, Perl,
Medium application security risks PHP, PLSQL, Python, Ruby,
PP y Scala, Typescript, VB6, VbNet and
VbScript coding languages
Apex, ASP, CPP, CSharp, Go, Groovy,
High, . . Java, JavaScript, ObjectiveC, Perl,
Medium and aForﬁégzo?iféﬂftanstiw related | pip pLSQL, Python, Ruby,
Low PP y Scala, Typescript, VB6, VbNet and
VbScript coding languages
For sensitive patient data related Apex, ASP, CPP, CSharp, Go, Groovy,
security risks according to the HIPAA |Java, JavaScript, ObjectiveC, Perl,
HIPAA (Health Insurance Portability and PHP, PLSQL, Python, Ruby,
Accountability Act) compliance Typescript, VB6, VbNet and VbScript
guidelines coding languages
For Android related application
security risks according to the JSSEC .
JSSEC (Japan's Smartphone Security Groovy and Java coding languages
Association) compliance guidelines
For C related application security
risks according to the MISRA (Motor :
++
MISRA_C Industry Software Reliability C++ coding language
Association) compliance guidelines
For C++ related application security
isk i he MISRA (M .
MISRA_CPP risks according to the MISRA (Motor C++ coding language

Industry Software Reliability
Association) compliance guidelines
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Preset Usage Includes vulnerability queries for....
i For mobile related application CSharp, Groovy, Java, JavaScript and
Mobile o . g
security risks ObjectiveC coding languages
For the application security risks Apex, ASP, CPP, CSharp, Go, Groovy
according to the 'National Institute of | ;. - JavaScript, Perl, PHP, PLSQL
NIST Standards and Technology Python, Ruby, Scala, Typescript, VBS,
compliance guidelines VbNet and VbScript coding languages
For the top 10 web application
OWASP security risks according to the :
Mobile TOP | OWASP (Open Web Application giheft?\’/goc%\giwal\; erl]’ Jua;/aeicrlpt and
10-2016 Security Project) compliance J g languag
guidelines for 2016
For the top 10 web application Apex, ASP, CPP, CSharp, Go, Groovy,
OWASP security risks according to the Java, JavaScript, ObjectiveC, Perl,
TOP 10-2010 OWASP (Open Web Application PHP, PLSQL, Python, Ruby,
Security Project) compliance Typescript, VB6, VbNet and VbScript
guidelines for 2010 coding languages
For the top 10 web application Apex, ASP, CPP, CSharp, Go, Groovy,
OWASP security risks according to the Java, JavaScript, ObjectiveC, Perl,
TOP 10-2013 OWASP (Open Web Application PHP, PLSQL, Python, Ruby, Scala,
Security Project) compliance Typescript, VB6, VbNet and VbScript
guidelines for 2013 coding languages
OWASP oW ASyP (Open Web Ag' o |Java, JavaScript, Perl, PHP, PLSQL,
TOP 10-2017 . p r_)p Python, Ruby, Scala, Typescript, VB6,
Security Project) compliance VbNet and VbScript coding languages
guidelines for 2017 P g languag
For credit card payment application Apex, ASP, QPP’ CS_,har_p, Go, Groovy,
security risks according to the PCI Java, Javascript, ObjectiveC, Perl,
PCI y g PHP, PLSQL, Python, Ruby,

(Payment Card Industry) compliance
guidelines

Scala, Typescript, VB6, VbNet, and
VbScript coding languages
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Preset Usage Includes vulnerability queries for....
o Apex, ASP, CPP, CSharp, Go, Groovy,
SANS To For the top 25 web application Java, JavaScript, ObjectiveC, Perl,
Y security risks acgordl’ng the SANS PHP, PLSQL, Python, Ruby,
25 Technology Institute’s compliance .
Al Scala, Typescript, VB6, VbNet and
guidelines . :
VbScript coding languages
For the application security risks Apex, ASP, CPP, CSharp, Go, Groovy,
STIG according to the 'Security Technical | Java, JavaScript, Perl, PHP, PLSQL,
Implementation Guide' compliance Python, Ruby, Scala, Typescript, VB6,
guidelines VDbNet and VbScript coding languages
WordPress For \.Nor.dPress rglateq web PHP coding language
application security risks
For XS SAP rel licati . .
XS or .S S. related application JavaScript coding language
security risks
Recommended best practice when Apex, ASP, C.PP’ CS.har.p, Go, Groovy,
. .. Java, JavaScript, ObjectiveC, Perl,
XSS and starting to scan a new project in order
. i PHP, PLSQL, Python, Ruby, Scala
SQLi only to focus on the most important

vulnerabilities first.

VB6, VbNet and VbScript coding
languages
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Limiting Engine Scans

To Limit Engine Scans:

In Management > Server Setting > Installation Information, click
The Add Engine Server window is displayed.

-+ Add Engine Server

* Server Name

* Scan LOC limits From

Create ' Cancel X

The Adding Engine Server window includes the following properties:

¢ Server Name: The name of the server you are appointing as Engine Server

¢ Server URI: The address of the server

¢ Scan LOC limits: The Scan limits is not a mandatory field, in the event the fields are left
empty assume the value From to include: All to: All. Define the lower and higher limits
for size of projects that this engine can accept for scanning.

@)

When the range is defined and the user clicks OK, the system performs a check of
range continuity. In the event there is no continuity between ranges of all engines
defined at that moment, a pop-up message is displayed: "Line 1: "Notice: Projects
including the following ranges: line 2 : XXX — YYY line 3: more then 1000 Line 4: Will
not be scanned."

In the event the scan size falls out of defined engine ranges, the scan fails and the
following message is displayed: "Scan has failed due to falling outside of the defined
engines scan ranges".

After defining the scan engine range, in order to activate the user has to Restart the
scan manager service.
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Connection Setting

In this section:

e LDAP Management
e SAML Management
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LDAP Management

LDAP (Lightweight Directory Access Protocol) is an Internet protocol that web applications can
use to look up information about those users and groups from the LDAP server. You can connect
the CxSAST application to an LDAP directory for authentication, user and group management.
CxSAST provides built-in connectors for the most popular LDAP directory servers; Active
Directory, OpenLDAP and Custom LDAP Server. Connecting to an LDAP directory server is
useful if user groups are stored in a corporate directory. Synchronization with LDAP allows the
automatic creation, update and deletion of users and groups in CxSAST according to any
changes being made in the LDAP directory.

Adding an LDAP Server

To add a new LDAP Server:

Select Management > Connection Settings > LDAP Servers. The LDAP Server window
is displayed.

CxSASTLDAP Server € Delete

+ Add New Server

Global LDAP Configuration

Quneh

ation default p ters (User Authorization Manag ) 4

Manual Role Authorization (i
* LDAP Role Authorization (4

% Cancel Bsave

macx | Top

Click + Add New Server. The LDAP Server Authentication window is displayed (see Defining
LDAP Authentication Settings, below).

To delete an existing LDAP Server, click Delete.
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To configure LDAP Authentication settings:
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Click + (active directory) to expand an existing LDAP server settings, or click + Add New

Server. The LDAP Authentication window is displayed.

ActiveDirectoryldap

Authentication

Server Settings

Name

I ActiveDirectoryldap

Directory Type

[ ActiveDirectory

(5 Enable S50 (Map LDAP to A

Domain

Host Name

[ Idap.company.com

Port

[

Use SSL

Verify SSL Centificate

&) Enabled synchronization

User Name
cn=userdc=domain de-name @
Pasaword
(©)

LDAP Schema

Base DN

[ cn=users de=example de=com @
Additional Uses DN

l ousPeople G

User Schema Settings

Uses Object Schema

& Delete

l userinetOrgPerson

User Object Filter

I (objectCategorysPerson)

User Namae Attridate

sAMAccountName

Uses RDN Aneibute

cn, SAMAccounName

Uses First Name Attribute

giventame

User Last Name Attnbute

sn

User Email Attribute

maidl

% Cancel «§ Test Connection

=) Save
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Define the following Authentication parameters:

Parameter

Description

Name

Server name

Provides auto selection for server parameters according to default settings
(ActiveDirectory, OpenLDAP, or LDAP Server)

Directory e Enable SSO (Map LDAP to Directory Domain) - Selecting this option
Type ensures that SSO users are automatically created upon login and
synchronized as LDAP users
e Domain - Select the relevant domain for this LDAP configuration.
NOTE: SSO and domain selection is only enabled for ActiceDirectory users.
Host Name | LDAP server hostname (e.g. Idap.company.com)
Port of the LDAP server (e.g. 389, 636 (for SSL))
Port o Use SSL - Selecting this option ensures that all information passed
between the server and the client remains private
o Verify SSL Certificate - Selecting this option ensures SSL certificate
verification
Name of the user that the application uses when connecting to the LDAP server
(e.g. user@domain.name or cn=user,dc=domain,dc=name)
NOTE: You can enable or disable the use of the LDAP control extension for
User Name | paging of search results. If paging is enabled (default), the search will retrieve
sets of data rather than all of the search results at once. Therefore, if you are
searching for a specific user then the definition in the User Name field should
also be specific (using full user DN, e.g.
dn=myuser,ou=people,dc=company,dc=com)
Password Password of the user specified above
Base DN Used to search for users (e.g. cn=users, dc=example, dc=com)
Additional o .
Used to limit users search to specific DN (e.g. ou=People)
User DN
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Parameter Description
User Object | LDAP user object class type to use when loading users (e.g. user,
Schema inetOrgPerson)
User Object | Filter expression to use when searching user objects (e.g.
Filter (objectCategory=Person))
User Name . . .
. Attribute field to use on the user object (e.g. cn=sAMAccountName)
Attribute
User RDN . . . o .
. Attribute field to use when loading the user distinguished name (e.g. cn)
Attribute
User First
Name Attribute field to use when loading the user first name (e.g. givenName)
Attribute
User Last
Name Attribute field to use when loading the user last name (e.g. sn)
Attribute
User Email ) ) ) ) )
. Attribute field to use when loading the user email (e.g. mail)
Attribute

Click Save to save the changes.

Click Test Connection.

@ Note that you can save the LDAP settings without having to perform and validate the
connection test first. VValidating the connection can be performed at a later stage.
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Configuring LDAP Synchronization Settings

Synchronization, once enabled, can be used to automatically create and update LDAP users upon
login. If disabled, LDAP is used for authentication only.

@ Note that, even with LDAP synchronization enabled, there is still an ability to manually
change the account status of a user from CxSAST. Any changes will be overridden by the
LDAP server on the next synchronization.

To configure LDAP Synchronization settings:

Check Enable Synchronization. The LDAP Synchronization window is displayed.

Synchronization (User Authorization Management)

¢ Enabled synchronization

Group Schema Settings Membership Schema Settings

(© Even with LDAP synchronization enabled, there is still an ability to manually change the
account status of a user from CxSAST. Any changes will be overridden by the LDAP
server on the next synchronization.
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Define the following Synchronization parameters:

Parameter Description

Additional Group

DN Used to limit groups search to specific DN (e.g. ou=Groups)

Group Object LDAP group object type (e.g. group)
Schema IO DHEEIREIES S

LDAP filter expression to use when searching the groups (e.g.

ject Fil .
Group Object Filter (objectCategory=Group))

Group ID Attribute

(CN) Attribute in LDAP defining the group’'s id (e.g. cn)

Group Name

Attribute in LDAP defining the group's name (e.g. name
Attribute g group (eg )

LDAP member attribute is a multi-value attribute that contains the list
of distinguished names for the user, group, and contact objects that
are members of the group (e.g. member)

Group Members
Attribute (member)

User Membership
Attribute
(memberof)

LDAP membership attribute is a multi-valued attribute that contains
groups of which the user is a direct member (e.g. memberOf)
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Defining User Management (Synchronization)
User Management (Synchronization) supports the retrieving of users from LDAP and defining

them in CxSAST. Synchronization default parameters only apply when the Synchronization
option is enabled (see Configuring LDAP Synchronization Settings).

Global LDAP Configuration

Synchronization default parameters (User Authorization Management)

Manual Role Authorization
% LDAP Role Authorization
X Cancel B Save

Select the preferred Synchronization Default Parameters:

Method Description

User creation managed by LDAP and authorization performed manually by
Manual Role CxSAST user management. By default, LDAP users belong to one team and
are either defined as scanners or reviewers upon login. You can manually
change a logged in user’s Team and Role from CxSAST (see Mapping
LDAP Directory User Groups to CxSAST Teams).

Authorization

LDAP Role Role authorization is managed by LDAP and automatically updated upon
login to CxSAST. Role authorization and management definitions are
defined during the creation and mapping of user attributes in LDAP.

Authorization

Click Save to save the changes.
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Defining Role Mapping Settings

Role mapping settings are used to determine the role of users (e.g. Scanner, Reviewer) who were
created in LDAP and otherwise not assigned roles in CxSAST. Role Mapping parameters only
apply when the Manual Role Authorization option is enabled (see Defining User Management
(Synchronization)).

Role Mapping

¢ Advanced Role Mapping

Scanner Reviewer

grp, deamy, deaorg cn=dev, ou=grp, de=my, de=org, cn=ga, ousgrp, desmy, desorg

3, ou=grp, de=my, de=org ‘ 7 cn=dev, ou=gep, de=my, de=01g, cn=qa, ou=grp, dc=my, dc=o0rg

u=grp, dcemy, dc=org ‘ )
|

qtp, de=my, de=org ‘ ?

% Cancel =3 Test Connection B Save

Define the following Role Mapping parameters:

Parameter Description

Used to determine the CxSAST role of users who have otherwise
not been assigned roles (e.g. Scanner, Reviewer)

e Scanner - can delete projects\scans if the checkbox is

Default Role ID selected. Select the Not Exploitable state checkbox to
provide authorization to apply not exploitable state to
instances

e Reviewer - can make changes to the status or severity of
found instances if the checkbox is selected
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Parameter Description

Role mapping in CXxSAST can be managed by checking the
Advanced Role Mapping checkbox and the defining the

Advanced Role Mapping | parameters below.

NOTE: Roles managed by LDAP are automatically updated
upon login to CxSAST.

Used to define a list of LDAP Group DNs. Members of these
groups will be assigned the scanner role without Apply Not
authorities Group DN Exploitable State and Delete Projects\Scan options (e.g. cn=dev,
ou=grp, dc=my, dc=org, cn=qa, ou=grp, dc=my, dc=org).

Scanner without

Scanner with only Allow |Used to define a list of LDAP Group DNs. Members of this

to apply not exploitable |9roup will be assigned the scanner role with only Apply Not
Exploitable State option (e.g. cn=dev, ou=grp, dc=my, dc=org,
cn=qa, ou=grp, dc=my, dc=org).

state option Group DN

Scanner with only Allow |Used to define a list of LDAP Group DNs. Members of this
to delete Project\Scans | 9roup will be assigned the scanner role with only Delete
Project\Scans option (e.g. cn=dev, ou=grp, dc=my, dc=org,
cn=qga, ou=grp, dc=my, dc=org).

option Group DN

Used to define a list of LDAP Group DNs. Members of this
group will be assigned the scanner role with Apply Not
authorities Group DN Exploitable State and Delete Projects\Scan options (e.g. cn=dev,
ou=grp, dc=my, dc=org, cn=qa, ou=grp, dc=my, dc=org).

Scanner with all

Used to define a list of LDAP Group DNs. Members of this
group will be assigned the reviewer role without Allow
authorities Group DN Severity/Status Change options (e.g. cn=dev, ou=grp, dc=my,
dc=org, cn=ga, ou=grp, dc=my, dc=org).

Reviewer without

Used to define a list of LDAP Group DNs. Members of this
- group will be assigned the reviewer role with Allow
authorities Group DN | geyerity/Status Change options (e.g. cn=dev, ou=grp, dc=my,
dc=org, cn=qa, ou=grp, dc=my, dc=org).

Reviewer with all

Click Save to save the changes.

In order for users to automatically log in using Synchronization, complete Mapping LDAP
Directory User Groups to CxSAST Teams
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SAML Management

Security Assertion Markup Language (SAML) is an XML-based format for exchanging
authentication and authorization data between an identity provider and a service provider.
Checkmarx’s Static Analysis Security Solution (CxSAST) has just become SAML 2.0 aware and
can now be configured to act as a SAML 2.0 Service Provider. SAML supports the user lifecycle
by retrieving users from the Identity Provider (IdP) and defining them in CxSAST. This allows
for more centralized and enhanced user management.

{® SAML login for CxAudit is currently not supported.

Configuring SAML in CxSAST

Before you start with Configuring SAML in CxSAST, Enabling HTTPS on the CxSAST
Server and Configuring the Identity Provider are required in order to proceed.

From the CxSAST application, go to Management > Connection Settings > SAML. The
SAML Configuration screen is displayed.

2CHECKMARX @ & 73 @ &5 e e

1
V8.5 Logout
SAHELE Dashboard ~ Projects & Scans v Management ~ Users & Teams ~ Data Analysis My Profile O Logo

Management / Connection Settings / SAML

SAML [v2.0]: CxSAML

’ © EnableSAML O Disable SAML t t ‘

@7? Authentication J—L User Authorization Management
Provider Name * Use Manual Authorization to manage roles and teams locally on CxServer
or use IdP Authorization to assign roles and teams via Identity Provider *
xSAML =
© Manual Authorization O IdP Authorization
Issuer (Identity Pro:
Dy Team Def:

checkmarx.corp.net

ogin U
t atus
https://corp.okta.com/home/corp_cxsaml_1/0123456789/abcdefgh
ror UR Yo

https://checkmarx.corp.net/Cx! https://checkmarx.corp.net/Cx! E
Sign SAML IDP Requests T Download Metadata

I&0 IDP Certificate

dP Certificate File * ©
[ Choose file
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Select Enable SAML in order to activate the SAML Configuration screen.

(@ The SAML Single Sign-In option won’t be available in the CxSAST Login screen unless
SAML is enabled.

Fill the following Authentication parameter fields:

Parameter Description

Identity Name given to the SAML Identity Provider (e.g. CxSAML)

Provider Name
Element which contains the unique identifier of the IdP, and will usually

) contain the URL of the IdP and a hash (e.g.:

I!)Sf:\?igglgent'ty http://www.okta.com/exkac5ylseLJUQLeZ0Oh7). This parameter is provided
by the Identity Provider setup information (see the CxSAST Plugin and
Integration Guide > Configuring the Identity Provider for SAML).
Identity Provider login location where SAML requests will be sent (e.g.
https://corp.okta.com/home/corp_cxsaml_1/0123456789/abcdefghij). This

Login URL parameter is provided by the Identity Provider setup information (see the
CxSAST Plugin and Integration Guide > Configuring the Identity
Provider for SAML).
Location where logout instances will be redirected (e.g.

Logout URL https://checkmarx.corp.net/CxWebClient).

Error URL Location where error instances will be redirected (e.g.
https://checkmarx.corp.net/CxWebClient/ErrorPages/Default_Error.aspx).

| The local server name is the issuer by default.

ssuer

(Audience) Changing the default is done in the database:
[CxDB].[dbo].[CxComponentConfiguration], [Key] =
‘SamlServiceProviderlssuer', [Value]='<SP Issuer>'
The local server name is the host name by default.

CxSAST Login ) . .

URL Changing the default is done in the database:
[CxDB].[dbo].[CxComponentConfiguration], [Key] = 'WebServer’,
[Value]='<Host name>'

Sign SAML IdP | Select to enable the Sign SAML IdP Requests option. This assures that

Requests every request sent to the IdP server is signed with a Service Provider
certificate.
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Parameter Description
. Click Choose File and navigate to the relevant certificate file (.p12 or .pfx
SFI’ Certificate formats only).
File
NOTE: The uploaded certificate file should contain a private key.
Certificate Enter the unique password for the certificate file.
Password NOTE: Password is only required when a certificate is added or updated.

Select the preferred User Authorization method:

Authorization

Method Description
User creation managed by the SAML Identity Provider and authorization
performed manually by CXSAST user management.
o Default Team - All new users will be added to selected default team
o Default Role - All new users will be added to selected default role
(scanner or reviewer)
o Scanner - can delete projects\scans if the checkbox is selected.
Select the Not Exploitable state checkbox to provide
Manual

authorization to apply not exploitable state to instances
o Reviewer - can make changes to the status or severity of
found instances if the checkbox is selected

By default, SAML users belong to one team and are either defined as
scanners or reviewers upon login. You can manually change a logged
in user’s Team and Role from the CxSAST (see Changing the SAML
User's Team and Role in the CxSAST).

IdP
Authorization

Teams and roles managed by the SAML Identity Provider are automatically
updated upon login to CxSAST. The definitions for the update are defined
during the creation and mapping of user attributes in the SAML IdP (see
Creating and Mapping User Attributes in OKTA).
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Method Description

The Metadata file may be required for troubleshooting by the IdP admin, or
for defining missing attributes (see Configuring the Identity Provider).

Click Export Metadata. The metadata file is downloaded to the default
download directory (see Exporting the Metadata File from CxSAST).

Download
Metadata

The information provided in the downloaded metadata file will
depend on the Manual or IdP Authentication method currently
selected.

Importing the SAML Certificate into CxSAST

In order for CXSAST to validate the authentication token, the IdP certificate (.cert) needs to be
imported and installed on CxSAST (CxManager location).

From IDP Certificate, click Choose File and navigate to the same IdP certificate file (.cert) that
was downloaded to the default download directory during the configuration of the Identity
Provider (see CXxSAST Plugin and Integration Guide > Configuring the Identity Provider
for SAML).

@ For instances where there is no other choice but to manually install the IdP certificate file
on the CxSAST server trusted root certification authority (see SAML Management).

Click Save to save the changes. The SAML setup confirmation message is displayed.

@ If the Configuration is not saved (no clear confirmation message), check the log file at:
<Checkmarx manager installation>\Logs\WebAPI\WebAPI.log

Exporting the Metadata File from CxSAST

The Metadata file may be required for troubleshooting by the 1dP admin, or for defining missing
attributes (see CxSAST Plugin and Integration Guide > Configuring the Identity Provider
for SAML).

Click Export Metadata. The metadata file is downloaded to the default download directory.

@ The information provided in the downloaded metadata file will depend on the Manual or
IdP Authentication method currently selected (see SAML Management).
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Application Management

General

The General screen enables you to set the paths, folders, web server address, and language as
well as other Application specific settings and SMTP.

Server Settings

In the Server settings window, you can set folder locations, maximum number of scans, default
settings and automatic sign in.

ECHEBCKMARX 7 e 25) @ & @ i
(}) Logout

V8.6.0 [SDLC|
i) Dashboard ~ Projects & Scans ~  Management ~ Users & Teams ~ Data Analysis My Profile AppSec Coach

Management / Application Settings / General

Server Settings

C:\CxReports

C:\Program File: ckmarx\Checkmarx Jobs Manager\Resuits

C:\Program File: nanx\Executables
C:\Program Files\Git\bin\git.exe

client executable C:\Program Files\Perforce\p4.exe

2

Use Current

Default Server Language English (United States)

Click Edit. The setting fields are enabled.
The panel includes the following settings:

e Reports Folder - Set the reports folder to save reports in (e.g. C:\CxReports)

e Results Folder - Set the results folder to save results in (e.g. C:\Program
Files\Checkmarx\Checkmarx Jobs Manager\Results)

e Executables Folder - Set the executables folder to save executables in (e.g. C:\Program
Files\Checkmarx\Executables)

e Path to GIT client executable - Set the GIT client executable path (e.g. C:\Program
Files\git\bin\git.exe).

@ The validation of 'git.exe' and 'p4.exe' is no longer mandatory in CxSAST when defining
the 'Path to GIT client executable’ and the 'Path to Perforce command-line client
executable' parameters.
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e Path to P4 command line client executable - Set the Perforce client executable path
(e.g. C:\Program Files\Perforce\p4.exe)

@ If you haven't already done so, download the P4 command line executable (HELIX P4:
COMMAND-LINE) from: https://www.perforce.com/downloads/helix, run the .exe file
making sure the installed files are placed into a directory that CxSAST can access (i.e.
C:\Program Files\Perforce)". Use this same directory to fill the Path to P4 command line
client executable parameter field.

e Maximum number of concurrent scans - Set the maximum number of concurrent scans a
CxManager can run. This cannot exceed the licensed number of concurrent scans. Reducing
the number of concurrent scans below the licensed amount can help to prevent the
CxManager out of resources. The default is 2. CxScansManager service must be restarted
before any changes to this setting will go into effect.

o Time remaining until task completion (min) - Set the time remaining until task
completion (timer).

e Web Server Address - Set the web server address in order to access links in generated
report from outside the organization.

e Long Path Support - Enables long path support for the CxSAST application. Enabling long
path support is required on all CxEngines and all CxManagers. Without long path support the
path of source file to be scanned is limited to 260 characters.

o Default Server Language - Set the default server language.

e Allow Auto Sign In - Enable/Disable auto sign in.

SMTP Settings

The SMTP settings window enables you to set the host settings and default credentials of your
SMTP.

SMTP Settings

None

Click Edit. The setting fields are enabled.
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This panel includes the following settings:
e Host - Type in the host domain
e Port - Select a port number
¢ Encryption Type - Select the encryption type
o Email from Address - Notification by E-mail address

e Use Default Credentials - Enable/disable default credentials. If enabled the default
credentials of the host machine are used

¢ User Name - Type in the user name

e Password - Type in the password

OSA Settings
The OSA settings panel enables you to set the CxOSA settings for the system.

0SA Settings

Click Edit. The setting fields are enabled.

This panel includes the following settings:
e Organization Token - Displays the organization token provided by WS (read-only)
e OSA Scan Options:

o Match by File Name — Check to enable. If the SHA-1 Hash does not identify an
open source library, a match is attempted using the provided filename. Results can
been viewed in the 'Match Type' column in the CxOSA report.

o Unrecognized Libraries — Check to enable. Libraries not identified are viewed in
a separate section the CxOSA report (Unresolved libraries). The unresolved
libraries lists library format files such as ".jar' and ".dlI'

(© Enabling either of these options will handover Open Source Filename to WS.
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License Details

The License Details screen is divided into the following windows:

General

The General panel provides general license information.

General

This includes the following information:
e Edition - CxSAST license edition (SDLC or Security Gate)
o Expiration Date - CxSAST license expiry date
e LOC - The number of lines of code the license was bought for
e HID - Hardware identification number

e CxOSA License - Open Source Analysis license status (Enabled, Disabled or Conditional
with expiration date for Conditional version).

@ To request a new license, if you have not yet obtained a permanent license, copy
your Hardware 1D, which you will need in order to obtain a license from Checkmarx. Or,
you can later obtain your hardware ID by using the shortcut in the Windows / Start
menu Checkmarx folder.
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Supported Languages

The Supported Languages panel includes the supported languages used in default queries.

——Supported Languages

| CPP

¥ HTMLS v Java ¢ JavaScript

Capacity

The Capacity panel provides information about the number of users (combined roles), projects
and engines available and in use in the system according to the current license.

—Capacity

Available
1 10 10 %

2 50 %

12 10000000

The Capacity panel includes the following information:
Users - Number of users available in the system (i.e. Server Managers, Service Provider
Managers, Company Managers, Scanners and Reviewers)

Auditors - Number of users available in the system that have auditing permissions and
can run CxAudit (i.e Auditors Users)

Projects - Number of projects available in the system

Number of Concurrent Scans - Number of concurrent scans available in the system.
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License Expiration Notification

The License Expiration Notification panel provides notification behavior settings for when
your CxSAST license is about to expire.

License Expiration Notification

¢ Notification by E-mail

Notification by E-mail - If checked, a notification email is automatically sent to the CxSAST
Administrator User on a weekly basis, starting 90 days (defined in the DB) before the actual
license is set to expire.

(@ The Notification by E-mail address is defined under the E-mail Notifications parameter in
Server SMTP Settings.

Installation Information

The Installation Information screen provides a list of all the Cx components installed, the
Installation Path, Version, DNS, IP, Hotfix, and State.

2CHECKMARX (7 @ 23 (O] ) ol et s
V8.6.0 [SDLC] AppSec Coach O Logout

Dashboard v Projects & Scans v Ma nt v Users & Teams v Data Analysis My Profile

Management / Application Settings / Installation Information

— System Components

({] Y Fiters 48 Group By O

NAME INSTALLATION PATH ‘ DNS P VERSION | HOTFIX | STATE
CheckmanWebPortal €C:\Program Files\Checkmanx\CheckmarxWebPortal\ Davidp-LapTop  10.31.0.121 86.0 0

Checkmarx Audit C:\Program Files\Checkmarx\Checkmarx Audit\ Davidp-LapTop 10.31.0.121 86.0 0

Checkmarx Web Services C:\Program Files\Checkmarx\Checkmarx Web Services\ Davidp-LapTop  10.31.0.121 86.0 0

Checkmarx System Manager  C:\Program Files\Checkmarx\Checkmarx System Manager\ Davidp-LapTop  10.31.0.121 86.0 0

Checkmarx Scans Manager C:\Program Files\Checkmarx\Checkmarx Scans Manager\ Davidp-LepTop  10.31.0.121 86.0 0 On
Checkmarx Jobs Manager C:\Program Files\Checkmarx\Checkmarx Jobs Manager\ Davidp-LapTop  10.31.0.121 86.0 0 On
Checkmarx Engine Server C:\Program Files\Checkmarx\Checkmarx Engine Server\ Davidp-LapTop ~ 10.31.0.121 86.0 0
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External Services Settings

CxSAST offers additional tools for application security and development environments in order
to improve secure coding and practices using external service providers. By activating this
feature, a secure handshake is performed between your organization, Checkmarx external servers
and the external service providers.

2CHEBCKMARX re & & @ & admin admin

!) Logout
veso fsodj Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile O

Management / Application Settings / External Sesvices Settings
External Services Settings

Status

Checkmarx offers additional tools for application security and development

7 to impr ng external service
tween your

Activate external services

Codebashing Settings

Click the Activate/Reactivate External Services button to activate or reactivate (if deactivated)
a secure communication path between your organization, CxSAST and the service provider.

@ In cases where the automatic activation process doesn't perform as expected, you may need
to request a manual activation. Please contact Checkmarx support.

Click Edit. The Codebashing Settings fields are enabled.

o Enable Codebashing - If selected, enables anonymous data collection in order to provide
user analytics. The second checkbox, enables non-anonymous data collectionin order to
provide user analytics.If selected, sends the user details (email) to Codebashing for
Analytics View.

Engine Server Management

Engine Server Management enables an interface for viewing real-time engine server status
information that includes the number of engine servers in the system (active and offline), status
of each engine server (scanning, idle, blocked, etc.) and location (URL) and scan size of each
engine server. Direct action options (single) include register, edit, unregister and block/unblock
engine servers
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ECHECKMARX (A re} & & O} & 8 admin adin

I
V8.6.0 () Logout
g S Dashboard ~ Projects & Scans ~ Management ~ Users & Teams ~ Data Analysis My Profile AppSec Coach

Management / Application Settings / Engine Management

Engine Management REGISTER ENGINE SERVER

v

EngineServer3 B slocked 0-1000000
EngineServer1 > Scanning (1 of 1) http://localhost/CxSourceAnalyzerEngineWCF/CxEngineWebServices.sve 0- 999999999

EngineServer2 0 1dle 0-999999999

(0 The Engine Server Management screen automatically refreshes itself every 20 seconds.

Engine Sever Management provides real-time information about the status of each engine
server in the system. Each engine server is listed according to its status. The engine server list
includes the following information.

Field Description

Scan Size Engine server scan size

Engine Sever | \jame of the engine server

Name
Actions Single actions: edit, unregister and block/unblock engine server
Status of the engine server:
e Scanning
e Idle (engine server waiting to receive scan requests
Status

e Blocked (engine server unable to receive scan requests)

e Offline (engine server unable to communicate to system, e.g. machine
down, service stopped, connectivity issues, etc.)

e Scanning and Blocked (engine server running scans already requested
from the system, before the engine server was blocked)

Engine URL URL of the engine server
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Performing Engine Sever Management Actions

Once the Engine Management screen is displayed you can perform single actions.

Register a New Engine Server

You can register a new engine server to the system.

To register a new engine server, click the Register Engine Server button. The Register Engine
Server dialog is displayed.

Register Engine Server

Define the following attributes:

Parameter Description
Server Enter the name of the engine server. Each engine server should have a unique
Name name.

Enter the URI address of the engine server. URI address must start with the

Server URI http(s):// prefix.
Scan LOC Enter the scan LOC (lines of co) limit. The 'From' and 'To' definition must be a
Limit whole number between 0 - 999,999,999.

Click Update to save the changes. The new engine server is added to the engine List.
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Edit an Existing Engine Servers Attributes
You can edit an existing engine server's attributes in the system.
To edit an existing engine server’s attributes:

Click the Actions I:I icon in line with the engine server that you would like to edit and select Edit.
The Edit Engine Server dialog is displayed.

Edit Engine Server

Localhost
http://Localhost/CxSourceAnalyzerEngineWCF/CxEngineV

0

999099999

Change the engine server's attributes accordingly (see Register a New Engine Server for more
information about the available attributes).

Click Update to save the changes.
Unregister an Engine Server

You can unregister an existing engine server in the system.

To unregister an existing engine server:

Click the Actions I:I icon in line with the engine server that you would like to unregister and select
Unregister. The Unregister Engine Server dialog is displayed.
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A Unregister engine

Are you sure you want to unregister this engine?
This action cannot be undone

CANCEL YES, UNREGISTER ENGINE

Click Unregister Engine to continue, or click Cancel. The engine server is removed from the engine
list.

@ You cannot unregister an engine server that is currently running a scan.

Block/unblock an Engine Server

You can block an engine server in the system. Blocking prevents the engine server from accepting

any new scan requests from the system. Scans already requested from the system, before the engine
server was blocked, will continue uninterrupted until completion.

To block an engine server in the system:

Click the Actions I:I icon in line with the engine server that you would like to block and select
Block. The Block Engine Server dialog is displayed.

Block engine

Are you sure you want to block this engine?
Blocking an engine will prohibit it from accepting scan
requests

CANCEL BLOCK ENGINE

Click Block Engine to continue, or click Cancel. The status of the engine server is changed to
Blocked in the engine list.

To unblock an engine server in the system, perform the same procedures, as above, and select

Unblock until completed. Once the engine server is unblocked it can start to except new scan
requests from the system.
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Maintenance Settings

In this section:

o Data Retention Management
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Data Retention Management

In order to properly manage data storage consumption, CxSAST allows for the manual purging
of old scan data. An administrator can define the desired storage policy by date range or by
defining a minimal number of scans to retain overriding the date range.

{ Warning - Scanned data is purged from the file system as well as the database, therefore,
once deleted cannot be reversed. See Data Retention Purged Data, below.

Using SOAP API and Windows Tasks, data retention can be automated.

(0 Data retention settings apply globally to all projects within the system. This global
configuration can be overridden for a specific project, either during the project creation or
by editing the project's setting through the Data Retention tab (see Creating and
Configuring Projects and Viewing Project Details).

Specific scans may be marked as “Locked” to avoid automated purging of important scan data.

(© Locked scans cannot be deleted, and will be skipped in the data retention process. If you
would like to delete all scans within the range defined for deletion, it is highly important to
ensure that no locked scans are included within this range. If the range does include locked
scans, unlock the scans before executing the Data Retention command (see Unlocking
Scans).
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Defining Data Retention Settings

To define the data retention settings:

Select Management > Maintenance > Data Retention. The Data Retention window is
displayed.

0 1)) @ -
ECHEBCKMARX (A ﬁ}, [#2) L ﬁf"} @ (15 admin admin
V8.8.0 [8 i : L ut
Expires: L/?;?ZIUIS Dashboard ~ Projects & Scans ~ Janagement ~ Users & Teams ~ Data Analysis My Profile Codebashing Services & Support O Logo

Management / Maintenance / Data Retention

Data Retention:

Scans 1o keep:

®) Keep last successful scans : This value is required
Scans to delete:

e range to delete scans

Retention duration limit (Hours):

The Data Retention window includes the following settings:

Scans to keep:

e Keep last successful scans - Set the requested number of scans to be kept. This setting
leaves only the specified number of recent successful last scans and deletes all other
scans. For example, if the value is set to 10, it will keep the last 10 successful scans for
each project.

Scans to delete:

o Select date range to delete scans - Enter a start and an end date. This setting deletes all
scans within a predefined time range.

¢ Retention duration limit (hours) - Set a limit to the amount of time the operation
should take. If set to 10, then after 10 hours the operation automatically stops,
regardless of whether the operation is complete.
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Click Start. The following message appears:

Are you sure?

This operation cannot be undone. Make sure you have a backup of your
dstabase before proceeding

»

If you are unsure whether you have backed up your database, or if the range you defined for
deletion includes locked scans, click Cancel to postpone the deletion.

If you want to continue, click Yes, delete it. The following message is displayed "Data
retention is now in progress™ and the progress of the data retention process is represented in the

Stages panel.

Stages:

v ConTiguration
il Heusistic File Cleanup

Deleting Scans

Once the data retention process is complete, status information about last deletion is displayed in
the Last Executed Data Retention panel.
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Last Executed Data Retention:

Execution Information Selected Settings

Initiator: admin@ex Data Retention Mode: Keeo last ¥ scans for every project
Request Date: 11/23/2015 2:19:27 PM Mumber of Scans 1o Keep: 10

Duration: 3 Second(s

Data Retention Purged Data

Scanned data is purged from the file system as well as the database, therefore, once deleted
cannot be reversed. The following data is purged as part of the data retention:

Database Tables

Selected data from the following tables is purged as part of the data retention:

All Scans

TaskScans
CancelledScans
TaskScanEnvironment
ScanReports
FailedScans
PathResults
NodeResults

File System

CxSRC folder — This folder holds the extracted source files which are being scanned.
Files and folders inside the CxSrc folder are deleted as part of data retention except for
the following scenario:

In case the exact same sources (ZIP, remote location..) are uploaded to the same
existing scan, the extracted folder will be excluded from further data retention cleaning
tasks.

CxReports folder - This folder holds the following:

o Reports requested by the customer and created in the CxSAST reports page.
These reports are deleted as part of the data retention

o Eclipse IDE reports created after each developer scan request. These reports are
not deleted as part of the data retention.
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Unlocking Scans

One of the most common reasons for having no scans deleted is that one or more of the scans are
locked. This can be modified by unlocking the scans.

To unlock the scans:

1.
2.

Go to Projects & Scans > Projects.

Select the requested project. If many projects exist, find the project by using the
following steps:

a. Click Filters on the right.

b. Type one or more identifying criteria for the project, such as the project name,
owner, and team.

c. Click Enter.
Go to the column Scans List.

Click the button View project scans.
A list of all scans belonging to the selected project appears. If the list contains more than
one page, use the directional arrows on the left to move to the next or previous page.

Go to the Locked column.
See if one or more of the scans is locked.

Use the Unlock scan button (Iil ) to remove the lock.
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Managing Custom Fields

It is now possible to define project attributes (metadata) by using custom fields.

Implementing and consuming project attributes - using the new Custom Fields capability - isa 3
steps process:

1. Creating new custom fields
2. Filling up the custom fields per project
3. Consuming custom fields using the OData REST APIs.

To define custom fields:

Go to Management > Manage Custom Fields.

Click Add.

bl A

Enter a unique custom field name in the designated field.
4. Click Save.
Each newly added custom field (up to 10) is displayed on the list and can be edited or deleted.

A

¥ CHECKMARX
vi22 Condbowrs -

Manmprrent | Manirge Gustoon | iy

To edit the custom field's name:
1. Click the "+" sign to the left of the field name.
2. Perform the requested change in the editable row that appears.

3. Click Save.
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Custom field are available for fill-out in the project attributes screen, both when you create new
project and later when you edit an existing project.

T Chechmacs Evmarpice

« c 10.31,0.146/ 030
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My Profile Settings

Accessing My Profile Settings

To access My Profile settings:

In the System Dashboard, click My Profile. The My Profile window is displayed

Account information

admin

admin

admingce

English {United States)

CxServer

Update «*

Change Password

lUpdate

* Indicates a mandatory field
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Defining Profile Account Information
The Account information window includes the following parameters:

Account Information:

e * First Name
¢ *Last Name
o Job Title

e * Email - the email address used (must be of valid format, i.e. John.Smith@example.com, and not
John.Smith@example).

e Phone - the user's landline phone number
e Cell Phone - the user's cellular phone number
e Skype - the user's skype name
¢ Language - can be one of the following options:
e English (United States)
e French (France)
e Russian (Russia)
¢ Chinese (Traditional, Taiwan)
e Japanese (Japan)
e Korean (Korea)
e Chinese (Simplified, PRC)
e User Teams - Server name used by the user teams

Click Update.

Changing Profile Password

The Change Password panel allows replacing the user's current password, by providing the following
parameters:

Change Password:

* Old Password

* New Password

e * Confirm Password

@ The required password complexity is as follows: 9 to 400 characters, at least 1 uppercase
letter, at least 1 lower case letter, at least 1 special character and at least 1 digit.

Click Update.
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