(¥ Checkmarx

CxSAST v9.0.0

Configuration Guide

This document is non-binding and for information purposes on



(¥ Checkmarx

Contents

CXSAST CONFIGURATION GUIDE......ccciiiiiiiiiiinnnniieiiiiiiinnnmeeeiiiiinssmeeesissssssssmsessisssssssssesessssssssssssssssssssssssssssssssss 5

CONFIGURING THE CONNECTION TO A SOURCE CONTROL SYSTEM ....ciiitiiitiieeeeerererinieeeeeressrnnaeeeesessssnnaesessssssmnneeeeesssssnnnneeeaees 5
Defining Source Control for TFS
Defining Source Control for SVN

(DIC) TalTalo IS To I8 (otc I OLo gl o] Ik (o] S €1 I
Requirements for UsiNg the GIT REPOSITOIY .......cciiiiiiiiii ettt ettt e st e et e e e e tae e e abe e e seaaeeesabaee s aseeeeeabeeesnsaeesassseannns 8
Defining the Source Control ..........cceceeevueenneen.

Defining Source Control for Perforce

CONFIGURING CXCONSOLE TO USE A PROXY ...vtiiiuitieeeiuiteeeeiteeestteeeesiteeeseusteeesabteessuteeessuseeeesabaeessnnseeesansseessasseeesnnsenesannees

Configuring SSL for the Checkmarx Software EXposure PIGtfOrm .............ccccoceeeveeeieeeseeesieieseeeieeesee e 12
OVEIVIEW (SSL) .ttutertteutietiete sttt sttt st et ete et she et e e bt et e s bt et e sae et e she et e eaeeateshe e b e ea s e s beshe e b e eatenbesstenbeebsenbesbeenbeentebesbeenbesntente 12
Checkmarx Software EXPOSUre Platform (SSL) ...uueiiiuiie ettt esite e ettt e e e tee e e sate e e eav e e e eabaeessaaeesabeeesanaeeeansaaennns 12
CONTIGUIINE SSL...itieieiiiie ettt ettt e ettt e ettt e e et e e e s teeeeeabeeeetaeeeessaeeeassaeeasseeeassseeeeasaeeasssaeeansseeeansaseassseesnnbeeeansaeesnsseeennns 12

Enabling SSL SUPPOIt 0N the CXMIGNAGEN .........c...eeeeeeeeieeeiieeeeeieeeeeteeeeeaeaeesttteeeetteeeestaaaeesisasasstsasessssssssssanaans 15
OVEIVIEW (SSL) 1eieiutiieieiiieeeiee e ettt e ettt e ettt e e ettt e e e tteeesbeeeeeabee e e tseeeassaeeeasaeeasseeeassseeeensaaeanssessansseeeansasesssseesnsbeeesnsaeesnsseeennns
CxManager (SSL)

Enabling SSL Support
DEfiNiNgG HTTPS SEELINGS ....eeeueeeiuieeeie ettt ettt ettt s et s it e sate e st e st e st e sateesaseesateesaseesateasaseesaseenaneens 18
CONFIGURING SSL BETWEEN THE IMANAGER & ENGINE «...eeeieuitiieiiiieeenitieeeeiteeesiteeeesuteeessuateeesabeeessnbeeessnsteessabeeessnnseeesnnnees 19
(0 o (L= Lo 11 T =1 =L USRS 19
ON MONAGEIMENT S@IVEN ....eseteteeeseseteeesesetesesssesesssssssssesssssssesssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssesssssesens 22
APPENDIX 1 — SELF SIGN CERTIFICATE ...evteuteuietetestterestteiteieestetessessessesseeasesessesetebessteseesnensensesaeesesaeensensensensessens 23

Enabling TLS 1.2 SUpport 0N the CXIMIANGAGEN ..........ceeeeeeeeiieeieeeeeeeieetea e e eetttate e e e e e ssseasseaaaeessssssaasaesssssssseeaans 23
OVEIVIEW (TLS) et e iuttieieiiee e ettt e e ettt e ee ittt e e ettt e eettee e e teeeeeaaeeeeaaseaaasseaeassseeeasseaeansssaeassseeeansasaansseseansseseansaseassseessteeeansaeeansseeeanns 23
(G =LA E == 1 ) TSRS 23
Yo [T g =g I YU o Yo SRS 23

Configuring Management & Orchestration for SSL and FIPS COMPLIANCY .......ccccueveeeceeeeeiiieeeeiiieesiieeessieaennnns 25
Configuring HTTPS in Apache Tomcat
Configuring FIPS Compliancy ......cccevvevreeeneeeneereeeieens

ENABLING TLS PROTOCOL CONNECTION TO THE ACTIVEMQ

Handling ActiveMQ BroKer CErtifiCAtes ..........uuummmmmmiieeiiieeesiiieeesititsesteeessttteessstteassasteaesssseaesssssassssssaesaseeaens 28

ENabling TLS ProtoCO! CONNECLION............ueeeeeeeeeieieeeeeeeeeteee e e e eee sttt a e e e e e ettt e e e e e e s sstssbaaaaeesssstsssasaaeeessssssenaans

Configuring the ActiveMQ Broker ...

Configuring ACtIVEIMQ ClIBNTS ........cc..ueeeeeeeeeeeeee e ee ettt e ettt e e ettt e e ettt e e e et e e e tas e e esaasaaetsasaaasssaeessssaeassanananes

Configuring ME&O With ACEIVEMQ TLS ......eeeeieeeeeeieeeee ettt ettt ettt ettt st et e st eestesbeeeseeenbeeenaneenns 33

CHANGING THE SERVER NAME, |P OR PORT FOR CHECKMARX COMPONENTS.....cevvuuueeeeerrrrrnnineeeeerersrsnneseesssssmsnneeseessssnnneeeeeees 34
OVBIVIBW ...ttt ettt e e e ettt e ettt e st e e ettt e ettt e e s st e e e st st e s asne e e s st e e estseesanneeesanneeesnaseeesnanns 34
Changing the SErver NAIME, [P OF POIT ........co...uuueeeiee ettt eee ettt e e e e e ettt e e e e e e ettt a e e e e e e s sstaseaaaaeeessssssenaans 34

CONFIGURING CXSAST TO USE A NON-DEFAULT PORT ...uutiiiiiiiniiieiiteesteesiteestee st e steesibeesteesabeesaseesabeesnseesabeesnseesabeesnseesanes 36
Changing the Web Server LIStENING POIt .........c.ooiiieieieeeee ettt 36



(¥ Checkmarx

Additional CXSAST CONfIQUIALION........ceeuiriiiriiriiieierieeterte ettt eas 38
CONFIGURING CXSAST FOR USE WITH A NON-DEFAULT USER (NETWORK SERVICE) CXSERVICES & IIS APPLICATION POOLS.............. 39
(0711 [ -SSP 40
(IS) Y o] o] 1o Ta oY T 2o Yo PP POPPPRTP 40
YT Y (ol OO PPPPPUPPPIRE 40
1Y I o] Lo =T OO OO ST PP SRR 41
Sy TeT - T= =l o] [o 1T P PUTOPPPRN 42
CONFIGUIALION ...ttt ettt ettt ettt et e st e et e ettt e bt e sttt et e s bt e e beesabseenaeeeatneenaeenans 42
[0S T=] Vi (o= TP TP PPPPPUPPPIRE 42
(IR e] o] Tor= Yo ol e Yo ] £ F PSPPI 44
[0 (o] =T (=l So] o L= PP UPO PPN 45
CONFIGURING SINGLE SIGN-ON (SSO) ...ttteieittiieiiiieeeiiteeeetteeesetteeeesttaeeseasteeesnseeeasstseesasssaeessssaesassasessnssseesssasessssseesnnsees 46
CONFIGURING THE CHECKMARX WEB PORTAL ON A DEDICATED HOST ....uvviieiiiiee e sttt e eiieeeesieee sttt essiteeesavaeessnnteeesnnsaeesnanes 47
CONFIGURING THE PROXY FROM A CHECKMARX SERVER
PrOXY SEIVEE SEINGS .. .cctiieeieteieetetee sttt ettt ettt sttt sttt te et be et ste e e e ens
PrOXY SEIVICE CONSOIE.......occceeeeeeeeee et e e e e et e e ettt e ettt e e e ettt e e e et e e e e asaeaeetsesaeastsaseassaaeeassasaaastsaseassssssassanaans
CONFIGURING CXOSA WITH A PROXY SERVER ...eeeeuuvteeesuteeesaeeeeesauseeesssseeessssesssssseesassseessssssesssssssessnssessssssssssssssesesssssessssees
CONFIGURING MANAGEMENT & ORCHESTRATION SQL SERVER FOR DYNAMIC AND STATIC PORT CONNECTIVITY ..ceeruvveeeenreeennaeen 50
SEALIC POIt CONFIGUITLION. ....c..eeeeeeiieeeeeeeee ettt ettt ettt ettt et e ettt sat e et e enateenanaenaneenanes 50
[ =T =T [T LU OPPPPPI 50
SEATIC POIt CONNECEION. .....coeeeeeiiiiiieeeeeeee et ettt e e e e ettt e e e e e s sttt e e e e s s assbtteaaaeessassstseaaseesasssttanaseesssnnsaes 50
(070 a1 iTo [T LIRS £= LA [0 =0 i SO PSS 51
DyNamic POt CONFIGUITLION.........cccueeeiieeieeseeet ettt ettt s st e s e st e st e s ateesteesaseesaseesaneens 52
PrEIEOUISITES ...ttt ettt e s et e e e e s bt e e s bt e e et b e e e e ab et e s bb e e e e b b e e e ab e e e s bt e e e r e e e nra e s 53
(DAY o T o1 Tol oY o A ] oY =Tl 4 o o PO PSPPI 53
[@0e) Y T ={U (= 01V o F=1 1 o 1ol 2o o O U RSP UTO PPN 53
[T A @] g g T=Tor o] o N I =Ty TP P P OPPPPPP 55
M&O CoNNECEIVItY IMITIBATION ...ttt st e e ettt e e s abe e e s ab e e e e bt e e e aabeeesmbeeeenseeeennneeeas 55
CONFIGURING CXMANAGER WITH WINDOWS AUTHENTICATION TO THE DB WITH A SEPARATE CLIENT PORTAL.....cevvvieereeeraiieneeenn. 56
PIrOIEQUISITES .evvveeeiiiieieeeeeeeeee et et e sttt et e e e s ettt e e e e e s sttt e e e e e ssasttteaeessssassstseaassesasssbaeaessesassssseasessssnnsssseneens 56
MANAGET CONFIGUITTION ... e et e ettt e e et te e e ettt e e e et e e e e tasaeetsaaaeestsaseassaaeastsaaaaastsaseasssassssssnaans 56
DAtADASE CONFIGUIATION ... ee e et e ettt e e et e e e ettt e e st e e sttt e e s aasteasasteassasseaasnnssaasassnassansenanns 60
CONFIGURING A NON-DEFAULT LOCATION FOR MANAGEMENT AND ORCHESTRATION AND CXSAST COMPONENT DATA (v9.0.0 AND
0] RS 62
Changing the Management and Orchestration and CxSAST Component Data File Location .................c.uuu..... 62
CONFIGURING A NON-DEFAULT LOCATION FOR MANAGEMENT AND ORCHESTRATION COMPONENT LOGS ...cevvvvriririierenirinnneeene. 62
Changing the Management and Orchestration Component Log File LOCQtiON .............cccceeeeeeecccvvvvenseeeeccirvnnnnn, 62
CONFIGURING USER CREDENTIALS FOR CXDB CONNECTIVITY ..veteiiiiieiieritereseiiiiireterese s snrereteessesmneneseeesesmnnneeesesesennnnesesas 63
PERFORMING PROTOCOL, MIACHINE NAME AND PORT CHANGES FOR CX COMPONENTS . ...uuueeeeeerrrriiereeeeeerssnnieeeeessesssnnneseseeensees 64
2T Tt 240 | {01 o T
USE CASES....eeeteeteete ettt ettt et et et e a e e ae ettt et e e at e e u e e h ekt e bttt e et e e at e eat e eue e bt ettt e et e e s e eaneabeenaen

Accessing the Database Table
Changing Table Key Value Definitions

CXSAST ENGINE CONFIGURATION ..eeuuveeureesureesueeesuressseeesssesssseessseessseesssesssseesseesnseesssessseesssessnsesssseesnseesasessnseesasesssseesnes

MANUAL CHANGES TO SAML IDENTITY PROVIDER ATTRIBUTES FOR UPGRADING FROM CXSAST V8.8/8.9 TO V. X...eeivvveeevneee. 71
=TT [T (=TS 71
USEr AHDULE CRANGES ... ..ottt ettt sttt sttt at et et este st e e besaeeae e e easennans 71



(¥ Checkmarx

Team AUMNDULE CRANGES ....ocvoiiiieieiereeeee ettt ettt ettt ettt ettt nae st nas
CXSAST SERVER WEB PORTAL INSTALLED ON DEDICATED HOSTS (v8.8.0 AND UP)
CONFIGURING THE ACTIVEMQ PASSWORD
DISABLING THE SWAGGER UT CLIENT ..etuttiirureeriieeniteesiteesiteesiteesseeessseessseesssesssseesssesssseesssesssseesssesssseesssesssseessessseesssesssseesns
CONFIGURING CXSAST FOR HIGH AVAILABILITY

Configuring Checkmarx Software Exposure Platform for High Avail@bility ..............cccoeeeevvieeeciiieeiiiieeesiieeeans 81
OVEIVIBW .ttt ettt ettt e et e e e a et e s ab e e e et b e e e eabb e e s s bt e e e ab b e e e aab bt e s ab e e e e bbb e e e abb e e s ab e e e eas b e e e eabb e e s ambbeeesbeeeeabbeesanbbeeeantaeenans
Configuring High Availability
Restoring the SessionState Value after Upgrading....
CONFIGURING ACCESS CONTROL FOR HIGH AVAILABILITY ENVIRONMENTS
Configuring the CXACCESSCONTIOI DALADASE .........ccc..ueeeeeeeeeeeie et et e e et e e ettt e et tae e e et saaeeassaesssssaeasssanananns
Configuring the Host Header in the Load Balancer / Proxy.
CONFIGURING ACTIVEMQ FOR HIGH AVAILABILITY ENVIRONMENTS
Configuring ActiveMQ Brokers

Configuring ActiveMQ Clients




(Y Checkmarx
CxSAST Configuration Guide

The Configuration Guide includes advanced configuration procedures and explanations
Or uncommon scenarios.

Refer to CxSAST Troubleshooting & FAQ for additional information and frequently
asked questions.

Configuring the Connection to a Source Control
System

When creating a project and the source code Location iS Set t0 Source Control, yOU can
define to which source control system to connect by selecting a source control
type (TFS, SVN, GIT or Perforce).

ECHECKMARX ) 3 & &

V8.6.0 [soLC]
B Dashboard v Projects&Scans v Management v Users&Teams v Data Analysis

Projects & Scans / New Project

Advanced Actions Custom Fields Data Retention

With Source Control option checked, click select. The Source Control window is
displayed (see below for connection options).

Files inside a zip file that are located inside a repository will not be sent for scanning.
Unzip the contents of the zip file to the repository before scanning.


https://checkmarx.atlassian.net/wiki/spaces/KC/pages/7602178
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Defining Source Control for TFS

1. Select TFs from the drop-down. The TFS Connection Details panel is displayed.

Choose a Folder from Sousce Control

TFS v

Repository URL:

Port Number: 8080
Required Authentication

User Name:

Password

OK & cancel X

The TFS Connection Details panel includes the following parameters:

Repository URL - the repository URL address (Supports HTTP and HTTPS,

i.e. <protocol>://<site name>:<port>/tfs/<Collection> (must point to the repository named
<Collection>)).

Port Number - the port number
Required Authentication - select to enforce authentication
User Name - the user name (required with enforced authentication)

Password - the password (required with enforced authentication)

2. Click ok.

Defining Source Control for SVN

1. Select svN from the drop-down. The SVN Connection Details panel is displayed.
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Choose a Folder from Source Control

SVN >/

Repository URL:
Port Number: 8080
# Required Authentication
User Name: Required Field
Password: Required Field

SSH Authentication

ok ¥ cancel X

The SVN Connection Details panel includes the following parameters:

e Repository URL - the repository URL address (Supports HTTP, HTTPS and SSH
private/public key infrastructure,
i.e. <protocol>://<server_ip>/<repository_name>)

e Port Number - the port number

e Required Authentication - select to enforce authentication

e User Name - the user name (required with enforced authentication)
e Password - the password (required with enforced authentication)

e SHH Authentication - select to use secure authentication with SSH

Repository URL:
Port Number: 8080

Required Authentic ation

B SSH Authentication

Private Key
Text

File
. Select

Enable SSL to secure HTTP traffic

ok ¥ cancel X
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Selecting SHH Authentication displays the following additional parameters:
e Private Key Text - add private key text

e Private Key File - select and upload a private key file

e Checkmarx does not support SSH keys with a passphrase.
o For best results, use ssh-keygen, per these instructions, and not PuTTYgen

2. Click ok.

Defining Source Control for GIT

Requirements for Using the GIT Repository
1. Download GIT Installation Package and perform the installation on CxSAST Manager Server
(use installation defaults)

2. Define Path+ exe file in CxSAST Management > Application Settings > General > Path to GIT
Client Executable (i.e. C:\Program Files\Git\bin\git.exe).

Defining the Source Control
1. Select GIT from the drop-down. The GIT Connection Details panel is displayed.

2. Click Test Connection. Once the 'Connection Successful' message is displayed, you can
continue.

http:/iwww.git-scm.com
ent in General Settings Page

Public

Authentication @ None Credentials Personal Token SSH

GitHub Scan Automation (webhook)

v Cancel X



https://git-scm.com/download/win
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The GIT Connection Details panel includes the following parameters:

e Repository URL — The repository URL address (Supports HTTP,
HTTPS, i.e. <protocol>://<user>:<password>@<server_ip>/<repository_name>.gi

t or SSH private/public key infrastructure,

i.e. git@<git_site>:<user_name>/<repository_name>.git).

If your repository URL contains the character "@", replace it with "%40" (html

encoding) before inserting the URL.

For a hint to find your GIT Repository URL, refer to GitHub - Tips on Finding

Git / GitHub Repository URLs

e Authentication — Select an authentication method.

Configuring a Project with Git Integration.

For more information about the various authentication methods, refer to

e  GitHub Scan Automation — Check to include GitHub Integration.

M GitHub Scan Automation (webhook)

Repository URL (7)

GitHub user with repository collaborator authorization (7 )
User Name
Password

GitHub user with repository owner authonzation (7 )

Validate Webhook Credentials

Public



https://checkmarx.atlassian.net/wiki/spaces/KC/pages/222068762/Configuring+a+Project+with+Git+Integration
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Enter the GitHub repository owner and collaborator credentials into the relevant User
Name and Password fields.

The GitHub user with repository owner authorization is used for creating and
using a GitHub WebHook (see GitHub Webhooks).

The GitHub user with repository collaborator authorization is used to create
commit comments.

7.

Configure the Event threshold. A scan in Checkmarx CxSAST will be initiated only after
this number of events has occurred, since the last triggered scan.

By default, the event threshold value is set to 5, because triggering a scan after fewer
events may overload the system. If the user specifies a lower number, a warning
message is displayed.

Click Validate Webhook Credentials to confirm authentication to the GitHub webhooks
works correctly. A 'Server Connection Verified Successfully' message is displayed.

Click OK to complete the procedure.

For more information about the various options for GitHub integration, please refer
to Github Integration

Defining Source Control for Perforce

Currently CxSAST is unable to scan code from any system that contains symbolic links.

Select Perforce from the drop-down list.

The Perforce Connection Details panel is displayed.

ok v cancel X

The Perforce Connection Details panel includes the following parameters:

10
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e Repository URL - the repository URL address (i.e. SSL:<server_ip> or <server_ip>)
e Port Number - the port number

e User Name - the user name

e Password - the unique password

e Browsing Mode - select Depot (for shared file repositories) or Workspace (for
grouped file repositories).
8. Click ok.
9. To set the Perforce client executable path, refer to the Path to P4 command line client
executable parameter in the Server Settings.

You can now continue to configure the project.

o For All connections — The connection between CxManager Server and the
3rd party repo server is established with the credentials that have been
configured for the CxPool IIS Application Pool.

Configuring CxConsole to Use a Proxy

If your network requires a proxy to connect to the CxSAST server, you'll need to
configure CxConsole as follows:

1. Open the following file for editing:
...\CxConsole\runCxConsole.cmd

2. Find the following line:
java -jar CxConsolePlugin-CLI1-9.00.2.jar %*

3. Change the above line to:
java -Xmx1024m -Dhttp.proxyHost=<proxy server> -Dhttp.proxyPort=<port> -
DsocksProxyHost=<proxy server> -jar CxConsolePlugin-CLI-9.00.2.jar %*
where <proxy server> (appears twice) is the IP address or resolvable name of your
network proxy server, and <port> is the port on which the proxy server is listening.

For example:
java -Xmx1024m -Dhttp.proxyHost=10.31.0.128 -Dhttp.proxyPort=808 -
DsocksProxyHost=10.31.0.128 -jar CxConsolePlugin-CLI-9.00.2.jar %*

« We recommend that, rather than edit our script every time an update is
required, setting the following in the global environment, or before calling the
script:

11
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e Linux - export JAVA_TOOL OPTIONS="-Dhttp.proxyHost=http-proxy -
Dhttp.proxyPort=3128 -Dhttps.proxyHost=http-proxy -
Dhttps.proxyPort=3128"

e Windows - set JAVA_TOOL_OPTIONS="-Dhttp.proxyHost=http-proxy -
Dhttp.proxyPort=3128 -Dhttps.proxyHost=http-proxy -
Dhttps.proxyPort=3128"

For additional information on connecting via a proxy from a Java command, see here.

Configuring SSL for the Checkmarx Software Exposure Platform
Overview (SSL)

SSL (Secure Sockets Layer) is the standard security technology for establishing an
encrypted link between a web server and a browser. This link ensures that all data
passed between the web server and browsers remain private and intact. To be able to
create an SSL connection the web server requires an SSL Certificate.

Checkmarx Software Exposure Platform (SSL)

To secure communications between all Checkmarx Software Exposure Platform
components, we recommend that you install signed certificates and enable SSL on all
machines/servers to enforce SSL security (HTTPS). These instructions guide you
through the procedure to configure the Secure Sockets Layer (SSL) Protocol for the
Checkmarx Software Exposure Platform in Distributed OF High Availability environments. They
also include links to topics that are directly related to this procedure.

Configuring SSL

SSL can be configured via the Checkmarx Software Exposure Platform components for
each machine/server accordingly. To configure the SSL, follow the instructions below:

e All machines/servers in the Checkmarx Software Exposure Platform must be
part of the same domain and configured in the Domain Name System (DNS),
when using machine names

1. Enable SSL support for Access Control by configuring the appsettings.json file
(<dir>:\Program Files\Checkmarx\Checkmarx Access Control\appsettings.json):

2. Update ExternalListenUrls to reflect IIS configured bindings:

http(s)://*(port)
Example: "ExternalListenUrls": "https://*:443"
If more than one binding is configured:

12
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http(s)://*(port);http(s)://*(port)
Example: "ExternalListenUrls": "https://*:443;https://*:123"

. Enable SSL Support on the CxManager according to these instructions.

. Configure all Checkmarx Software Exposure Platform components for HTTPS in the DB

table [CxDB].dbo.[cxComponentConfiguration] as follows:

Replace IdentityAuthority, CxARMPolicyURL, CxARMURL,
CxSASTManagerUri and WebServer keys to include HTTPS.

SQL Query to view current values:

SELECT * FROM [CxDB].[dbo].[CxComponentConfiguration] WHERE [Key] =

'ldentityAuthority’

SELECT * FROM [CxDB].[dbo].[CxComponentConfiguration] WHERE [Key] =

'CxARMPolicyURL'

SELECT * FROM [CxDB].[dbo].[CxComponentConfiguration] WHERE [Key] =

'CxARMURL'

SELECT * FROM [CxDB].[dbo].[CxComponentConfiguration] WHERE [Key] =

'CxSASTManagerUri'

SELECT * FROM [CxDB].[dbo].[CxComponentConfiguration] WHERE [Key] =

'WebServer'
SQL Queries to set URL’s to SSL:

UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET [Value] = 'https://{server FQDN}/CxRestAPI/auth’
WHERE [Key] = 'ldentityAuthority'

UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET [Value] = 'https://{server FQDN}.8443'
WHERE [Key] = 'CxARMPolicyURL"

UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET [Value] = 'https://{server FQDN}.8443'
WHERE [Key] = 'CxARMURL'

UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET [Value] ='https://{server FQDN}'
WHERE [Key] = 'CxSASTManagerUri'

UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET [Value] = 'https://{server FQDN}'
WHERE [Key] = 'WebServer'

Example:
UPDATE [CxDB].[dbo].[CxComponentConfiguration]

SET [Value] = 'https://cxsast.checkmarx.net/CxRestAPI/auth’
WHERE [Key] = 'ldentityAuthority’

13
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UPDATE [CxDB].[dbo].[CxComponentConfiguration]

SET [Value] = 'https://cxsast.checkmarx.net:8443"
WHERE [Key] = 'CXxARMURL'

5. Enable SSL Support on the CxEngine(s) according to these instructions.

6. Restart the ActiveMQ and all CxManager services, for any changes in the database.

7. Enable SSL support on the load balancer according to instructions provided by your

vendor. If you are using Nginx as the load balancer, you can use the following
configuration:

worker_processes 1;

events {
worker_connections 1024;

}

http {
include mime.types;
default_type application/octet-stream;
sendfile on;
keepalive_timeout 65;

upstream gol-ha2-lb.cxquality.com {
ip_hash;
server gol-ha2-mn1l.cxquality.com:443;
server gol-ha2-mn2.cxquality.com:443;

server {
listen 80;
listen 443 ssl;
server_name gol-ha2-Ib.cxquality.com;

ssl_certificate Cert/newcert.cer;
ssl_certificate_key Cert/newkey2.key;

ssl_protocols TLSv1.2;

ssl_ciphers ECDHE-RSA-AES256-GCM-SHA512:DHE-RSA-
AES256-GCM-SHAS512:ECDHE-RSA-AES256-GCM-SHA384:DHE-RSA-
AES256-GCM-SHA384:ECDHE-RSA-AES256-SHA384;

ssl_prefer_server_ciphers on;

14
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add_header Strict-Transport-Security "max-age=31536000;
includeSubDomains; preload";

ssl_session_timeout 5m;
ssl_session_cache shared:SSL:50m;
ssl_session_tickets off;
server_tokens off;

location / {
root html;
index index.html index.htm;
proxy_pass https://gol-ha2-lb.cxquality.com/;

8. Enable TLS support (on all machines/servers) according to these instructions.
9. Enable FIPS compliance (on all machines/servers) according to your supported operating
system (see example).

10. Enable SSL support and FIPS compliance for Management & Orchestration (M&O)
according to these instructions.

Enabling SSL Support on the CxManager

Overview (SSL)

SSL (Secure Sockets Layer) is the standard security technology for establishing an
encrypted link between a web server and a browser. This link ensures that all data
passed between the web server and browsers remain private and integral. To be able to
create an SSL connection the web server requires an SSL Certificate.

CxManager (SSL)

To secure communications between all Checkmarx Software Exposure Platform
components, we recommend that you install a signed certificate and enable SSL on the
CxManager to enforce SSL security (HTTPS). This instruction defines the procedure for
enabling SSL support on the CxManager.

Enabling SSL Support
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Support for SSL can be enabled via the [IS Management console on the CxManager
server. The enablement steps can be performed manually from the CxManager server:

1. Prepare a CA certificate for the Checkmarx Software Exposure Platform Server (in a
distributed deployment - for CxManager), signed by a third-party certificate authority
such as VeriSign and install it on the Server or CxManager.

e Although it is not considered as safe as CA certification, SSL can also be
enabled using Self Signed Certificates, see Create a Self-Signed Server
Certificate in IIS.

2. From the start menu, select All Programs. Click Accessories, and then click Run. The Run
window is displayed.

= Type the name of 3 program, folder, document, or Internet
resource, and Windows will open it for you.

Open: finetma] -

% This task will be created with administrative privileges.

@"C [@ » TECHWRITEROI-LA » Stes » Defoult WebSite »
File View Help
 Connections ‘ ) Actions
-~ @ Default Web Site Home
2 Eplore
. -| \ — dit Pern
P YiCH\MUT(RDl LaoMd | 8 G (ki Show AN Group by
o Appilication Pools = Edit Site
+8 Sres ASP.NET
I Default Wieb Site " & 5 =
: % N &1 [ . v
NET NET NET Esror NET {NET Profile .
Authorizat... Compilation Pages  Globalization View Virtual Directorie
q\/ = b ﬂ' 5 3 Manage Web Site -
NET Trust  Application Connection Machine Key Pages and & Restant
Levels Settings Strings Controls b
g @) ] |
Browse Web Site
Session State SMTP E-mail (3) Browse 80 (hat
4 = » » | Festures View || Content View Conliaxs: -
Ready e |

4. Select Default Web Site from the Connections
5. Select Bindings from the Actions pane. The Site Bindings window is displayed.
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IP address:

hittps = | Al Unasugned

551 certificate:

| Mot selected

Click Type and select https.

Enter the host name of your station.

Select the SSL certificate and select the your pre-installed certificate from the list.
Click ok and then Close.

If you want the Checkmarx Software Exposure Platform users to be able to use only
HTTPS/SSL, return to the IIS Manager window and, for each relevant web service
(CxWebClient, CxWeblInterface), perform the following:

Double-click Default Web Site from the Connections pane.
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(= = = ; 3]
1§ Internet Information Services (IIS) Manager <
| @Q [3 » TECHWRITEROL-LA » Stes » Defoult WebSite » CWebClient » CEECE
File View Help
Connections . Actions
> ‘0 /CxWebClient Home
Mk .
« 9 TECHWRITEROL-LA (DM\davidp) ~ —
2 Application Pools :'_:e:’a_ e * i Go -\ Show Al | Group by: P
4 & Sttes - -
+ @ Default Web Site ew Virtus
s
| aspnet_chent . jon I
P ORestart A = & 9e oy
| CwWenClient yre) /] =) s 1L Browse Application
P CxWebl e Auth, cal Default Handles HTTP 0 .
Document  Mappings  Respon...
oy e o =
¥ ] e 3
MIME Types  Modules Output Request  SSL Settings
Caching Filtering Deploy &
Management E'. 3 >
> -
- "
« m ’ + Festures View || Content View A
..l

13. Select cxwebcClient and double-click on SSL Settings.
14. Select Require SSL and click Apply from the Actions pane.

o Perform the same SSL settings actions for CxRestAPI as well as
CxWeblnterface.

15. Go to C:\Program Files\Checkmarx\CheckmarxWebPortal\Web, open the web.config file for
editing and using the Search tool, search for "CxWSResolver.CxWSResolver".

16. Change the value "http:/" to "https://" and replace the value "localhost" (if available) with
your pre-installed certificate's <name/subject>.

17. Right-click on the Server (highest level in the hierarchical tree) and select Stop from the
drop-down. Once stopped right-click on the Server again and select Start.

18. In the Checkmarx Software Exposure Platform Web Interface, g0 to Management > Application
Settings > General. The General Settings window is displayed.

Server Setlings

htpesficheckman: corpunet Use Current

19. Click Edit.
20. Enter your Server URL (e.g. https://checkmarx.corp.net) into the Web Server Address
21. Click update to save the changes.

Defining HTTPS Settings
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After installing CxSAST, define the IIS bindings at the ExternalListenurls key in

the appsettings json file. If, for example, port 80 (HTTP) and port 443 (HTTPS) have to be
bound, the syntax looks as follows: "ExternalListenUrls": http://*:80;https://*:443 . The appsettings
json file resides in the checkmarx Access Control folder.

Configuring SSL between the Manager & Engine

CxSAST supports a secure communication between Cx Manager and Cx Engine based
on SSL certificates.

As the Cx Engine is working on WCF service that is not managed through the 1IS
console — the following steps describes the steps for configuring the secure connection
on both Cx Manager and Cx Engine servers.

As the secure connection will be implemented between 2 servers only — it can be
configured with Self Signed Certificates or real CA's certificates — for generating Self
Signed Certificates on the Cx Engine server, refer to Appendix 1.

On the Engine Server

Install the certificate to the Engine Server through the Certificates MMC — [Personal
Container]. If self-signed certificate used verify that publisher (CXEngine server) is
added to Trusted Publishers container].

1. Open the Certificate properties — Details tab.
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x4

‘General Detals | Certification Path |

Show: [-:AI:- 3

Field | vakss |
| vaid from Sunday, April 28, 2013 9:43:4...
| vakd to Monday, Aprl 28, 2014 1:00:0,..
| subpact PETER L APTOP. dim.cx
| Publc key RSA, (2048 Bits)

[ ke Usage Key Encipherment, Data Enci...

[i1] Enhanced Key Usage Server Authentication (1.3.6....

| Thumbgprint algarithm shal

[ thumbgrine 820d 5af1dc 0428 d4bc53... =

Leam more about certificate detals

Copy certificate thumbprint (Copy to notepad and delete spaces)
Register certificate to port (443 or other)
Run cmd

Run the next command with parameters:
e certhash is thumbprint (step 3) with no spaces

e appid is GUID (you may use the one in this example as well)

netsh http add sslcert ipport=0.0.0.0:443

certhash=820d5af1dc0428d4bc5378alafdacad5f13552e8 appid={00112233-
4455-6677-8899-AABBCCDDEEFF}
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6. Back up and edit the Engine Configuration file as illustrated below:

<Checkmarx Installation Folder>\Checkmarx Engine
Server\CxSourceAnalyzerEngine.WinService.exe.config

Change binding security mode to “Transport” (should be added manually)
Should be written — <security mode="Transport"/> (Case Sensitive!)
Change service binding to “mexHttpsBinding”

Change baseAddress to https prefix and port

Change serviceMetadata to “httpsGetEnabled”.

Example:

7. Restart Engine service.

If the Engine Service fails to start after completing the steps and the following errors are
reported in the log file:

INFO - Trying to open WCF
ERROR - WCF was stopped to listen - trying to reopen
ERROR - WCF error: System.EventArgs
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ERROR - WCF was stopped to listen - trying to reopen
ERROR - WCF error: System.EventArgs

Then perform the following steps:

Open cmd as an admin, and run the following command:

netsh http add urlacl
url=https://+:443/CxSourceAnalyzerkEngineWCF/CxEngineWebServices.svc user="NT
AUTHORITY\NETWORK SERVICE"

Change the user running CxScanEngine service to NETWORK SERVICE and restart
this service (If required)

The above step reserves the specified URL for non-administrator users and accounts.

On Management Server

1. Back up and edit the Job Manager Configuration file:
In CxJobsManagerWinService.exe.config file
(<CHECKMARX_INSTALL_DIR>\Checkmarx Jobs
Manager\bin\CxJobsManagerWinService.exe.config), change the "Security
mode" to Transport.

2. Back up and edit the Scan Manager Configuration file:
In CxScansManagerWinService.exe.config file
(<CHECKMARX_INSTALL_DIR>\Checkmarx Scan
Manager\bin\CxScansManagerWinService.exe.config), change the "Security
mode" to Transport.

3. Back up and edit the System Manager Configuration file:
In CxSystemManagerService.exe.config file
(<CHECKMARX_INSTALL_DIR>\Checkmarx System
Manager\bin\CxSystemManagerService.exe.config), change the "Security mode"
to Transport

<security mode="Transport">
<transport clientCredentialType="None" proxyCredentialType="None"
realm=""/>
<message clientCredentialType="UserName" algorithmSuite="Default" />
</security>
4. Start the web client.
5. Go to Management->Application Settings—>Engine Managment.

6. Change the engine URL to HTTPS and set the server/subject name as shown in the
certificate
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Engine Management

7. Browse from Cx manager server to engine address with https using IE — If Certificate
error is shown —install the certificate in the “Trusted Root Certification Authority” of the
Cx Manager server.

8. Restart Manager service.

Appendix 1 — Self Sign Certificate

For information on creating a self-sign certificate, refer
{0 - Create a Self-Signed Server Certificate in IS

Enabling TLS 1.2 Support on the CxManager

Overview (TLS)

TLS (Transport Layer Security) and its now-deprecated predecessor, SSL (Secure
Sockets Layer) are cryptographic protocols designed to provide communications
security over a computer network. Websites can use TLS to secure all communications
between their servers and web browsers. The TLS protocol aims primarily to provide
privacy and data integrity between two or more communicating computer applications.

CxManager (TLS)

After configuring the CxManager for SSL support, the CxPortal may stop working after
updating the CxWSResolver url in the CxPortal web.config to https:, this could mean
that the environment requires TLS 1.2 support. This instruction defines the procedure
for enabling TLS 1.2 support on the CxManager.

Enabling TLS 1.2 Support

Support for TLS 1.2 can be enabled via the Windows registry on the CxManager server.
The enablement steps can be performed automatically or manually from the CxManager
server.

Automated Enablement

1. Download the attached registry file (TLS1.2.req) to the CxManager desktop.
TLS1.2.reg - Registry Entries
Windows Registry Editor Version 5.00
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[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319]
"SchUseStrongCrypto"=dword:00000001

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NETFramew
ork\v4.0.30319]

"SchUseStrongCrypto"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
S\SCHANNEL\Protocols\TLS 1.2]

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
S\SCHANNEL\Protocols\TLS 1.2\Client]

"DisabledByDefault"=dword:00000000
"Enabled"=dword:00000001
2. Right click and select Merge.
3. Reboot the server.
Manual Enablement

1. Start the Windows registry editor: Start | Run or Search for "regedit".
2. Enable TLS 1.2 client keys:

a) Browse to the following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHAN
NEL\Protocols

b) Right click on the Protocols folder, select New | Key. Rename this key/folder
TLS1.2.

c) Right click on the key/folder you just added, select New | Key. Rename this
key/folder Client

d) Right click on the Client key/folder, select New | DWORD (32-bit) Value. Rename
the DWORD to DisabledByDefault. Ensure that the value is set to 0.

e) Right click on the Client key/folder, select New | DWORD (32-bit) Value. Rename
the DWORD to Enabled. Set the value to 1.

[B¥ Registry Editor
le Edit View Favorites Melp
Server A || Name Type Data
v-i TS0 ab) (Default) REG_SZ value not set
Server 73 DisabledByDefault REG_DWORD 0x00000000 (0)

2
vl NS12 # Enabled REG_DWORD 000000001 (1)
Client
WDigest
" ~rr. AL

SendcaAnnrenstedfimnate
Lomputer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Client

3. Configure .NET to use TLS 1.2
a) Inregedit, browse to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\.NetFramework\v4.0.30319
b) Right click in the right pane and create a new DWORD (32-bit) Value. Rename
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the DWORD to SchuUseStrongCrypto. Set the value to 1.

¥ Registry Editor
File Edit View Favorites Help
vio A |l Name Type Data
v v4.030319 #b' (Default REG_SZ value not set)
AssemblyFoldersEx 23 AspNetEnforceViewStateMac  REG_DWORD 0x00000001 (1
SKUs
SKU 3% SchuseStrongCrypto REG_DWORD 000000001 (1

Windows Presentation Foundation

AccountsControl
e < s

Acvisem Satin
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\ NETFramework\v4.0.30319

c) Browse to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.303
19

d) Repeat step 3.b.

4. Reboot the server.

Configuring Management & Orchestration for SSL and FIPS Compliancy

This instruction defines the procedure for configuring Management & Orchestration for
SSL and FIPS compliancy for CxSAST v9.0.0 and higher.

Management and Orchestration should be defined according to the CxSAST secure
communication protocol definition. This means that If CxSAST is defined for HTTPS
then Management and Orchestration should also be defined in the same way.

The following instructions for running the Management and Orchestration over HTTPS
offers a general procedure for configuring HTTPS in Apache Tomcat. If you require
more specific instructions, please refer to the Apache Tomcat documentation.

Configuring HTTPS in Apache Tomcat

» To configure HTTPS in Apache Tomcat:

1. In order to use the same certificate export the certificate from the IIS as a .pfx file (use
the same password that you will use in the Tomcat server.xml file). See here for
instructions.

2. Go to M&O Apache Tomcat configuration folder, for example: \Checkmarx\Checkmarx
Risk Management\Tomcat\conf
3. Inthe server.xml configuration file, add the following connector:

<Connector SSLEnabled="true" acceptCount="100" clientAuth="false"
disableUploadTimeout="true" enableLookups="false" maxThreads="25"
port="8443" keystoreFile=<Absolute path to the pfx file> keystorePass=<The
password used when exported the certificate> keystoreType="PKCS12"
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protocol="org.apache.coyote.http11l.Http11NioProtocol" scheme="https"

secure="true" sslProtocol="TLS" />

X.509 format).

Export the certificate from the browser as a .CER file (select the DER encoded binary

& & Centificate Export Wizard

Export File Format

Certificates can be exported in a variety of file formats,

Select the format you want to use:
(® DER encoded binary X.509 (.CER)
(O Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

tification path if possible

Cancel

5. Save the .CER file in the following folder: C:\Program Files\Checkmarx\Checkmarx Risk
Management\jre\lib\security, and then import the certificate into the cacerts file in
order to create a chain of trust by entering the following cmd line:

<keytool location>keytool" -import -alias <alias name> -file <cer file
location>MnOManagerHO3.cer" -keystore "cacerts
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For example:

C:\Program Files\Java\jdk1.8.0_201\bin\keytool" -import -alias MnOManagerH03
-file "C:\Program Files\Checkmarx\Checkmarx Risk
Management\jre\lib\security\MnOManagerHO3.cer" -keystore "cacerts

6. The default password for the cacerts file is changeit

7. Edit the following configuration file in the Checkmarx\Checkmarx Risk
Management\tomcat\conf\server.xml:

o keystoreFile — path to the .pfx file
o keystorePass — password used when exporting the certificate

e <host name> —change it in both places to the M&O Server host name

Configuring FIPS Compliancy

In order to make the Apache Tomcat FIPS compliant, the SSL connector in Tomcat
needs to be updated with FIPS-compliant ciphers limitation.

To demonstrate, the following example of SSL connector without ciphers should be
changed to the example below:

<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol" connectionTimeout="20000"
maxThreads="200" scheme="https" secure="true" SSLEnabled="true" keystoreFile="C:\Program Files\OpenSSL-
FIPS\out\iis-cert.pfx" keystorePass="Cx123456" clientAuth="false" ssIProtocol="TLS">

<UpgradeProtocol className="org.apache.coyote.http2.Http2Protocol" />

</Connector>

Example of how it should be changed (changes in red):

<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol" connectionTimeout="20000"
maxThreads="200" scheme="https" secure="true" SSLEnabled="true" keystoreFile="C:\Program Files\OpenSSL-
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FIPS\out\iis-cert.pfx" keystoreType="PKCS12" keystorePass="Cx123456" clientAuth="false" ssIProtocol="TLS"
sslEnabledProtocols="TLSv1.2" ciphers="TLSv1.2+FIPS:leNULL:!laNULL">

<UpgradeProtocol className="org.apache.coyote.http2.Http2Protocol" />

</Connector>

Enabling TLS Protocol Connection to the ActiveMQ

These instructions define the procedure for enabling the TLS protocol connection to the
ActiveMQ.

TLS (Transport Layer Security) and SSL (Secure Sockets Layer) are cryptographic
protocols designed to provide communication security over networks. Websites can use
TLS to secure all communications between their servers and web browsers. TLS aims
primarily to provide privacy and data integrity between two or more communicating
applications.

ActiveMQ supports secure communication channels. The most common way to
establish a secure communication channel is to associate a certificate with the target
(broker). This section provides instructions on how to enable the TLS protocol
connection to the ActiveMQ. The instructions include links to topics that are directly
related to this procedure.

Handling ActiveMQ Broker Certificates

1. Navigate to the Checkmarx ActiveMQ\conf folder.
2. Enter cmd in the Search field and execute the relevant command according to the
respective scenarios listed below:
e Enter cmd in the Search field and execute the relevant command according to
the respective scenarios listed below:

keytool -importkeystore -srckeystore cert.pfx -srcstoretype pkcs12 -destkeystore
server.ks -deststoretype JKS

e Create the broker certificate (self-signed):

keytool -genkey -alias amq-server -keyalg RSA -keysize 2048 -validity 999 -
keystore server.ks

e Export the broker certificate:
keytool -export -alias amqg-server -keystore server.ks -file broker_cert

¢ Import the self-signed certificate to a client as explained below.
» To install the Windows Certificate Store:
e Copy the certificate to the client station and then double-click, or install using

the Certificate Management tool (certmgr.msc).
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Configuring to load from file:

o Copy broker_cert to the client station and then use the path below in the ULR
encoded form for the connection string. For example, if a certificate was placed in
c:\certificates\broker_cert, the connection string would look similar to the following:

ssl://activemq:61617?transport.BrokerCertFilename=c%3A%5Ccertificates%5Cb
roker_cert

The self-signed certificates must be installed on each client machine.

Enabling TLS Protocol Connection

The TLS protocol connection to the ActiveMQ can be enabled by first configuring the
ActiveMQ broker via a configuration file (activemq.xml) and then updating the ActiveMQ
client configuration via the database (CxDB).

Configuring the ActiveMQ Broker

Once the CxSAST environment is set up and fully configured, perform the following:

1.
2.

4.

Navigate to the Checkmarx ActiveMQ\conf folder and open activemg.xml.
Edit the <ssIContext> tag accordingly:
<sslContext>

<sslContext keyStore="file:${activemq.conf}/server.ks"
keyStorePassword="${cx.keystore.password}" />
</sslContext>

Navigate to C:\Program Files\Checkmarx\Checkmarx ActiveMQ\conf and edit credentials-
enc.properties.

Add a new variable in the same format as the existing value to the text file with the

encrypted text between the brackets, for example
keystore.password=ENC(2spuVjeuX4q5dGLo+vFRT2R8Y89t9hsljEXoyJuzLJo=)
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5. Navigate to C:\Program Files\Checkmarx\Checkmarx ActiveMQ\bin and open a command line
window (cmd instance) for that folder.

6. Use the ActiveMQ encryption utility to encrypt your password by entering the following

command in the command line:
bat encrypt —input CxExamplePassword

7. Copy the encrypted text (yellow fonts in the screen image below).

« Additional information about certificate manipulation in JAVA is available in the
Oracle documentation: https:/docs.oracle.com/javase/8/docs/technotes/tools/unix/keytool.html.
Some examples can be found in the Create Broker Certificate section.

« Keystore passwords must be encrypted. For detailed instructions, go
O htips://activemq.apache.org/encrypted-passwords.

8. Edit the <transportConnectors> tag accordingly:
<transportConnectors>

<transportConnector name="ssl"
uri="ssl://0.0.0.0:61617?transport.enableProtocols=TLSv1.2,TLSv1.3&amp;trans
port.enableCipherSuites=TLS_AES 128 GCM_SHA256,TLS AES 256 _GCM _
SHA384,TLS CHACHA20_POLY1305 SHA256,ECDHE-ECDSA-AES128-
GCM-SHA256,ECDHE-RSA-AES128-GCM-SHA256,ECDHE-ECDSA-AES256-
GCM-SHA384,ECDHE-RSA-AES256-GCM-SHA384,ECDHE-ECDSA-
CHACHA20-POLY1305,ECDHE-RSA-CHACHA20-POLY1305,DHE-RSA-
AES128-GCM-SHA256,DHE-RSA-AES256-GCM-SHA384"/>

</transportConnectors>

e Itisrequired to use TLS v1.2 (and higher) and relevant Cipher suites:

ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256,
ECDHE-ECDSA-AES256-GCM-SHA384, ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-ECDSA-CHACHA20-POLY1305, ECDHE-RSA-CHACHA20-POLY1305,DHE-
RSA-AES128-GCM-SHA256, DHE-RSA-AES256-GCM-SHA384

e TLS1.3:
TLS_AES_128 GCM_SHA256, TLS_AES 256 _GCM_SHA384,
TLS_CHACHA20_POLY1305_SHA256

9. Define additional connection parameters as follows:
parameter=value&amp;parameter2=list_valueA, list_valueB
10. Repeat this procedure for every ActiveMQ broker, if High Availability cluster setup is used.

11. Place a certificate provided by the Certification Authority of your organization, or a
public Certification Authority in the ActiveMQ certificate store.

Once you have completed the ActiveMQ broker configuration, you can configure the
ActiveMQ clients.
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Configuring ActiveMQ Clients

1. Open MS SQL Server Management Studio.
2. Connect to the SQL server.
3. Navigate to Databases > CxDB > Tables.

Obyect Explorer
Comect= 3/ 3, = 7 3.5
= 0 WINZK12-TEMP\SQLEXPRESS (SCL Server 11.0.3000 « WINZ2K12-TEMP\Administrator)
= [ Databases
o ) System Databases
§ CrActavity
§ CARM

§ GOB

. Database Diagrams
|+ S]]

v . Views
* . Synonyms
« 2 Prc-;ummabnlvt,
% ) Service Broker
» . Storage
o« Jd ch;ur'._y
& ) Securtty
# [ Server Objects
& () Rephcation
« 3 ’.hnogcmcn'.

4. Expand the Tables repository to view its content and navigate to
dbo.CxComponentConfiguration .

Right-click dbo.CxComponentConfiguration and then select Edit Rows.
In the ‘ActiveMessageQueueURL’ key field, enter the relevant URL in the Value field
according to one of the following scenarios:

e For certificates provided by a trusted authority:
ssl://activemq:61617

o For self-signed certificate imported to the certificate store under Current

User/Enterprise Trust:

ssl://activemq:61617?transport.KeyStoreName=Enterprise%20Trust

o For self-signed certificate placed on a file system at c:/certificates/broker_cert

ssl://activemq:61617?transport.BrokerCertFilename=c%3A%5Ccertificates%5Cb
roker_cert

7. Inthe Tables repository, right-click Config.CxEngineConfigurationKeysMeta and select Edit
Rows.

8. Inthe ‘ACTIVE_MESSAGE_QUEUE_URL’ key field, enter the relevant URL in the Value
field according to one of the following scenarios:

e For certificate provided by trusted authority:
ssl://activemq:61617
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e For self-signed certificate imported to certificate store under Current
User/Enterprise Trust:

ssl://activemq:61617?transport.KeyStoreName=Enterprise%20Trust

e For self-signed certificate placed on a file system at c:/certificates/broker_cert:

ssl://activemq:61617?transport.BrokerCertFilename=c%3A%5Ccertificates%5Chb
roker_cert

» To configure a secure channel:

1. Inthe connection string, first update the URL (ssl://) and then configure the socket
parameters using the relevant ‘transport’ prefix according to one of the following
scenarios:

o Central key store related parameters are as follows:
transport.KeyStoreLocation=LocalMachine

This indicates the Key store location. Known locations are; ‘LocalMachine’ or
‘CurrentUser’. By default ‘CurrentUser’ is used.

transport.KeyStoreName=Enterprise%20Trust
This indicates the Key store name. By default ‘Personal’ is used [*]
transport.ServerName=<name>
This indicates the name of the Server's Certificate. By default, the Host name of
the remote server is used [**]
o File key store related parameter (used with self-signed certificates) is as follows:
transport.BrokerCertFilename=broker_cert

This indicates the location of the broker Certificate to use when the broker uses a self-
signed certificate [*] [***]

e [*] Parameter value should be ULR encoded
o [**] Disabling server name verification is not recommended

o [**] High Availability setup broker certificate must be deployed to all clients in a
similar environment.

« Step 4 and 5 above can be performed automatically by using the following DB
TSQL script:

DECLARE (@AmgString wvarchar (1000)

SET Q@AmgString =
'ssl://activemg:61l617?transport.KeyStoreName=Enterprise%20Trust’
Update [CxDB].[dbo].CxComponentConfiguration

set [Value] @AmgString

where [Key] 'ActiveMessageQueueURL'
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Update [CxDB].[Config].[CxEngineConfigurationKeysMetal]

set [DefaultValue] = (@AmgString
where [KeyName] = 'ACTIVE MESSAGE QUEUE URL'

Configuring M&O with ActiveMQ TLS

In the C:\Program Files\Checkmarx\Checkmarx Risk Management\AMQclient folder, create

the mnoTruststore.ts file. The Client trust store file contains the certificate of the server.
This file is mandatory and must always be available in the AmQclient folder to configure
AMQ ssL. The Client keystore file is only needed in case of mutual TLS.

> To create the mnoTrustStore.ts file:

Open the Windows command line interface (cmd)
Enter copy client.ts mnoTrustStore.ts

Create a file called ssl_for_amg.properties with the password of the client truststore. The
file content looks like this:

TRUST_STORE_PASSWORD=Cx123456!
AMQ_BROKER_URL= ssl://amqgserver.dm.cx:6167

e TRUST_STORE_PASSWORD - Mandatory and must always be set.

¢ AMQ_BROKER_URL - Not mandatory in this file. If supplied, it is used by MnO
instead of the URL in the CxComponentConfiguration table. The URL must not
contain certificate information like the broker URL in
CxComponentConfiguration since this information is supplied by the passwords in

ssl_for_amgq.properties and mnoTrustStore.ts.

e Thefile ssl_for_amg.properties.properties is relevant for AMQ SSL configuration
only.

« When using self-signed certificate, the URL must contain the name of the
FQDN used in server certificate creation.

o The values are encrypted after restarting CXARM.
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Changing the Server Name, IP or Port for
Checkmarx Components

Overview

A number of additional components have been introduced to the latest versions of
CxSAST (v9.0) that includes Access Control, Management & Orchestration, and
ActiveMQ. The definition values for these components are saved in the database
(CxDB) as {Protocol}:/{FQDN}:{Port}. Fully Qualified Domain Name (FQDN) is the
complete domain name for the machine and consists of the hostname and domain
name (e.g. http://mgserver.company.com:5555). If you want to rename the server, change the IP
or change the port, you will need to change the key value definitions in the relevant
database tables.

Changing the Server Name, IP or Port

Changing the server name, IP or port for Checkmarx Components can be performed via
the relevant database table and then through the Web Portal. These steps can be
performed manually for each server:

Insert the new server definitions into the Domain Name System (DNS).
2. Open MS SQL Server Management Studio.

3. Go to: Databases > CxDB > Tables > dbo.CxComponentConfiguration and update the following
database key values:

e ActiveMessageQueueURL- {Protocol}://{Server Name, IP}:{Port}

e CxARMPolicyURL - {Protocol}://{Server Name, IP}:{Port}

e CxARMURL - {Protocol}://{Server Name, IP}:{Port}

e IdentityAuthority - {Protocol}://{Server Name, IP}:{Port}/CxRestAPl/auth
e EX_SOURCE_PATH - {dir}:\{CxSrc folder}

e SOURCE_PATH - {dir}:\{CxSRC folder}

e WebServer - {Protocol}://{Server Name, IP}:{Port}

4. Go to: Databases > CxDB > Tables > CxARM > dbo.DBSources and also update the DB_HOST
database key value.

5. For each server, update the server name, the IP address or port in the relevant
configuration file:

e For CxManagers/Web Portals:
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* (o to C:\Program Files\Checkmarx\CheckmarxWebPortal\Web, open the
web.config file for editing and using the Search tool, search for
‘CxWSResolver.CxWSResolver’ and update accordingly.

* (o to C:\Program Files\Checkmarx\Configuration, open the
DBConnectionData.config file for editing and using the Search tool, search
for ‘Data Source’ and update accordingly.

e For Management and Orchestration (if installed):

= Go to C:\Program Files\Checkmarx\Checkmarx Risk Management\Config, open
the db.properties file for editing and using the Search tool, search for
‘DB_HOST’ and update accordingly.

e For CxEngines:

* Go to C:\Program Files\Checkmarx\Checkmarx Engine Server, open the
CxSourceAnalyzerEngine.WinService.exe.config file for editing and using the
Search tool, search for ‘baseAddress’ and update accordingly.

To update the Java version or Java path, apply the correct Java settings as follows:

Right-click This PC and select Properties to display the System information and settings.
Go to Advanced System Settings to open the System Properties dialog box.
If not already open, open the Advanced tab.

On the Advanced tab, click Environment Variables... to open the Environment Variables
dialog box.

. Navigate to CX_JAVA_HOME to point to where the JRE folder is located, for example

C:\Program Files\Java\jdk1.8.0_241\jre.
Update the Load Balancer configuration file (e.g. Nginx.conf) accordingly.

Update Access Control by configuring the appsettings.json file (<dir>:\Program
Files\Checkmarx\Checkmarx Access Control\appsettings.json):

Update ExternalListenUrls to reflect IIS configured bindings:

http(s)://*(port)
e.g. "ExternalListenUrls": "https://*:433"

If more than one binding is configured:

http(s)://*(port);http(s)://*(port)
e.g. "ExternalListenUrls": "https://*:433;https://*:123"

Restart all Cx Windows Services and the IIS.

Log in to the Web Portal and manually update the CxEngine Server name, IP or
port according to these instructions.
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14. If required, update the IP Address in the TCP/IP Properties in the SQL Server
Configuration Manager (see example).

Configuring CxSAST to Use a Non-Default Port

By default, CxSAST uses port 80 for communications. You can change the port, for
example to port 8080.

To change the CxSAST communication port, you need to first change the web server
listening port, and then perform additional configuration on CxSAST, as explained in the
sections below.

Changing the Web Server Listening Port

Change the web server listening port according to one of the following procedures,
depending on which web server CxSAST is using:

» To change the port on IIS:

1. Onthe CxSAST Server or CxManager host, open the 1IS Manager.
2. In the left-hand navigation pane, select Sites > Default Web Site.

3. On the right, under Actions > Edit Sites, click Bindings:

U : @ @
File View Help
Connections . Actions
. 0 Default Web Site Home e
3 B Bopiore
+ % AV-LAPTOP (DMhavi = - B0 - g Showal 16 Edit Permiisions
<! Application Pools \ — }
4 ASPNET Fdis o
e ;
. ::% 7 F1 “ 4 [El Basc Settings
9 Cloucehrabymtngnel | NET NET  NETEwor  NET P E-ml
3 ClSou'ceAna;)'z Maragd Authorizat.. Compilation  Pages  Globalizatios
3 CiebClient 5 ) A
H OiVeblnterface 2 ) e Manage Web Site 8

4. Select http and click Edit:
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Site Bindings ?
Type Host Name Port IP Address Binding Informa..,
http 80 o :
net.tcp 808:*
Bl g : Remove
net.m... localhost
msm... localhost Browse
< | (1] | »

Close

5. Under Port, enter the new port number:

-
Edit Site Binding

? | |
Type: IP address:
http - | All Unassigned

Host name:

Example: www.contoso.com or marketing.contoso.com

6. Click oK.
» To change the port on UltiDev:

1. On the CxSAST Server or CxManager host, open the UltiDev Web App Explorer (for
example, from the Windows/Start menu).

2. On the left, select cxwebinterface, and in the Network Addresses tab, click Add and add the
new port; select 80 and click Remove:
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&3 ultiDev Web Server Explorer - Web Application Manager =] -]
Monitoring Service Information

{ L w I =
Status: Running Product information. ...

‘ Host Processes and Applications (%Y ‘ | Site or ASP_.NET Application Settings

Click to register
;\ new site or application
with UltiDev Web Server

UltiDev Web Server App Redirector (Priva — o
ASP.NET 2.0 or 3, 64 bit, NetworkService ‘Hes (4] Application
Default Shared Host Process .
ASP.NET 2.0 or 3x, 64 bit, NetworkService Physical Location | Network Addresses | Authentication | Miscelaneous |
CxWebInterface Virtual Directory {optional): HTTP Listen Addresses
bt B0ICxebinterfacel. o 8080 Cxcic N ey Howt o [P Addrees T Pt =
] CxwebClient Al (allow sub-applications) 80
hitp://* B/Cx\ebClienti, http://*:3080/Cx\ebC: Al low sub-applications} 3080
Al (gllow sub-applications) 7756
Bl izllowar o1 th-annlinstinnet | AG747 =
HTPS/SSL Listen Addresses:
SSLIPAddess | Port| ServerCem'sCN | Listento IPor Host | Manage.

Save corfig | %) Revertto
changes | (t2) saved config

Move to ancther ﬁ Delete
host process application

< | 2l

Select CxwebClient, and in the Network Addresses tab, click Add and add the new port;
select 80 and click Remove.

Click save config changes.

Additional CxSAST Configuration

Now that that the web server listening port is configured, perform the following CxSAST

configuration:

1. Open the following file for editing:

C:\Program Files\Checkmarx\CheckmarxWebPortal\Web\web.config

2. Find the key cxwsSResolver.CxWSResolver, and change the line to:
<add key="CxWSResolver.CxWSResolver"
value="http://localhost:<port>/CxWeblInterface/CxWSResolver.asmx" />
where <port> is the new port number. For example:
<add key="CxWebServices.CxWSResolver"
value="http://localhost:8080/CxWeblInterface/CxWSResolver.asmx" />

3. Open the following file for editing:

C:\Program Files\Checkmarx\Checkmarx Engine
Server\CxSourceAnalyzerEngine.WinService.exe.config

4. Open the following file for editing: "<Checkmarx Installation Folder>\Checkmarx Engine
Server\CxSourceAnalyzerEngine.WinService.exe.config".

5. Find the phrase "http://" and change the line to: <add
baseAddress="http://localhost:<port>/CxSourceAnalyzerEngineWCF/CxEngineWebServices.svc"/>
where <port> is the new port number. For example: <add
baseAddress="http://localhost:8080/CxSourceAnalyzerEngineWCF/CxEngineWebServices.svc"/>"

6. Run the following command in elevated CMD with correct parameters:

netsh http add urlacl
url=http://+:80/CxSourceAnalyzerEngineWCF/CxEngineWebServices.svc user="NT
AUTHORITY\NETWORK SERVICE"
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e The number 80 in - ".....=http://+:80/Cx...."
The domain\user in - "....vc user="NT AUTHORITY\NETWORK SERVICE" if
the user running the Cx Engine service is not the default "Network Service"

7. In order for CxARM, plugins and the CLI tool to work with the new port, you need to run
the following DB query::
UPDATE [CxDB].[dbo].[CxComponentConfiguration]
SET Value = 'http(s):/lyour_cx_portal_hostname:port'
WHERE [Key] = 'ldentityAuthority'

8. Inthe Windows Service Manager, restart the following services:

CxScanEngine
CxScanManager

9. In adistributed deployment:

a) Loginto the CxSAST web interface, using the new port number in the
browser address bar. For example:
http://localhost:8080/CxWebClient/login.aspx

b) Go to Management > Server Settings > Installation Information, and under Engine

Servers, edit the server address to include the new port number.

10. If you use CxAudit:

a) On the CxSAST server, open the following file for editing:
C:\Program Files\Checkmarx\Checkmarx Audit\CxAudit.exe.config

b) Find the SERVER_ADDRESS key, and edit its value to include the new port
number. For example:
<add key="SERVER_ADDRESS" value="http://localhost:8080" />

c) If CxAudit was already run, repeat the previous step on the following file:
C:\Users\USERNAME\AppData\Local\Checkmarx\CxAudit\CxAudit.exe.config

Configuring CxSAST for use with a non-default user
(Network Service) CxServices & IS Application
Pools

The CxSAST is based on IIS Application Pools and CxServices. For each of these the
local Network Service is defined as default by the CxSAST installer.

By default, all product services are installed and configured to run with Windows
Network Service account. Thiese instructions describes how to configure CxSAST for
use with a non-default user (Network Service) that includes CxServices & IIS
Application Pools.
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Outline

[IS Application Pools

It is important to differentiate between the components as not all of them are used for
the same purpose.

CxClientPool - Application Pool of the Web Portal - the user that is defined here will not

influence any external tools.

CxPool - Application Pool of the CxManager - the user that is defined here is used for

connection to a third party server, e.g. TFS, GIT, SVN, etc..

CxPoolRestAPI - Application Pool of the RestAPI - the user that is defined here will not

influence any external tools.

CxAccessControl - Application Pool of the Access Control portal

Services

CxSystemManager

CxJobsManager

CxScansManager

CxSastResults

CxScanEngine

Web server:
e World Wide Web Publishing Service
e [IS Admin Service

e Access Control

Management and Orchestration:
e CxARM
e CxARMETL

e CxRemediationintelligence
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e Shared services:

e ActiveMQ — Message Broker (Apache message queue broker) for communicating
between Checkmarx products

Service for the CxEngine. The user that is defined here is required to be in the
Administrators group of the server or (recommended!) - run the netsh command for this
user

e CxScanEngine

o For resolving issues, it is recommended to keep all the CxServices defined
with same user.

Java Folders

In order to allow Cx services to read and write in the Java folder when users use their
own non-default service account, the relevant must grant Read/Write/Modify
permissions to the Java folders (<root directory>:\Program Files\Java\jdk1.8.0_241\jre).

» To grant permissions on the Java folders:

Ensure that the relevant user is logged on to the station with admin rights.

Navigate to the jdk1.8.0_241 folder, which is usually located at C:\Program
Files\Java\jdk1.8.0_241

3. Right-click jre and select Properties from the menu to open the jre Properties dialog.
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jre Properties X

General Sharing Security Previous Versions Customize

Object name:  C:\Program Files\Java‘\idk1.8.0_241\ire

G!'OUD or user names:

S8 CREATOR OWNER A
S8 SYSTEM

NETWORK SERVICE

88 Adminictratare NG TEMPI ATEN Adminictratars
< >

v

To change pemissions, click Edit. Edit

Pemissions for NETWORK
SERVICE Allow Deny

Full control i
Modify

Read & execute
List folder contents
Read

Write

PR R R R

For special pemissions or advanced settings, CEE_
click Advanced.

4. Navigate to the desired non-default service (not the default Network Services) and add
permissions to read, write and modify. The permission profile must look as illustrated in
the jre Properties screen image above.

5. Apply the new settings and close the folders.

Storage Folders

Ensure that the user who accesses the Cx storage folders (cxsrc, CxReports, Extsrc) has
the appropriate read/write permissions.

Configuration

CxServices

1. Ensure that the user running the CxServices has the appropriate authorization, i.e. has
domain access, administration rights, etc.
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2. In the Service Manager (services.msc), check the Log On As user accounts for each of the

following:
e CxJobsManager
e CxScanEngine
e CxScansManager
e CxSystemManager
e CxARM
e CXARMETL
e CxRemediationintelligence

e ActiveMQ

« If any of the CxServices are anything other than the default Network Service,
make sure you know the user account's full credentials.

3. Open Windows Services:

= =
o Services

File Action View Help

e« | [F o= HE > 80w

i Services (Local) |83 Services|
| S

CxSystemManager Name

Description Status  Startup T.. LogOnAs &
) £ Credential Manager Provides secure storage and retrieval ... Manual  Local System
Stop the service £, Cryptographic Se... Provides four management services: .. _Started _ Automatic_ Network Service
Restart the service - - - -
%, CdobsManager Service of Checkmanx Jobs Manager Started  Automatic Network Service
4 CxScanEngine Service of Checkmarx Scan Engine Started  Automatic  Network Service
Desc_ription: %: OScansManager  Service of Checkmanx Scans Manager  Started  Automatic  Network Service
::::;;:;f CheckmaixSystem el CxSystemManager  Service of Checkmarx System Manager Started  Automatic  Network Service
7 DCOM Server Pro...  The DCOMIAUNCH Service launches...  Started  AUtomatic
£ Desktop Window ... Provides Desktop Window Managers... Started ~ Automatic  Local System
L2 DHCP Client Renisters and undates IP addresses a...  Started i | ocal Service
Extended / Standard /

4. Right click on a cxService and select Properties.
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General | Log On | Recovery | Dependenc:ies|

Log an as:

i Local System account

Allow service to interact with desktop

i@ This accournt: MNetwork Service T
Flasswﬂrd: FEERBRERERRREEE
Confirm password: TIITITIIIIIIIL

Help me configure user account log on options.

| ok || cancel || ol

5. Select the Log On tab, enter the appropriate user credentials and click oK.

IS (Application Pools)

1. Inthe IS Manager, navigate to Application Pools, and check the user Identity of each of the
following:

CxClientPool
CxPool
CxPoolRestAPI

CxAccessControl

2. If any of the Cx Application Pools are anything other than the default Network Service,
make sure that you know the user account's full credentials.

3. Open IIS Manager Console:
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[CISNED

File View Help

» Application Pools

q;l Application Pools

({22 Application Pools
> - es

among different applications.

Filter: ~ #8Go

This page lets you view and manage the list of application pools on the server. Application pools
are associated with worker processes, contain one or more applications, and provide isolation

- ;ﬁ Show All | Group by: No Grouping

Name

LI ASP.NET v4.0

() ASP.NET v4.0 Cla...

L} Classic .NET App...
f.- CxClientPool

Status
Started
Started
Started
Started

NETFr.. Managed...

Integrated
Classic
Classic

Identity
ApplicationPoolldenti... 0
ApplicationPoolldenti...
ApplicationPoolldenti...

Edit Application Pool
Settings.

NetworkService

3 CxPool Started Classic

NetworkService

L) DefaultAppPool Started Integrated

ApplicationPoolldenti...

| Features View

Content View

4. Click Application Pools and then select any of the Cx Application Pools.

5. Click Advanced Settings on the Action menu.

& Intemet Information Services (IS) Manager

[ JORET

File View Help

"» Application Pools

 Connections
~ €3 Application Pogls
= Advanced Settings ? = ‘l
= This page lets you view and mand| Jibrker processes, contain one or more
applications, and provide isolaticl| 5 (General) e T 7 o) T
i P ol | e Framework version | === -
= Enable 32-Bit Applications || -
Nome, S Managed Pipeline Mode
LIASPNET w0 Started Mo | o c
3
e e IRSTRS | m—
L ed Start Automatically |
L= |
LY GPool Tarted Limit |
L(IDefaultappPool  Started Limit Action
Limit Intesvel (minutes)
Processor Affinity Enabled
Processor Affinity Mask
2
Cldermfy NetworkService )
Idle’ User name:
Load User Profile True i
Maximum Worker Processes 1 e
Ping Ensbled True
Identity
i ype, userame, password] Configures the application
a5 built-in account,i.e. Application Pool Identity (recommendedi
Senvice, Local System, Local Service, or as 2 specifc user identityJ
— oK
i | [E Festures View |3 Content vie
Ready

user that is defined.

Set.
8.

Cx Storage Folders

1.
appropriate read/write permissions.

Enter the appropriate user credentials and click OK.

In Advanced Settings window, scroll to Identity (under Process Model) and double click the

In the Application Pool Identity window, select the Custom Account radio button and click

Ensure that the user accessing the Cx storage folders (CxSrc, CxReports, ExtSrc) has the

To modify the read/write permissions for Cx storage folders:

Navigate to the Cx storage folder (C:\CxSrc, C:\CxReports, C:\ExtSrc)
Right-click on the folder, click Properties, and then click the Security tab.
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Click Edit and select the user or group that you want to change the permissions for.
Check the boxes for the permissions you want to add for that user or group.

For single manager with local folders define read/write permissions.

Click Apply to save the changes.

0 e N oW;

Repeat the same procedures for the remaining Cx storage folders.

Configuring Single Sign-On (SSO)

You can configure CxSAST to automatically use the Windows credentials of the user
that is logged on to Windows, so that registered domain users do not need to
independently log into CxSAST.

« Single sign-on authentication is available only to Active Directory users.

» To configure single sign-on (SSO):

e These instructions apply to 1IS 8, 8.5 and 10

10. Make sure that the CxSAST server is in the organizational domain.

11. On the CxSAST server, activate 1IS Windows Authentication. In a distributed deployment,
you have to activate 1IS Windows Authentication on the CxManager. To activate IIS
Windows Authentication, do the following:

d) Open Turn Windows features on or off (you can find it from the Windows search
bar) or in Windows Server Manager > Manage > Add Roles and Features.

e) Under Internet Information Services > World Wide Web Services or Web Server (IIS) >
Web Server

select Security > Windows Authentication and install.

12. Open the 1iS Manager, and apply Windows Authentication to the CxSAST web services. Do
one of the following for CxwebClient, CxWeblInterface and CxRestAPI:

f) In the left-hand Connections pane, navigate to and select the 'Default Web Site’
web service and in the IIS section, double-click Authentication.

» By default the following web applications are installed under 'Default Web
Site' :
CxRestAPI,

CxWebClient,
CxWeblnterface
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These applications inherit the changes outlined below.
If the web applications are on a custom IIS Site, make the change on that
site.

g) Right-click windows Authentication and select Enable.

e |If the Windows authentication is Kerberos:

i Right-click Windows Authentication and select Providers.

ii. Under Available Providers, add Negotiate, if not already listed.
iii. Move Negotiate above NTLM.
iv. Click OK.

¢ InthelllS, set useAppPoolCredentials to True:

V. Select the 'Default Web Site"

Vi. Under Management, double-click [Configuration Editor] and set
‘useAppPoolCredentials' to True under this section:
system.webServer/security/authentication/windowsAuthentication

h) If your Cx Application Pools ( CxAccessControl, CxClientPool, CxPool, and
CxPoolRestAPI ) Login Identity is configured for a ‘Custom Domain Service
Account' (login service account), modify as follows:

ii. Select the 'Default Web Site\CxRestAPNauth' application

iii. Under Management, double-click [Configuration Editor] and set
'useAppPoolCredentials' to False under this section:
system.webServer/security/authentication/windowsAuthentication

13. On the CxSAST server, open the following file for editing:
<Installation path>\Checkmarx\CheckmarxWebPortal\Web\web.config, for example C:\Program
Files\Checkmarx\CheckmarxWebPortal\Web\web.config
Under <appSettings>, navigate to the UseSSOLogin key, and change its value to true as

noted below:
<add key="UseSSOLogin" value="true"/>

CxSAST is now authorized CxSAST Active Directory users by their being logged into
Windows.

Configuring the Checkmarx Web Portal on a
Dedicated Host

The Checkmarx Software Exposure Platform supports Distributed Architecture, where some or all the Checkmarx
Software Exposure Platform components can be installed on a dedicated station (host). This instruction defines the
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procedure for configuring the Cx Web Portal on a dedicated host. For further information and instructions on
configuring the Web Portal on a dedicated host, refer to this page.

Configuring the Proxy from a Checkmarx Server

» To configure the proxy from the Checkmarx Server:

In the web configuration file that is located in C:\Program Files\Checkmarx\Checkmarx
Web Services\CxWeblnterface\web.config, add following syntax to the
<system.webserver> section.

<system.net>

<defaultProxy enabled=""true"" useDefaultCredentials=""true"">
<module type=""Checkmarx.CxInfraSructures.WebProxy.CxWebProxy,
CxInfraSructures""/>

<proxy bypassonlocal=""True"" proxyaddress=""http://10.31.1.111:8085"" />
<bypasslist>

<clear/>

<add address=""10.31.8.*""/>

<add address=""10.31.98.*""/>

</bypasslist>

</defaultProxy>

</system.net>

e Inthe XML code, the """ are optional. These are addresses that CxServer can
connect to bypass the proxy server.

Proxy Server Settings

In the Proxy Server Settings window, fill in the following properties:

e Name - Name of proxy server

e Protocol - Select HTTP Proxy

e Client Port - Select the client port to access

e Use HTTP Authentication - Select Use HTTP Authentication option
e Authentication Challenges - Select Basic

e Read Timeout - Configure to 30 seconds (default)

e Connect Timeout - Configure to 30 seconds (default)

e Report all Connects - Select the check-box
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e Log File - Location of the log file

Proxy Service Console

In the Proxy Status window, fill in the following properties and then click OK:

e Current Status - Service/ console: Running/Non-Running
e Service mode - Start/Stop/Restart

e Console mode - Start/Stop

Configuring CxOSA with a Proxy Server

In order to run Open Source Analysis (CxOSA) and generate and download analysis
result reports (PDF) when using a proxy server, perform the following configuration
steps:

> To run CxOSA:

1. Navigate to C:\Program Files\Checkmarx\Checkmarx Scans
Manager\bin\CxScansManagerWinService.exe.config.

2. Insert the <system.net> tag just before the closing </configuration> tag and add the
<defaultProxy> tag and contents as follows:

<system.net>

<defaultProxy useDefaultCredentials="true">

<proxy usesystemdefault="False" proxyaddress="http://<proxy ip
address>:<proxy port>" bypassonlocal="False" />

<bypasslist>

<add address="<ip address range>" />

</bypasslist>

</defaultProxy>

</system.net>

e The <bypasslist> parameter is required in situations where the traffic for
remote CxEngines should not go through the defined Proxy. Symptoms are
that after adding this proxy configuration, the CxOSA scans works however the
CxSAST scans do not. The add address value in this example is a Regex to
capture a range of IP Addresses starting 10.65 . Further information on this
parameter may be found here.
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Example:

<proxy usesystemdefault="False" proxyaddress="http://127.0.0.1:8888"
bypassonlocal="True" /> <bypasslist> <add address="10\.65\.\d{1,3}\.\d{1,3}"
/>

» To generate and download analysis result reports (PDF):

1. Navigate to C:\Program Files\Checkmarx\Checkmarx Web
RestAPI\CxRestAPI\Web.config,

2. Under the <system.net> tag, add the same <defaultProxy> tag and its contents as in
running CxOSA, above.

3. Restart all Cx services (CxJobsManager, CxScansManager, CxSystemManager and
CxScanEngine services.

4. Restart the lIS web server.

Configuring Management & Orchestration SQL
Server for Dynamic and Static Port Connectivity

These instructions define the procedure for configuring the Management &
Orchestration SQL server for both static and dynamic port connectivity for CxSAST V8.9
RC6 and above.

Static Port Configuration
Prerequisites

The following perquisites apply:

¢ For Windows authentication, the machine must be in a domain
e SQL Server service is up and running

e TCP/IP is enabled

Static Port Connection

The Management & Orchestration SQL server installation defines the port connection
according to one of the following port connection arrangements:

e Instanced SQL: <host>\<instance>,<port>
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Examples:
localhost\sqglexpress,1435
10.0.0.10\sqlexpress, 1435
\sglexpress,1435
10.0.0.10,1435

¢ Non Instanced SQL: <host>,<port>

Examples:
localhost,1435
10.0.0.10,1435
.,1435
10.0.0.10,1435

Configure Static Port

» To configure static port connectivity for the Management & Orchestration SQL Server:

1. Go tothe Computer Management (Start > Control Panel > System and Security >
Administrative Tools > Computer Management).

A Computer Management - m] >
File Action View Help
o |m = B
A ComputerMmeqmeﬁt(l.ocaf Mame |MActions
v i %’-'_:"“k":‘-:‘d | fl System Tools Computer Management (L.. =
| ek seheduler F‘jSlcrage More & »
l-4| Event Viewer More Actions

Shared Foldars :gSemcas and Applications
Bl

& Local Users and Groups
() Performance
M Device Manager
w B2 Storage
& Disk Management
s Services and Applications

2. Select Services and Applications > SQL Server Configuration Manager > SQL Server
Network Configuration > Protocols for <SQLSERVER>.
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&

Fle Acion View Help

e 2 Ea=z B

& Computer Managerment (Local) ~ || Protocol Name Status Actions.

Al || Er)s:’"ktl::dk F Shared Memary  Enabled Protocols fee SOLEXPRESS &
T) Tas uber
[ Event Viewer T Mamed Piges Enatled More Actions
i) Shared Foldess e Fraies

» O Local Users snd Groups
» () Perdormance
M Device Manager
- 2 Sronage
7 Disk Mansgement
w [y Services and Applications
» Wy Interret information Serdces (II5) Manager
w [ 501 Server Configuntion Manager
8 508 Server Senices
U 508 Server Network Configuration (325
B SO Mative Client 11.0 Configuration (3208
w 1 SOL Server Metwork Configuration
[&= Protocols for SOLEXPRESS
< 3

3. Right click on TCP/IP, select Properties and click the IP Address tab.

TCR/IP Properties T x
Profooal 1P Addresses
TCP Dynamic Parts ] ~
TCF Part
B ips
Active e
Enabled Ma
IF Address |
TCP Dymamic Ports o
TCOP Part
B ps
Adtne Yes
Enabled Mo
IP Address 127.0001
TCP Dynamic Ports ]
TCF Part
8 ran
TP Dymamic Ports 35466
L
TCF Port
TCP port
s 4 Cancel Apply Hedp

4. Select TCP Port under IPALL and define the port as defined in the Management &
Orchestration SQL server installation (see Port Connection Arrangement).

Click Apply and then OK to complete.
Restart the SQL Browser service and then the SQL Server service.

7. If there are two instances of the SQL Server service, restart the corresponding instance
of the SQL Browser service.

Dynamic Port Configuration
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Prerequisites

The following perquisites must be in place:

e For Windows authentication the machine must be in a domain

e SQL Server and SQL Browser services are up and running.

o If the SQL Brower service is already up, restart the SQL Server service
again. If there are two instances of the SQL Server service, verify that
the corresponding instance of SQL Browser service is up and running

e TCP/IP is enabled

Dynamic Port Connection

The Management & Orchestration SQL server installation defines the port connection
according to one of the following port connection arrangements:

e Instanced SQL: <host>\<instance>

Examples:
localhost\sqglexpress
10.0.0.10\sqlexpress
\sglexpress
hostname\ sglexpress

e Non-instanced SQL: <host>,<port>

Examples:
localhost
10.0.0.10

hostname

« For connection arrangements with unnamed instance and without port, <.>,
<ip> or <host_name>, the default static port must be set (see Static Port
Connection).

Configure Dynamic Port

To configure dynamic port connectivity for the Management & Orchestration SQL
Server:
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1. Go to the Computer Management (Start > Control Panel > System and Security >
Administrative Tools > Computer Management).

& Computer Management — ] *
File Action View Help
= |m = B

A Computer Management (Local | name | =
- J’& System Tools I System Took

(D) Task Seheduler é‘; ystem foals Computer Management (L... <
Storage Mare Actions *

] Event Viewer
gt Shared Felders
&% Local Users and Groups
> L'}ﬁ Performance
A Device Manager
w B2 Sworage
£ Disk Management
> f.; Services and Applications

;!g‘jer\rices and Applications

2. Select Services and Applications > SQL Server Configuration Manager > SQL Server
Network Configuration > Protocols for <SQLSERVER>.

&
Fle Acion View Help
e HMEdE B
& Computer Managerment (Local) ~ || Pratocol Mame Status Actions
s g:mkr}‘:d . " Shared Memary  Enabled Protocols for SOLEKPRESS &
s uler
» [ Event Viewer T Mamed Piges Enatled Maie Actieer 3
T TCRAP Erabled

v @il Shared Folders
» M8 Local Users snd Groups
» () Perdormance
A Device Minsger
w 52 Storage
7 Disk Munsgement
w By Services and Applications
» Wy Interret information Serdces (II5) Manager
w [§ S0 Server Configuration Manager
B 508 Server Services
B 508 Server Netwark Confaguratian (3251)
B 504 Native Client 11.0 Configuration (3261
w M SOU Server Metwork Configuration
[&= Protocols for SOLEXPRESS .
< >

3. Right click on TCP/IP, select Properties and click the IP Address tab.

54



(¥ Checkmarx

TCRAIP Properties 7 x
Protocel TP Addresses
TCP Dynamic Ports o ~|
TCP Port
8 ps
Aclive Yeg
Enabled Ha
P Address =1
TP Dymamic Ports o
TCP Part
B e
Active s
Enabled Mo
IP Address 127.000.1
TCP Dymamic Ports v
TCP Port
8 s
ss466
TCP Part
W
TCF Dynamic Ports
Blank, if dynamic ports are not enabled. To use dynamic ports, set to 0.
o] [ e | ] [ b

Select TCP Dynamic Ports under IPALL and define the port as defined in the
Management & Orchestration SQL server installation (see Port Connection
Arrangement).

Click Apply and then OK to complete.
Restart the SQL Browser service and then the SQL Server service.

If there are two instances of the SQL Server service, restart that the
corresponding instance of SQL Browser service

Port Connection Test

The following command can be run to test the port connection:

jre\bin\java -cp "etl.jar;Libraries\mssgl-jdbc-6.4.0.jre8.jar" -

Djava.
10.31.

library.path="Libraries" com.checkmarx.sync.utl.mainflow.TestConnection
2.36 null null CxARM SQLEXPRESS

The command should be run from the folder where the etl.jar is located
You can provide “user” and “password” instead of “null” “null”.
10.31.2.36 is the IP of the machine where the database is installed

SQLEXPRESS is the instance name (“null” can be supplied in unnamed
instance).

M&O Connectivity Mitigation
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Use Case: Machine not in domain + SQL windows authentication
Mitigation: Use user + password authentication

Use Case: Dynamic port + SQL Browser service is turned off + SQL Server with named
instance
Mitigation: Configure static port, or turn SQL Browser on

Use Case: TCP/IP disabled
Limitation: No solution, TCP/IP is a must

Configuring CxManager with Windows
Authentication to the DB with a separate Client
Portal

These instructions define the procedure for configuring CxManager with Windows
authentication to the database with a separate client portal (for (v8.0.0 and up)

Prerequisites

The following prerequisites are required:

Distributed environment with each component on a separate machine (4 machines in
total - Client Portal, Manager, Database and Engine).

All machines installed inside a domain with administrator access available
CxManager machine installed with Windows authentication with its own domain user

Remaining machines can be configured for regular users

Manager Configuration

1. Once the Manager machine is installed, go to the Services (Start > Control Panel >

System and Security > Administrative Tools > Services).

Services - o X
File Action View Melp
g midcsz Bmi>»eun
Services (Local) Name Description Status. Startup Type LogOn As A
£ Credential Manager Provides secure torage and retrieval of credentials.. Running  Manual Local System
83 Cryptographec Services Provides three management services: Catalog Data..  Running Automatic Network Serice
&4 GAccessControl Checkman Access Contrel Service Running Automatic (Delayed Stan) Local System
£4 CHAST Demo CHAST Server Running  Automatic {Delayed Start Local System
£ CHAST Manager CAST Sesver funning  Autornatic (Delsyed Start) Local System

Service of Checkman Jobs Manager Automatic {Delayed Stast)

2, CrScantngine Sesvice of Checkmare Scan Engne funning Network Senice

£3 OScansManages Service of Checim, Manager Network Senvice

& OSystemManager Service of Checkman System Mamages Network Service

£ Data Sharing Service Provides data beckening between applications. Lecal System

3 Oata Usage Network data usage, data lend, restrict backgroun..  Running  Auteenatic Local Senvice
The UNCH service launches COM and 0. Runming  Aute Local System
Pesforms coonent delrvery opmaation tasks Running  Autoematic (Delayed Stan, Trigger.  Network Senvice
Enabies paining between the system and wied ee .. Running  Autcenatic (Trgger Stat) Lecal System v

>
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Depending on the CxSAST version installed, the following Cx services are
available:

e CxJobsManager (v8.x)

e CxScansManager (v8.x)

e CxSystemManager (v8.x)

e CxSastResults (v9.0 and up)

e CxScanEngine (v8.x)

e CxARM (v8.8 and up)

e CxXARMETL (v8.8 and up)

e CxRemediationintelligence (v9.0 and up)

e CxAccessControl (v9.0 and up)
2. Right click on the first Cx Service, select Properties and open the Log On tab.

CulobsManager Properties (Local Computer) =

General LegOn  Recovery Dependencies

Log on as

() Local System account

(@) This account "Network Service . Browse...
Password: FRERRRR R
Cﬂmpassﬂlmﬂ FESERRBERRREREN

3. Enter the defined domain user (dm\<username>) into the ‘This account’ field.

57



(¥ Checkmarx

(@ This account: ||:|m'-1:|auiu:||:| | Browse...

Pagsward:

Confirm password: |iiiiiiiliiiiiii |

Enter the domain user password into the ‘Password’ and ‘Confirm Password’ fields.
5. Click Apply to save the changes.

6. Perform the same procedure for each of the available Cx Services.

e The available Cx Services will depend on the CxSAST version installed (see
Cx Service/CxSAST Version information above).

Once complete, manually restart all Cx Services.

Once the Cx Services have been started, go to the IIS Manager (Start > Control Panel >
System and Security > Administrative Tools > Internet Information Services (lIS)
Manager) and enter to the Application Pools.

&) Internet information Services (IIS) Manager - o X
€ O3 » DAVIDP-LAPTOP » Application Pocts w N e
Fle View Help
Connections. : 3 Actions.
- U";l Application Pools <
" 93 DAVIDP-LAPTOP (OM\d: g
v -5 DAVIOP-LAPTOP IDMNG! | 40, o tets you view and manage the kst of application pools on the sesve. Application poois are assodisted
<2 Application Pools with worker peocesses, contain one o moee applications, and pecvide isolation among different applications. Application Pool Tasks
W Sites
Filter: - (& Show All | Group by: No Grouping
o Bl bt o — § | P
Name Status NETCL.. Managed Pipeline Mode  Identity 7
G NET WS Started w0 Integrated AppbcstionPoolidentaty
() NET w45 Classic Started w0 Classic ApplcationPoolidentity Edit Application Pool
o CrClientPool Started w0 Classic NetworkSennce
2 CxPool Started w0 Classic NetworkSesvice
2 CxPootRestAP! Started wo ntegrated NetworkService
) DefautAppPoot Started w0 ntegrated AppicationPoolidentity
X
< 2 ©
< >
Ready 93

The following Cx Application Pools are available:
e CxClientPool
e CxPool

e CxRestPool

9. Right click on the first Cx Application Pool and select Advanced Settings.
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Processor Affinity Enabled False

* Process Model
» Generate Process Model Event L

10. Open the Application Pool Identity account window.

Advanced Settings
Start Mode OnDemand
« CPU
Lirnit (percent) 0
Limit Action MNehction
Limit Interval (minutes) 5

Processor Affinity Mask 4204067245
Processor Affinity Mask (64-bit ¢ 4294967245

Identity MNetworkService
Idle Time-out (minutes) 2880
Idle Time-out Action Terminate
Load User Profile True
Maamum Worker Processes 1
Ping Enabled True
Pimg Maimum Response Time 1 90
Pimg Period (seconds) 30
| Shutdown Time Limit (seconds) S0
' Identity

[identity Type, username, password] Configures the application pool te run
25 built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

Cancel

Application Pool Identity

{®) Built-in account:

MetworkService

() Custom account:

11. Select Custom account, click the Set button and enter the defined domain user

(dm\<username>) into the ‘User name’ field.
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Set Credentials ? >

User name:

|dm\davidp |

Password:

Confirm password:

OK Cancel

12. Enter the domain user password into the ‘Password’ and ‘Confirm Password’ fields.
13. Click OK to save the changes.
14. Using the CMD, restart the Internet Information Services (1I1S) Manager.

Once you have completed the Manager configuration, you can now configure the
database machine.

Database Configuration

Once you have completed the Manager configuration, you can now configure the DB
machine.

1. With the DB machine installed, open MS SQL Server Management Studio.
2. Connect to the SQL server.
3. Enter to Databases > CxDB > Tables.
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Ohbject Explorer * 0 x
Connect= ¥ “F 0 T ¢ -+
= i@ DAVIDP-LAPTOP\SCLEXPRESS (SOL Server 11.0.5388 - 5a)
= 0 Databases
@ B System Databases
@ W CrAccessControl
@ i CxActivity
® i CxARM
= @ C:DB
H B Views
@ W Synonyms
@ W Programnmability
[# W Service Broker
E B Storage
@ B Security

4. Right-click on the CxComponentConfiguration table and select Edit Rows.

Connects § "§ = v G & Ll Key Velue Description A
& [ dboLonfigurations = = MTPPassword Defines the sender passweed

W 08 dboCorfigutacenGroups SMTPPort 2 Defines the port for sending mails
SMTPUseDefaultCredentials True Defines # the SMTP server requires authent
SMTPUsermame Defines the sender user name
SOURCE_PATH CAGHSRC Defines the scanned sources feider path
SSHTuneITeneOutSec » Defines the time-out foe connecting SVN s
STATISTICS_CALCULATION PARALL. & Defines » limit on how many paratel thieac
SVN_FORCE BASIC AUTHENTICATI... false Force Banc Authentscation when pulling fil
TEAM _MENTOR_WS_URL Defines the address of the team mentor ser

# [ dbo.CoQueryDescription 9 TRUST_ALLIRA_SSU_CERTIFICATES  false Disable SSL cestificate vabdation during cor

# {8 S0o.CxSchemaVersen & UniqueTeamPerP endngUser False Enables unique team crestion per uses on p

@ [B dbo DateRetentionRequests UnsplocatPath AL

- : ::"""“"‘" s UsekneryptionOnSmtp False Defines # SMTP communication should be

. m Qeim; g UseS$0 True Enables configueation and use of S0 uiers

4 [ dboFatedScans ? VisrforingneTimeoutMnutes 0 Defines the engsne COMUNICALON time-or

i {8 dboForgatPasiwords » 3 WebServer -pedm.cc

% B dboMmifeports WhiteSourceOrganizationToken VWhite source ceganization token

g e hanionrr : whte fies etensions

@ [ dbolueTrackingSystems WhiteScorceln https//osa.checkman.net Whae source

4 [ dboJlobs 24 ZpFileEncodng 1BM437 Defines the encoding (code page) name in

o @ Solanguages o lu Nt L UKL v

5 T8 dboldspSenvenConfiguntion < >

@ [l dboliboaries o IR of 185 » bl b

5. Inthe WebServer key field, enter the full domain name of the client machine as follows:

http://{full client portal manchine name}.dm.cx

6. 6. Save the DB changes.
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Configuring a Non-default Location for
Management and Orchestration and CxSAST
Component Data (v9.0.0 and up)

The purpose of these instructions is to configure a non-default path location for
Management and Orchestration and CxSAST component data (i.e. kahaDB). This can
be performed in order to withstand hotfixes and upgrades and can be achieved by
changing the component data file path in the associated component ‘.xml’ file with a
new data file path.

Changing the Management and Orchestration and CxSAST Component
Data File Location

1. Locate the ‘activemg.xml’ file under C:\Program Files\Checkmarx\Checkmarx ActiveMQ\conf). For
this example, the kahaDB ‘activeMQ.xml’ file is used.

2. Open the ‘activeMQ.xml’ file and define the <kahaDB> key with the desired path.

e In case of ActiveMQ cluster environment, this new path should be defined for
all ActiveMQ instances.

3. Restart the ActiveMQ.

Configuring a Non-default Location for
Management and Orchestration Component Logs

The purpose of these instructions is to configure a non-default location for Management
and Orchestration component logs (i.e. Policy Manager). This can be performed in order
to withstand hotfixes and upgrades and can be achieved by changing the component
log file path in the associated component “.xml’ file with a new log file path.

Changing the Management and Orchestration Component Log File
Location

1. Locate the ‘logdj.xml’ file under C:\Program Files\Checkmarx\Checkmarx Risk
Management\Tomcat\webapps\cxarm#policymanagenWEB-INF\classes. For this example, the Policy
Manager ‘logdj.xml’ file is used.

2. Open the ‘log4j.xml’ file and define the <file> keys with the desired path.
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ing="uUTPF-8" 2>
n SYSTEM “log4).dtd"S
ogéi='hitp://lakarta.apache.org/legdl/* debug=~false">

consoleAppender” cl
g.apache.log4) . PatternLayont™>
m name="ConversionPattern® values"ad &5p [3t] (2F:8L) - &mén"/>

org.apache.logd).RollingfileAppender”>
e="100"/>
20MB" />

~akpend” Lruat /o>
| names*fila* S{catalina.home)/. . /. ./Logs/CxARN/Toncat /oxarn. 1og" I8 ]
~10g4) . Patterniayount >
lue="ad{yyyy-MM-dd HH:mm:ss) %c{l) [ép] emén"/>

="org. apache.log4).RollingFileAppender”>

T TApache TPatternlayout"s
<param name=“ConversionPattern” value="ad(yyyy-MM-dd HH:mm:ss} %c(1) [%p] Smén"/>

3. Perform the same procedure for all the Management and Orchestration components:

e Policy Manager: C:\Program Files\Checkmarx\Checkmarx Risk
Management\Tomcat\webapps\cxarm#policymanager\WEB-INF\classes

e Dashboard: C:\Program Files\Checkmarx Risk
Management\Tomcat\webapps\cxarm#dashboardapi\WEB-INF\classes

e Analytics: C:\Program Files\Checkmarx Risk
Management\Tomcat\webapps\cxarm#cxanalyticsS\WEB-INF\classes

e ETL: C:\Program Files\Checkmarx\Checkmarx Risk Management\ETL

e Dashboard swagger: C:\Program Files\Checkmarx\Checkmarx Risk
Management\Tomcat\webapps\cxarm#dashboardapi#swagger\WEB-INF\classes

e Policy Manager swagger: C:\Program Files\Checkmarx Risk
Management\Tomcat\webapps\cxarm#policymanager#swagger\WEB-INF\classes
4. Go to the Services (Start > Control Panel > System and Security > Administrative Tools > Services) and
restart CxARM service.

Configuring User Credentials for CxDB
Connectivity

The purpose of these instructions is to configure the user credentials used for CxDB
connectivity.

» To change the user credentials used for CxDB connectivity:

1. Locate the properties configuration file, found in the Config folder in the Checkmarx Risk
Management folder (for example: C:\Program Files\Checkmarx\Checkmarx Risk
Management\Config).

2. Locate the 2 keys relevant to the CxDB connection: DB_USER and DB_PASSWORD.
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3. Enter both new user name and new password, and then save the file.

4. Restart the CxARM service, which will automatically update the values and encrypt the
password data in the CxARM DB.

o After updating the user name and password, these values will be deleted from
the db.properties file.

Performing Protocol, Machine Name and Port
Changes for Cx Components

Background

A number of additional components have been introduced (Access Control, CxSAST,
Management & Orchestration, and ActiveMQ) to the latest versions of CxSAST. The
endpoints for these components are saved in the database (CxDB) as
{Protocol}://{FQDN}:{Port}. Fully Qualified Domain Name (FQDN) is the complete
domain name for the machine and consists of the hostname and domain name (e.g.
http://mqserver.companv.com:5555).

« For clean installations (v9.0.0 and up), component endpoints are, by default,
saved as HTTP. Upgrades (to v9.0.0) always keep previous component
endpoint values.

Use Cases

This instruction defines the procedure for changing component endpoint configurations
in the database, in cases where the current configurations need to be changed, The
following use cases will determine if and how these component endpoints should to be
changed.

e Use-Case 1: If the machine is only reachable by the IP and not by the FQDN, for instance,
if a DNS Server is not used, you will need to change the table key value definitions in the
database.

e Use-Case 2: If you change the CxSAST, Management & Orchestration or ActiveMQ ports
after installation, you will need to change the table key value definitions in the
database.
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Use-Case 3: If you manually configured the environment as Secure Sockets Layer (SSL),
you may need to change the table key value definitions in the database.

Use-Case 4: If you rename the machine, you will need to change the table key value
definitions in the database.

Use-Case 5: If you configured the system to connect users via a corporate proxy server,
you will need to change the table key value definitions in the database.

Use-Case 6: If you add a load balancer, for instance, in HA deployments where the load
balancer endpoint is used instead of the machine name, you will need to change the
table key value definitions in the database.

For further instructions and examples, refer to Accessing the Database Table and
Changing Table Key Value Definitions.

Accessing the Database Table

>

To access the database:

Once the CxSAST (v9.0.0 and up) environment is installed and fully configured, do the
following:

Open Ms sqL Server Management Studio.
Connect to the saL server.
Go to: Databases > CxDB > Tables.

(Object Explorer v O %
Connect~ &/ &l m T T .4
= [ WINZK12-TEMP\SQUEXPRESS (SO Server 1103000 - WINZK12-TEMP Adeministeatar)
= 3 Databases
% [ System Databases
® | CeActiity
s ) CxARM
= [ ODB
% [ Datsbase Diagrams
-]

o 5 ontrol ApiRescurces
# O sccesscontrol ApiScopeClaims
# O sccesscontrolApiScopes

# O sccesscontrolApiSecrets
# o sccesscontrol. AspMNetRoleClame
s O secesscontrolAsphietRioles

Changing Table Key Value Definitions

1.

In the Tables folder (Databases > CxDB > Tables), right-click on the required Table, according to
the table/key value definitions table below, and select Edit Top 200 Rows.

For each key, change the value field according to the relevant use case (refer to Use
Cases).
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Table

Key

Value

dbo.CxComponentConfiguration

IdentityAuthority (i.e. Access Control URL)

{Protocol}://{Machine}:{Port}/CxRestAPI/aut
h

Default HTTP port = 80

When upgrading to v9.0.0, the
IdentityAuthority value is preserved unless
it is empty or set to localhost. In these
cases, the full URL of your local station is
added.

CxSASTManagerUri (i.e. SAST Manager URI)

{Protocol}://{Machine}:{Port}
Default HTTP port = 80

CxARMURL (i.e.CxAnalytics URL)

{Protocol}://{Machine}:{Port}
Default HTTP port = 8080

CxARMPolicyURL (i.e.Policy Manager URL)

{Protocol}://{Machine}:{Port}
Default HTTP port = 8080

ActiveMessageQueueURL (i.e.ActiveMQ URL)

{Protocol}://{Machine}:{Port}
Default TCP port = 61616

config.CxEngineConfigurationKeysMe
ta

ACTIVE_MESSAGE_QUEUE_URL
(i.e.ActiveMQ URL)

{Protocol}://{Machine}:{Port}
Default TCP port = 61616

accesscontrol.Configurationltems

SERVER_PUBLIC_ORIGIN

Change according to the following
conditions:

If the machine is configured for IP, then:
SERVER_PUBLIC_ORIGIN =
{Protocol}://{Machine_IP}:{port} and
IdentityAuthority =
{protocol}://{Machine_IP}:{port}/CxRestAPI/
auth

If the machine is configured for FQDN and
SERVER_PUBLIC_ORIGIN is not empty, then:
SERVER_PUBLIC_ORIGIN =
{protocol}://{Machine_FQDN}:{port} and
IdentityAuthority =
{Protocol}//{Machine_FQDN}:{port}/CxRestA
Pl/auth

If the machine is configured for FQDN and
SERVER_PUBLIC_ORIGIN is empty, then
leave empty.

In all instances, the protocol should be the
same for both SERVER_PUBLIC_ORIGIN and
IdentityAuthority keys.

3. Save your changes.

On the CxManager machine, perform IIS reset (run ‘iisreset’ from elevated CMD or Reset

action for the server name in lIS Console).

5. Restart all Cx Windows Services.
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CxSAST Engine Configuration

The engine configuration information on this page is solely for CxSAST administrators

and it is mostly for information purposes.

e Itis recommended to consult with Checkmarx support before changing any

values.

Parameter Name Value Default Value
Type

ABS INT RESOLVE MEMBER ACCESSES LANGUAGES string ["JavaScript"]

ACTIVE MESSAGE QUEUE URL string

CALCULATE CONFIDENCE LEVEL bool true

CASE _SENSITIVE FILENAMES bool false

CLIENTS CONFIDENCE LEVEL COLLECT string

CONFIDENCE LEVEL COLLECT DATA FILE PATH string C:\\Temp\\ConfidenceLevel\\

CXAUDIT TREE VIEW FLAT bool false

EXCLUDE PATH string jquery;angular.js;angular-animate.js;angular-
aria.js;angular-cookies.js;angular-
messages.js;angular-mocks.js;angular-
resource.js;angular-route.js;angular-
sanitize.js;angular-touch.js;angular-
scenario.js;angular-
loader.js;angular.min.js;angular-
resource.min.js;angular-cookies.min.js;angular-
loader.min.js;angular-aria.min.js;angular-
messages.min.js;angular-mocks.min.js;angular-
route.min.js;angular-sanitize.min.js;angular-
touch.min.js;angular-
scenario.min.js;jsoneditor.js;jsoneditor.min.js

MAX ALLOWED RESULTS FILE SIZE IN MB int 100

MAX QUERY TIME int 60

MESSAGE QUEUE DELAY BETWEEN RETRIES int 1000

MESSAGE QUEUE NUMBER OF OPEN RETRIES int 10

MESSAGE QUEUE NUMBER OF SEND RETRIES int 90

MESSAGE_QUEUE_OPEN_ TIMEOUT int 10

MESSAGE QUEUE TTL DAYS int 1

NUMBER OF RESULTS FOR CONFIDENCE LEVEL DATA int 150

COLLECTION

TIME LIMIT WAITING FOR CONFIDENCE LEVEL DATA int 180000

COLLECTION

USE ROSLYN PARSER bool true
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Parameter Name Value Default Value
Type
WRITE CONFIDENCE LEVEL TO LOG bool false
ENABLE SAVE CPP PREPROCESSED FILES bool true
ENCODING string utf-8
LANGUAGE THRESHOLD double 2.0
MULTI LANGUAGE MODE int 1
SCAN BINARIES bool false
SUPPORTED LANGUAGES string 1,32;128,256;4,2048
TYPES TO DECOMPILE string *
PRINT DEBUG bool false
PRINT LOG bool true
ENABLE CPP IBM DECODE bool false
BEAUTIFIER MIN NUMBER OF WORDS int 500
IN MINIMIZED LINE
BEAUTIFIER NUMBER OF ROWS TO CHECK int 3
BEAUTIFIER TIMEOUT IN SEC int 180
MAXFILESIZEKB int 1000
PARAMETER VALUE CORES NUMBER string SingleSocket,0;MultiSocket,0
PROCESS AFFINITY MANAGER SETTINGS string SingleSocket,NoLimitation;
MultiSocket,NoLimitation
MAX PATH LENGTH int 57
MAX_ QUERY TIME PER 100K int 15
ENABLE FICTITIOUS DEFINITION bool false

Parameter Name

Parameter Description

ABS INT RESOLVE MEMBER ACCESSES LANGUAGES

Activate the Abstract Interpretation based resolver
to resolve member accesses for specific languages (if
ABS_INT_RESOLVE_MEMBER_ACCESSES is set to false).

ACTIVE MESSAGE QUEUE URL

Message queue URL.

CALCULATE CONFIDENCE LEVEL

Calculates the Confidence Level for each
results and prints it as well as the additional data needed
for ML to the results xml.

CASE_SENSITIVE FILENAMES

For case-sensitive OS (Linux) the value should be true, for non-
case-sensitive OS (Windows) it should be false. The value
refers to the OS on which the sources compile, not the current
0OS.

CLIENTS CONFIDENCE LEVEL COLLECT

Used when collecting data of results for confidence level
future machine learning model training. The values

are 'CxAudit' and/or 'EngineAgent' separated with

;' (e.g. CxAudit;EngineAgent).
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Parameter Name

Parameter Description

CONFIDENCE LEVEL COLLECT DATA FILE PATH

Used when collecting data of results for confidence level
future machine learning model training. The location
of the resutls data files.

CXAUDIT TREE VIEW FLAT

Defines the project Treeview structure as flat or regular.

EXCLUDE PATH

Semicolon separated list of file names to exclude
from the scan (e.g. filel;file2;file3). Include only
file names, not paths.

MAX ALLOWED RESULTS FILE SIZE IN MB

Max query result file size in MB.

MAX QUERY TIME

Defines part of a formula to calculate the

maximum execution time allowed for a single query.
After the set time, the query execution is terminated,
the result is empty and the log indicates that its
execution failed.

MESSAGE QUEUE DELAY BETWEEN RETRIES

The time delay in milliseconds between retries,
a connection or sending a message to the
message queue.

MESSAGE QUEUE NUMBER OF OPEN RETRIES

The number of retries to perform, when
opening a message queue connection.

MESSAGE_QUEUE_NUMBER OF SEND RETRIES

The number of retries to perform, when
sending a message to the message queue.

MESSAGE QUEUE OPEN TIMEOUT

The time to wait (in seconds) while trying
to open a connection to the queue.

MESSAGE QUEUE TTL DAYS

The time unclaimed messages will wait
in the MQ before being deleted.

NUMBER OF RESULTS FOR CONFIDENCE LEVEL DATA
COLLECTION

Used when collecting data of results for
confidence level future machine learning
model training. Defines the maximal number
of results that are collected per query.

TIME LIMIT WAITING FOR CONFIDENCE LEVEL DATA

COLLECTION

Limited time in milliseconds to wait for
the confidence level data collection tasks.

USE_ROSLYN PARSER

Enable the use of Roslyn parser to scan C# files.

WRITE CONFIDENCE LEVEL TO LOG

Write confidence level calculation tracing
to a file in order to help understand why
a certain confidence level was given to

a certain result.

ENABLE SAVE CPP PREPROCESSED FILES

Enable/disable the ability of CPP
Preprocessor to save the preprocessed files.

ENCODING

Character encoding of source files.

LANGUAGE THRESHOLD

Sub-setting of MULTI_LANGUAGE_MODE.

The minimal percentage of complete number

of files required to scan a language. Should

be set to 0.0 (and MULTI_LANGUAGE_MODE=2)
to match the Portal_s Multi-language mode. See
MULTI_LANGUAGE_MODE parameter

for more details.

MULTI LANGUAGE MODE

Defines which languages the application should scan.
1 =0One Primary Language, 2 = All Languages,
3 = Matching Sets, 4 = Selected Languages.
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Parameter Name

Parameter Description

SCAN BINARIES

Whether or not to scan binary files
(only available for .jar files — Java — and for .dll files — C#).
*Note*: Requires Java to be installed on the machine.

SUPPORTED_ LANGUAGES

Sub-setting of MULTI_LANGUAGE_MODE.

If MULTI_LANGUAGE_MODE = 1 or 2 ignore/meaningless. If
MULTI_LANGUAGE_MODE = 4 then languages are
separated by commas. See MULTI_LANGUAGE_MODE
parameter for more details.

TYPES_TO DECOMPILE

When SCAN_BINARIES is set to true, this flag should be used
to specify which packages/namespaces should be decompiled
and then included in the scan. Format x.y.* can be used to
specify

that all the types under package/namespace x.y should be
decompiled and scanned. The list of packages/namespaces
should be separated by a semicolon (;).

PRINT DEBUG

Defines whether writing additional details to application logger
with debug orientation is enabled or not. True = Enabled,
False = Disabled.

PRINT LOG

Defines whether the output of Function log.Write is printed
to the log or not. True = Print, False = Dont Print.

ENABLE CPP IBM DECODE

Enable the C++ Preprocessor to search, file by file, for IBM
pragma filetag directive, in order to find the correct encode.

BEAUTIFIER MIN NUMBER OF WORDS
IN MINIMIZED LINE

BEAUTIFIER: If length of line bigger then this value - this is
min.js file.

BEAUTIFIER NUMBER OF ROWS TO CHECK

BEAUTIFIER: number of last rows to check. If they are longer
than BEAUTIFIER_MIN_NUMBER_OF_WORDS_IN_
MINIMIZED_LINE - this is min.js file.

BEAUTIFIER TIMEOUT IN SEC

After this value of seconds the beautification of single file will
aborted and the original file will returned. Put 0 to disable the
watchdog.

MAXFILESIZEKB

Files exceeding the set size (in KB) will not be scanned.

PARAMETER VALUE CORES NUMBER

Parameter value for method SetToAllCores in
Enginelnfrastructure.ProcessAffinityManager class -
setting cores number for current process.

Different parameter for single and multi-socket
(e.g. SingleSocket,0;MultiSocket,0).

PROCESS AFFINITY MANAGER SETTINGS

Settings for methods of

the Enginelnfrastructure.ProcessAffinityManager class.
Possible values one of OldVersion,NewVersion,
NewVersionOneSocketOnly,NoLimitation. Different parameter
for single and multi-socket.

(e.g. SingleSocket,OldVersion;MultiSocket,NoLimitation).

MAX PATH LENGTH

Defines the maximum amount of flow elements allowed in an
influence flow calculation. Paths with length exceeding this
number are ignored.

MAX QUERY TIME PER 100K

Sub setting of MAX_QUERY_TIME. Defines part of formula to
calculate the maximum execution time allowed for a single
query. See MAX_QUERY_TIME parameter for more details.

ENABLE FICTITIOUS DEFINITION

Enables the use of the Fictitious Definitions inside the Java
Resolver.
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Manual Changes to SAML ldentity Provider
Attributes for Upgrading from CxSAST V8.8/8.9 to
v9.X

This instruction defines the procedure for the manual changes that need to be
performed within the SAML Identity Provider, for User and Team Attributes, when
upgrading to CxSAST v9.x from v8.8\8.9.

After upgrading SAST 9.0, make sure to modify the link for the Sign-On URL for the
SAML server

from http{s}://{server}:{port}/CxRestAPl/auth/samlAcs 1O http{s}://{server}:{port}/CxRestAPI/auth/identity/sa
miAcs. Otherwise the access link to the SAML server is broken as the login page of the
SAML server cannot be reached.

Please note that the URL is case-sensitive.

Prerequisites

The following prerequisites must be in place:

e Checkmarx CxSAST/CxOSA v9.0.0 (with Access Control migration performed)
e Active SAML 2.0 identity provider account (e.g. OKTA)

User Attribute Changes

The following manual changes must be performed within the Identity Provider when
upgrading from 8.8\8.9 to v9.x:

Change 'Organization_Tree' to 'Team' and define multi-value attribute

Update 'Role' to multi-value attribute
e Remove 'ls_Auditor' and replace with a role

e Remove 'Role_Attribute' and replace with a set of roles

Refer to creating and Mapping User Attributes in OKTA for more information.

Team Attribute Changes

Each user can be assigned to multiple teams. A ‘String Array’ type should be defined for
Team attribute. Each team assignment requires an additional sub-attribute. For v9.0.0,
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the backslash ‘\’ is replaced with a slash ‘/’.

For example: Team=/CxServer/Teaml
/CxServer/Team2
/CxServer/Team3)

Refer to creating and Mapping User Attributes in OKTA for more information.

CxSAST Server Web Portal Installed on Dedicated
Hosts (v8.8.0 and up)

CXSAST supports bistributed Architecture, Where any or all of the CxSAST server
components are installed on dedicated hosts.

The following procedure must be implemented in all installations or upgrades to any
version that includes the new IIS application (8.1.0 and up).

Once the IIS application components of the CxSAST setup have been installed, perform
the following procedures:

1. Go to the Microsoft Web Platform Installer and click Install this extension to download the installation file.

2. Run the Mmicrosoft Web Platform Installer 5.0 On the Portal Server. The Microsoft Web Platform Installer iS
displayed.

Spotlight Products Applications Pl

Name Released Install

D Microsoft Azure SOK for NET (VS 2015) - 2956 1671172016 Al
Dd Visual Studio Community 2015 with Microsoft Azure SOK - 296 16/11/2016 | . Add
M Microsoft Azure SOK for NET (V5 2013) - 296 16/11/2016 f - Addi
M Visual Studio Community 2013 with Microsoft Azure SOK - 2956 16/11/2016 ! Add J
w Microsoft Azure SOK for NET for Visual Studio 2017 RC - double click to learn more 16/11/2016 Add

Ogtions Install ‘ Exit

3. Search for the Add URL Rewrite 2.1 module and click Add.
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10 Web Platiorm Installer 5.0 - o w
© search results for URL [ -
Name Released Inestall
] | ma
115 URL Axthorization 252772008 [ Add ]
15 HTTP Redirection 2F2T 008 Add
115: Default Document 22Tr2008 Installed
- asmay e Gallery Server 2/92018 Add
115: Directody Browsing 2F2T 008 Installed
115: HTTP Errors 2272008 Installed
0 Hems to be installed Dptions Install Exit
4. Search for the Application Request Routing 3.0 module and click Add.
© Search results for Application »
Name Released Install -
\
¢ Application Initialization 1.0 05/04/2012 -
Q Application Insights Status Monitor Preview 11/04/72016
<" Application Request Routing 2.5 with KB2589179 03/09/2010 Add
« Application Request Routing 2.5 29/03/2011
KB2589179 for Application Request Routing 2.5 03/09/2010
& Microsoft SQU Serves Data-Tier Application Framework (DACE) June 2014) 19/06/2014 Add
" [ A |
)
& Microsoft Drivers 3.2 for PHP v5.5 for SQL Server in IS Express 117032015
Qb om - .
1 Remstobeingtalied options [ mewa ][ Bt ]

5. Click install. The prerequisites for Web Platform Installer 5.0 are displayed.
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Web Platform Installer 5.0

URE F

PREREQUISITES NSTALL CONFIGU

Review the following list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components to be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately locate, read and accept these third party license terms

X Application Request Routing 3.0

View license term Direct Download Link
X URL Rewrite 2.1

View license terms Direct Download Link
Total file download size: 821 MB

By clicking "l Accept”, you agree to the license terms for the third party and Microsoft software, and any additional
software identified above. If you do not agree to all of the license terms, click "I Decline”.

| Decline | Accept

6. Click 1Accept. The installation progress is displayed. You are notified upon successful
installation.

Web Platform Installer 5.0

PREREQUISITES INSTALL CONFIGURE FINISH

Microsoft Azure

Microsoft Azure is an open and fliexible cloud
platform that enables you to quickly build,
deploy and manage applications across a global
network of Microsoft-managed datacenters.
Easily create web sites, virtual machines or
databases in a few clicks.

Try it free now!

Finished downloading

Install progress: Installing URL Rewrite 2.1 [2 out of 3]

Cancel

7. Click Finish.
8. Open the Internet Information Services (1IS) Manager on the Portal Server (i1s Manager > Sites > Default

Web Site > IIS > URL Rewrite).
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@ URL Rewrite
- ED:VW~WI(»M) Provides reanting capabilities based on rudes for the requested URL address
:::‘M"’* and the content of an HTTP response.
-
» @ Defauk Web Ste Inbound rules that ace applied to the requested URL address:
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Name Input Match Patterr]

10. Select Add Rule(s). The Rule Templates List is displayed.
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Inbound rules

‘o Request blocking
Inbound and Qutbound Rules

«4 User-friendly URL @ Reverse Proxy
Qutbound rules

4 Blank rule
Search Engine Optimization (SEO)

® Enforce lowercase URLs

¥ Append or remove the trailing slash symbol

. Blank rule 4% Rule with rewrite map

W Canonical domain name

Select this template to create a rule that will f

to a back-end Web server,

o«

11. Select Reverse Proxy. The Add Reverse Proxy Rules dialog is displayed.

Inbound Rutes

Enter the server name or the IP address where HTTP requests will be forwarded:

comngr-serves.dm.cx
Bxample: contentserverl

[7] Enable SSL Officading

Selecting this option will forward all HTTPS requests over HTTP.

Outbound Rules
[7] Rewnite the domain names of the links in HTTP responses

Responses that are generated by applications that are behind a reverse proxy can have
HTTP finks that use internal domain names. These links must be updated to use external

domain names.
From:

12. Enter the cx Manager Server name into the Inbound Rules field (e.g. cxmngr-server.dm.cx).

13. Disable the ssL offloading option.
14. Click ok to save the changes.
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15. Select the newly created Rule and under Inbound Rules (right pane), click Edit. The Edit
Inbound Rule window is displayed.

16. Change the pattern to .*(cxrestapi/.*) and click Apply.
17. Verify the changes in the URL Rewrite rule.
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Configueation: Defanit Web Site’ web.config

On the Web portal machine (directory: C:\Program
Files\Checkmarx\CheckmarxWebPortal\Web), open the ‘web.config’ file in a text editor
and update the value of “CxWSResolver.CxWSResolver’with the Manager server
IP/domain name.

Example:

from....

<add key="CxWSResolver.CxWSResolver" value="http://localhost:80/Cxwebinterface/CxWSResolver.asmx"
/>

to....

<add key="CxWSResolver.CxWSResolver" value="http://manager-domain-
name.com/Cxwebinterface/CxWSResolver.asmx" />

xPortalDefaultCulture" value="en-Us" />

xEnableIncrementalScan” value="true" />
*UnicedeFont” value="Arial Unicode MS" />
1ver. 1 wvalue="http: /4 |/Cxwebinterface/CxWSResolver. asmx" />

EnablelssueTracking” value="true" />
nableScriptBundleAnddini fication” value="true" />
ppSecCoachEnabled” value="true" />

18. Test the cxsast application.
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Configuring the ActiveMQ Password

The ActiveMQ cxuser account password is stored in the Checkmarx SAST 9.0 Database.
To change the default password, the encryption secret must be changed as well. To
change the password and the encryption secret, follow the instructions below:

1. Open mssaL Server Management Studio.
2. Connect to the SQL server.
3. Navigate to Databases > CxDB > Tables.

Object Explorer
Connect- 3¢ 3; u T 2] .5
= | localhost\SQLEXPRESS (SQL Server 11.0.3128 - WIN-VECANKF
= [ Databases
+ 3 System Databases
+ |J OAccessControl
% | § GActivity
# [§ CarM
= |§ GO8
# [ Database Diagrams
+ (2
¥ L Views
% 3 Synonyms
¢ 3 Programmability
s [ Service Broker
« [ Storage
+ [ Security
+ J coast
& 3 Secunty
% [ Server Objects
s [ Rephcation
+ L Management

Under Tables, navigate to [CxDB].[dbo].[CxComponentConfiguration].

5. Enter the desired AMQ password (for example mMypassword) in plain text as follows:
update [CxDB].[dbo].[CxComponentConfiguration] set MyPassword [Value] = " where [Key]
= 'MessageQueuePassword'.

select * from [CxDB).[dbo].[CxComponentConfiguration] jshere [Key] ‘MessageQueuePassword’

100% =~ <

=] Resuts | ) Messages
%] Key Value Descrption
1 |2 ] MessageQuevePassword  109137020094074152056107197002205229033121139192  Encrypted password for ActiveMQ

6. Restart the IIS Service and browse to the Checkmarx portal to force the clear text
password to be encrypted.

7. Enter emd in the Windows search field to open the command prompt.
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8. Change the value of environment variable ACTIVEMQ_ENCRYPTION_PASSWORD to the
desired secret in plain text (for example cxsecret):

setx ACTIVEMQ_ENCRYPTION_PASSWORD cxsecret

! Command Prompt =

o After setting a new environment variable, it is best to restart your machine in
order to make sure that ActiveMQ process will load the new value.

9. Run the standard ActiveMQ utility to encrypt the secret by using the previously selected
password:

> cd <Checkmarx Install Folder>\Checkmarx ActiveMQ\bin > activemq encrypt --
password cxSecret --input MyPassword

10. Copy the encrypted password from the output (yellow fonts in the example below).

B Admnistrator: CAWindows\System32\cmd.exe - (u] X

11. Navigate to c:\Program Files\Checkmarx\Checkmarx ActiveMQ\conf\

12. Open credentials-enc.properties and edit the password variable by changing the value
between the brackets () to the new encrypted text.

13. Restart Checkmarx ActiveMQ service .
14. Navigate to table: [Config].[CxEngineConfigurationKeysMeta]
15. Update the AMQ password for the Engine configuration as follows:

update [Config].[CxEngineConfigurationKeysMeta] set [DefaultValue] = (SELECT
TOP 1 [Value] FROM [CxDB].[dbo].[CxComponentConfiguration] where [Key] =
'MessageQueuePassword') where
[KeyName]="MESSAGE_QUEUE_PASSWORD'

16. Restart the Checkmarx Services.
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Disabling the Swagger Ul Client

To disable the Swagger Ul, do the following:

1. Onthe host with CxManager installed, navigate to the Cx installation folder.
Under ..\ checkmarx\Checkmarx Web RestAPI\CxRestAPI\ edit the web.config file.
3. Search for the swaggerisEnabled key and change the value to false.

4. Restart the CxSystemManager service and IIS.

Configuring CxSAST for High Availability

Configuring Checkmarx Software Exposure Platform for High Availability
Overview

High availability refers to a system that is durable and operates continuously without
failure and is always available to the system users and the clients. Such a high
availability system is realized by installing CxSAST in a High Availability architecture,
where two or more CxManager servers are installed and run in active-active mode and
can access the same database to ensure that the system continues operating, if one
CxManager fails. The highly available components are the following and are laid out as
illustrated:

e ActiveMQ (active-passive)

e CxEngine (active-active)

¢ CxManager + Access Control (active-active)
ActiveMQ is configured on two hosts to immediately become available in case of failure
of the active host. In addition, this configuration allows for load balancing and not just

redundancy. In order to configure CxSAST in high availability mode, you have to use an
external load balancer (for example Nginx, AWS etc.).
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Configuring High Availability

High Availability is configured via the Checkmarx Software Exposure Platform
components for each machine/server accordingly. The configuration steps can be
performed manually using the following steps:

1. Install all Checkmarx Software Exposure Platform components for the High availability
environment independently (not in parallel) according to these instructions.

e Installing Checkmarx Software Exposure Platform components in parallel could
cause database locking issues.

« If required, rename the servers for all Checkmarx Software Exposure Platform
components according to these instructions.

2. Manually add the CxEngine Server(s) according to these instructions, and then remove the
default (localhost) CxEngine from the Web Portal.

3. Configure all Checkmarx Software Exposure Platform components for SOURCE_PATH and
EX_SOURCE_PATH - DB table dbo.cxComponentConfiguration: Replace the local path (c:\<folder>\...)
with the relevant network path, for example \\<hostname>\<folder>.

o Server names must be 12 characters or less and must be a part of the domain.

4. Configuring ActiveMQ for High Availability according to these instructions.
Configuring Access Control for High Availability according to these instructions.
Configuring the Checkmarx Web Portal on a dedicated host according to these instructions.

Restoring the SessionState Value after Upgrading

Users who use the SessionState value in the Web.Config file will have to restore this
line in the Web.Config file once the upgrade to Version 9.0.0 is complete. The original
file is automatically backed up during the upgrade process. To restore the SessionState
value, you have to restore the entire line in the new Web.Config file from the backed-up
file as follows:

Navigate to ..\Program Files\checkmarx \checkmarxwebportal and open web.config_backup for editing.
Search for <sessionState configSource="sessionState.config" />and copy the entire line.

Open web.config and navigate to the location where this line is located in the backup
file.

4. Paste the line in this location, save and then close web.config.

5. Do not simply replace the web.config with the backup file web.config_backup as additions may
be lost and the CxSAST application stops operating.
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Configuring Access Control for High Availability
Environments

This instruction defines the procedure for configuring Access Control in High Availability
environments for v9.0.0 and up.

Configuring Access Control for High Availability (HA) in CxSAST v9.0.0 and up ensures
optimal operational performance — even at times of high loads, and provides failover
support in case of CxManager failure to ensure application availability.

This High Availability architecture supports two or more servers (CxManager) installed
behind the organization’s external network load balancer that allows for accessing the
same DB, to ensure full system operability in the event a machine failure.

« High Availability can be configured on a local server, or via a cloud
environment.

Configuring the CxAccessControl Database

Once the CxSAST v9.0.0 (and up) environment is installed and fully configured, do the
following:

1. Open MS SQL Server Management Studio.
2. Connect to the SQL server.
3. Go to: Databases > CxAccessControl > Tables.
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4. Right-click on the accesscontrol.Configurationltems table and open Edit Top 200 Rows.

T RCETRT 7
% T sccesscontrolAapNetUsertlsims
® O secesseomrel A pMatUerd ogng
® O sccesssontrelfupMNetUseifole
® O sccesscontrol Asphietiisers

3 sccesscontrolfsphletlerTokens
# 3 sccencontrolfuditTrall
# O secensontrel futherticationProviden
# O wccesscontrol ClientClims
® O sceesscontrel ClieneConOniging
# T accesscontiod ClientBrantTypes
# 3 sccesscontrol ClientidPRestrictions
# 3 sccesscontrok ChentPostl ogoutRedirectlng
# 3 sccencontrol ClientPropertier e -«
# O stceridontrol ChentRedind s

1 Rent 3 Messages
# O sccesenntrol Chonks

Ky Vi
ClientSzopes 1 ALLOWED_USERMAME_CHERACTERS  sbedsighikimopashuwyet BLDEFGHUELMKOPORS TUN
2 LOCKOUT_TIME_MMUTES 5
# O sccenscontrol DataProtectioneys A MRS FAILED MOCESS ATTENPTS il
5 3 secessorarolidemityClaims r | SERVER_PUBLIC_ORIGIN itprteerasi-ce sinmationrede- 17266 3 el 1o am J
w O secessagntrolldentityRudourcel
® O sceesseomtredlLdupRoleMappings

seontrod LdupSenaers
3 accesscontrolLdapTeambiappings
# 3 sccencontrellegunyParword

5. Inthe field of the SERVER_PUBLIC_ORIGIN key, and enter the load balancer URL in the
Value field as follows:

http:// {Access Control URL in Load Balancer: Port}

6. Go to Databases > CxDB > Tables, right-click the dbo.CxComponentConfiguration table and
then open Edit Top 200 Rows.

7. Select the IdentityAuthority key and enter the same load balancer URL (the base URL of
the identity server) in the Value field as follows:

http:// {Access Control URL in Load Balancer: Port} /cxrestapi/auth
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Configuring the Host Header in the Load Balancer / Proxy

When working with a load balancer or proxy it is important that requests that reach the
Access Control service contain the original ‘Host header’. In certain instances, there
may be errors, and this is usually because the ‘Host’ header contains the address of the
backend server instead of its original value. By default, the ‘Host header’ changes once
a new request is created. To fix this, you can manually configure the ‘Host header’ in
the load balancer / proxy configuration. For this example, we will use NGINX as the
installed load balancer.

» To configure the ‘Host header’ in the load balancer:

1. Open the NGINX configuration file (<nginx installation path>/conf/nginx.conf) Using a text editor.
Navigate to the ‘http.server.location’ segment as illustrated in the example below.
worker_processes auto;

events{

worker_connections 4096;

}

http {
include mime.types;
index index.html index.htm index.php;
default_type application/octet-stream;
sendfile  on;
tcp_nopush on;
server_names_hash_bucket_size 128;
upstream vm-s-880 {
server 10.35.0.30;
server 10.35.0.31;
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}

server {

client_max_body_size 1000M;
listen 8070;

location / {

proxy_pass http://vm-s-880;
proxy_set header Host vm-s-880;

proxy_buffer_size 128k;
proxy_buffers 4 256k;
proxy_busy_ buffers_size 256k;
}

}

}

3. Set the ‘Host header under the ‘http.server.location’ segment as: proxy_set_header Host
{load_balancer_address}, Where the load_balancer_address is defined as the station on which
NGINX is installed.

e The ‘Upstream’, proxy_pass and proxy_set_header Host definitions must match.

« When uploading a large source zip archive to the SAST Portal, make sure that
the client_max_body_size value is set to at least the size of this zip archive. The
example above reflects this value set to 1000 MB.

4. Save the NGINX configuration file and exit the editor.
5. Restart NGINX.

Configuring ActiveMQ for High Availability
Environments

This instruction defines the procedure for configuring ActiveMQ in High Availability
(Cluster) environments for v9.0.0 and up.

The ActiveMQ implementation is intended for sending messages between two
applications, or two components inside one application. The ActiveMQ support
distributed messaging across a network of brokers. This allows a client to connect to
any broker in the network - and fail over to another broker if there is a failure - providing
from the client’s perspective a high availability cluster of brokers.

Make sure that port 61616 is open in all relevant firewalls between the ActiveMQ server
and the following components:
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o CxManager servers (for Access Control, Scan Manager and Results Services).
This includes high availability configurations with multiple CxManagers.

e CxEngine servers
e M&O server

Configuring ActiveMQ Brokers

Once CxSAST (v9.0.0 and up) environment is setup and fully configured, perform the
following:

1. Navigate to the Checkmarx ActiveMQ\conf folder and open the ‘activemqg.xml’ file.

2. Edit the <persistenceAdapter> tag accordingly:

<persistenceAdapter>
<kahaDB directory="/sharedFileSystem/sharedBrokerData"/>
</persistenceAdapter>

Make sure that the DB directory navigates to your shared directory.
3. Perform the same procedure for all ActiveMQ brokers in the high availability cluster.

Once you have completed the ActiveMQ broker configuration, you can now configure
the ActiveMQ clients.

Configuring ActiveMQ Clients

» To configure ActiveMQ clients:

1. Open MS SQL Server Management Studio.
2. Connect to the SQL server.
3. Go to: Databases > CxDB > Tables.
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4. Right-click on the CxComponentConfiguration table and select Edit Rows.
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5. Inthe ActiveMessageQueueURL key field, enter each broker URL in the Value field as
follows:
failover: (tcp://brokerl:61616,tcp://broker2:61616,tcp://broker3:61616)

6. Perform the same procedure for all ActiveMQ clients in your environment.

Final steps:

1. Open the Windows Services and stop the ActiveMQ service (if the recovery option is
enabled, disable it).

Once the file lock, inside the shared ActiveMQ folder, disappears, delete the data folder.
Restart \Checkmarx\Checkmarx ActiveMQ\bin\win64\activemgq.bat (not services.msc).

The files have now been recreated at the new shared location, where the user
configured it in the DB.
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