
NEW AND UPDATED VULNERABILITY QUERIESCheckmarx v9.6.5

Language Name Package Name Query Name CWE ID Status
Apex Apex_Force_com_Critical_Security_Risk Reflected_XSS 79 Update

Apex Apex_Force_com_Serious_Security_Risk Frame_Spoofing 79 Update

Apex Apex_Force_com_Serious_Security_Risk inputText_Ignoring_FLS 0 Update
Apex Apex_Force_com_Serious_Security_Risk Sharing 472 Update
Apex Apex_Force_com_Code_Quality Async_Future_Method_Inside_Loops 0 Update
Apex Apex_Force_com_Code_Quality Bulkify_Apex_Methods_Using_Collections_In_Methods 0 Update
Apex Apex_Force_com_Code_Quality Hardcoding_Ids 0 Update
Apex Apex_Force_com_Code_Quality Hardcoding_Of_Trigger_New 0 Update
Apex Apex_Force_com_Code_Quality Hardcoding_Of_Trigger_Old 0 Update
Apex Apex_Force_com_Code_Quality Multiple_Trigger_On_same_sObject 0 Update
Apex Apex_Force_com_Code_Quality Use_of_Hard_Coded_Cryptographic_Key 321 Update
Apex Apex_Low_Visibility Escape_False_Warning 0 Update
Apex Apex_Low_Visibility Hardcoded_Password 259 Update
Apex Apex_Low_Visibility Parameter_Tampering 472 Update
Apex Apex_Low_Visibility Password_misuse 0 Update
Apex Apex_Low_Visibility Potential_Frame_Injection 0 Update
Apex Apex_Low_Visibility Potential_URL_Redirection_Attack 601 Update
Apex Apex_Low_Visibility Privacy_Violation 359 Update
Apex Apex_Low_Visibility Second_Order_SOQL_SOSL_Injection 89 Update
Apex Apex_Low_Visibility Verbose_Error_Reporting 209 Update
Apex Apex_Force_com_Code_Quality Hardcoded_Messages 547 Update
Apex Apex_ISV_Quality_Rules Empty_IfStmt 0 Update
Apex Apex_ISV_Quality_Rules Find_Exposed_Test_Data 0 Update
Apex Apex_ISV_Quality_Rules SOQL_Dynamic_null_in_Where 0 Update
Apex Apex_ISV_Quality_Rules SOSL_With_Where_Clause 0 Update
Apex Apex_ISV_Quality_Rules Warn_About_Viewstate_Size_Limit 0 Update
ASP ASP_High_Risk UTF7_XSS 79 Update
ASP ASP_Medium_Threat DB_Parameter_Tampering 284 Update
ASP ASP_Medium_Threat HTTP_Response_Splitting 113 Update
ASP ASP_Medium_Threat Reflected_XSS_Specific_Clients 79 Update
ASP ASP_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
ASP ASP_Heuristic Heuristic_CSRF 352 Update
ASP ASP_Heuristic Heuristic_DB_Parameter_Tampering 284 Update

The following vulnerability queries are either new or have been updated for this version.
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ASP ASP_Heuristic Heuristic_Parameter_Tampering 472 Update
ASP ASP_Heuristic Heuristic_SQL_Injection 89 Update
ASP ASP_Heuristic Heuristic_Stored_XSS 79 Update
ASP ASP_Low_Visibility Blind_SQL_Injections 89 Update
ASP ASP_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 171 Update
ASP ASP_Low_Visibility Improper_Transaction_Handling 460 Update
ASP ASP_Low_Visibility JavaScript_Hijacking 352 Update
ASP ASP_Low_Visibility XSS_Evasion_Attack 79 Update
CPP CPP_Buffer_Overflow Buffer_Improper_Index_Access 129 Update
CPP CPP_Buffer_Overflow Buffer_Overflow_LongString 120 Update
CPP CPP_Buffer_Overflow Buffer_Overflow_Unbounded_Format 120 Update
CPP CPP_Buffer_Overflow Off_by_One_Error_in_Arrays 193 Update
CPP CPP_Buffer_Overflow String_Termination_Error 170 Update
CPP CPP_Buffer_Overflow Buffer_Overflow_boundcpy_WrongSizeParam 121 Update
CPP CPP_Buffer_Overflow Buffer_Overflow_Loops 193 Update
CPP CPP_Buffer_Overflow Missing_Precision 120 Update
CPP CPP_Buffer_Overflow Off_by_One_Error_in_Loops 193 Update
CPP CPP_Buffer_Overflow Off_by_One_Error_in_Methods 193 Update
CPP CPP_Medium_Threat DB_Parameter_Tampering 284 Update
CPP CPP_Medium_Threat Divide_By_Zero 369 Update
CPP CPP_Medium_Threat Inadequate_Pointer_Validation 477 Update
CPP CPP_Medium_Threat Memory_Leak 401 Update
CPP CPP_Weak_Cryptography Use_Of_Weak_Hashing_Primitive 326 Update
CPP CPP_Buffer_Overflow Potential_Precision_Problem 120 Update
CPP CPP_Heuristic Heuristic_2nd_Order_Buffer_Overflow_malloc 120 Update
CPP CPP_Heuristic Heuristic_2nd_Order_Buffer_Overflow_read 120 Update
CPP CPP_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
CPP CPP_Heuristic Heuristic_Buffer_Improper_Index_Access 129 Update
CPP CPP_Heuristic Heuristic_Buffer_Overflow_malloc 120 Update
CPP CPP_Heuristic Heuristic_Buffer_Overflow_read 120 Update
CPP CPP_Heuristic Heuristic_CGI_Stored_XSS 79 Update
CPP CPP_Heuristic Heuristic_DB_Parameter_Tampering 284 Update
CPP CPP_Heuristic Heuristic_Parameter_Tampering 472 Update
CPP CPP_Heuristic Heuristic_SQL_Injection 89 Update
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CPP CPP_Heuristic Potential_Off_by_One_Error_in_Loops 193 Update
CPP CPP_Low_Visibility Blind_SQL_Injections 89 Update
CPP CPP_Low_Visibility Creation_of_chroot_Jail_without_Changing_Working_Directory 243 Update
CPP CPP_Low_Visibility NULL_Pointer_Dereference 476 Update
CPP CPP_Low_Visibility Potential_Path_Traversal 36 Update
CPP CPP_Low_Visibility Sizeof_Pointer_Argument 467 Update
CPP CPP_Low_Visibility Stored_Blind_SQL_Injections 89 Update
CPP CPP_Low_Visibility Use_Of_Hardcoded_Password 259 Update
CPP CPP_Stored_Vulnerabilities Stored_DB_Parameter_Tampering 284 Update
CPP CPP_MISRA_C R05_07_Identifier_Name_Reused 0 Update
CPP CPP_MISRA_C R08_03_Identical_Function_Decl_Def 0 Update
CPP CPP_MISRA_C R08_07_Block_Scope_Obj_If_Used_By_Single_Function 0 Update
CPP CPP_MISRA_C R13_06_Loop_Iterator_Modified_In_Loop_Body 0 Update
CPP CPP_MISRA_C R14_08_Not_Compound_Switch_Or_Iteration_Statement 0 Update
CPP CPP_MISRA_C R14_09_Not_Compound_If_Or_Else 0 Update
CPP CPP_MISRA_C R14_10_If_Else_If_Not_Ending_With_Else 0 Update
CPP CPP_MISRA_C R16_03_Function_Prototype_Without_Identifiers 0 Update
CPP CPP_MISRA_C R16_05_Function_Prototype_Declaration_Without_Parameters 0 Update
CPP CPP_MISRA_C R16_07_Parameter_Pointer_To_Const_Where_Not_Modified 0 Update
CPP CPP_MISRA_C R16_08_Non_Explicit_Return_Statement_In_Non_Void_Function 0 Update
CPP CPP_MISRA_CPP R02_10_02_Identifiers_Hide_Outer_Scope_Identifiers 0 Update
CPP CPP_MISRA_CPP R02_10_05_Non_Member_Static_Name_Reuse 10751 Update
CPP CPP_MISRA_CPP R03_02_01_Identical_Function_and_Object_Decl_Def 0 Update
CPP CPP_MISRA_CPP R03_04_01_Obj_Defined_Outside_Minimal_Scope 0 Update
CPP CPP_MISRA_CPP R06_03_01_Not_Compound_Switch_Or_Iteration_Statement 0 Update
CPP CPP_MISRA_CPP R06_04_01_Not_Compound_If_Or_Else 0 Update
CPP CPP_MISRA_CPP R06_04_02_If_Else_If_Not_Ending_With_Else 0 Update
CPP CPP_MISRA_CPP R06_05_01_Single_Non_Float_LC 0 Update
CPP CPP_MISRA_CPP R06_05_02_Loop_Counter_Modify 10755 Update
CPP CPP_MISRA_CPP R06_05_03_Change_Lc_In_St_And_Cond 10756 Update
CPP CPP_MISRA_CPP R06_05_04_Incremental_Modified 10757 Update
CPP CPP_MISRA_CPP R06_05_05_Lcv_Change_In_For_Stmt 10758 Update
CPP CPP_MISRA_CPP R06_05_06_Bool_Lcv_Change 10759 Update
CPP CPP_MISRA_CPP R07_01_01_Declare_Const_if_not_Modified 10784 Update

Page 3 of 13



NEW AND UPDATED VULNERABILITY QUERIESCheckmarx v9.6.5

Language Name Package Name Query Name CWE ID Status
CPP CPP_MISRA_CPP R07_01_02_Declare_Ref_Const_if_not_Modified 10785 Update
CPP CPP_MISRA_CPP R07_05_02_Address_Assignment_out_of_Scope 10792 Update
CPP CPP_MISRA_CPP R08_04_03_Explicit_Return_Throw 0 Update
CPP CPP_MISRA_CPP R10_03_02_Find_Override_Without_Virtual 10796 Update

CSharp CSharp_High_Risk Connection_String_Injection 99 Update
CSharp CSharp_High_Risk JWT_No_Signature_Verification 287 Update
CSharp CSharp_High_Risk Reflected_XSS_All_Clients 79 Update
CSharp CSharp_High_Risk Resource_Injection 99 Update
CSharp CSharp_High_Risk Unsafe_Reflection 470 Update
CSharp CSharp_High_Risk UTF7_XSS 79 Update
CSharp CSharp_Windows_Phone Client_Side_Injection 89 Update
CSharp CSharp_Windows_Phone Insufficient_Application_Layer_Protect 311 Update
CSharp CSharp_Medium_Threat Buffer_Overflow 120 Update
CSharp CSharp_Medium_Threat CGI_XSS 79 Update
CSharp CSharp_Medium_Threat Cookie_Injection 20 Update
CSharp CSharp_Medium_Threat DB_Parameter_Tampering 284 Update
CSharp CSharp_Medium_Threat Hardcoded_password_in_Connection_String 547 Update
CSharp CSharp_Medium_Threat HTTP_Response_Splitting 113 Update
CSharp CSharp_Medium_Threat HttpOnlyCookies 1004 Update
CSharp CSharp_Medium_Threat Improper_Locking 667 Update
CSharp CSharp_Medium_Threat Insecure_Cookie 614 Update
CSharp CSharp_Medium_Threat JWT_Lack_Of_Expiration_Time 613 Update
CSharp CSharp_Medium_Threat JWT_No_Expiration_Time_Validation 613 Update
CSharp CSharp_Medium_Threat JWT_Sensitive_Information_Exposure 201 Update
CSharp CSharp_Medium_Threat Missing_Column_Encryption 311 Update
CSharp CSharp_Medium_Threat MVC_View_Injection 74 Update
CSharp CSharp_Medium_Threat No_Request_Validation 20 Update
CSharp CSharp_Medium_Threat Persistent_Connection_String 257 Update
CSharp CSharp_Medium_Threat Privacy_Violation 359 Update
CSharp CSharp_Medium_Threat Race_Condition_within_a_Thread 366 Update
CSharp CSharp_Medium_Threat Reflected_XSS_Specific_Clients 79 Update
CSharp CSharp_Medium_Threat Session_Fixation 384 Update
CSharp CSharp_Medium_Threat SSL_Verification_Bypass 599 Update
CSharp CSharp_Medium_Threat SSRF 74 Update
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CSharp CSharp_Medium_Threat Stored_LDAP_Injection 90 Update
CSharp CSharp_Medium_Threat Stored_Path_Traversal 22 Update
CSharp CSharp_Medium_Threat Stored_XPath_Injection 643 Update
CSharp CSharp_Medium_Threat Unsafe_Object_Binding 915 Update
CSharp CSharp_Medium_Threat Use_of_Cryptographically_Weak_PRNG 338 Update
CSharp CSharp_Medium_Threat Use_of_Hard_coded_Cryptographic_Key 321 Update
CSharp CSharp_WebConfig CookieLess_Session_State 0 Update
CSharp CSharp_WebConfig Elmah_Enabled 213 Update
CSharp CSharp_WebConfig HardcodedCredentials 489 Update
CSharp CSharp_WebConfig RequireSSL 614 Update
CSharp CSharp_WebConfig TraceEnabled 749 Update
CSharp CSharp_Windows_Phone Hard_Coded_Cryptography_Key 321 Update
CSharp CSharp_Windows_Phone Poor_Authorization_and_Authentication 287 Update
CSharp CSharp_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
CSharp CSharp_Heuristic Heuristic_CSRF 352 Update
CSharp CSharp_Heuristic Heuristic_DB_Parameter_Tampering 284 Update
CSharp CSharp_Heuristic Heuristic_Parameter_Tampering 472 Update
CSharp CSharp_Heuristic Heuristic_SQL_Injection 89 Update
CSharp CSharp_Heuristic Heuristic_Stored_XSS 79 Update
CSharp CSharp_Low_Visibility Blind_SQL_Injections 89 Update
CSharp CSharp_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 171 Update
CSharp CSharp_Low_Visibility Client_Side_Only_Validation 602 Update
CSharp CSharp_Low_Visibility Heap_Inspection 244 Update
CSharp CSharp_Low_Visibility Impersonation_Issue 520 Update
CSharp CSharp_Low_Visibility Improper_Resource_Shutdown_or_Release 404 Update
CSharp CSharp_Low_Visibility Improper_Session_Management 201 Update
CSharp CSharp_Low_Visibility Improper_Transaction_Handling 460 Update
CSharp CSharp_Low_Visibility Information_Exposure_Through_an_Error_Message 209 Update
CSharp CSharp_Low_Visibility Information_Exposure_via_Headers 200 Update
CSharp CSharp_Low_Visibility Insufficiently_Protected_Credentials 522 Update
CSharp CSharp_Low_Visibility JavaScript_Hijacking 352 Update
CSharp CSharp_Low_Visibility JWT_Excessive_Expiration_Time 613 Update
CSharp CSharp_Low_Visibility JWT_Use_Of_Hardcoded_Secret 798 Update
CSharp CSharp_Low_Visibility Log_Forging 117 Update
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CSharp CSharp_Low_Visibility Missing_Function_Level_Authorization 862 Update
CSharp CSharp_Low_Visibility Off_By_One_Error 193 Update
CSharp CSharp_Low_Visibility Open_Redirect 601 Update
CSharp CSharp_Low_Visibility Overly_Permissive_Cross_Origin_Resource_Sharing_Policy 346 Update
CSharp CSharp_Low_Visibility Potential_ReDoS 400 Update
CSharp CSharp_Low_Visibility Potential_ReDoS_By_Injection 400 Update
CSharp CSharp_Low_Visibility Potential_ReDoS_In_Code 400 Update
CSharp CSharp_Low_Visibility Potential_ReDoS_In_Static_Field 400 Update
CSharp CSharp_Low_Visibility Session_Clearing_Problems 613 Update
CSharp CSharp_Low_Visibility Stored_Code_Injection 94 Update
CSharp CSharp_Low_Visibility Stored_Command_Argument_Injection 88 Update
CSharp CSharp_Low_Visibility Thread_Safety_Issue 567 Update
CSharp CSharp_Low_Visibility Trust_Boundary_Violation_in_Session_Variables 501 Update
CSharp CSharp_Low_Visibility Unencrypted_Web_Config_File 312 Update
CSharp CSharp_Low_Visibility Use_Of_Hardcoded_Password 259 Update
CSharp CSharp_Low_Visibility Use_of_Insufficiently_Random_Values 330 Update
CSharp CSharp_Low_Visibility Use_of_RSA_Algorithm_without_OAEP 780 Update
CSharp CSharp_Low_Visibility XSS_Evasion_Attack 79 Update
CSharp CSharp_WebConfig CustomError 12 Update
CSharp CSharp_WebConfig DebugEnabled 11 Update
CSharp CSharp_WebConfig Directory_Browse 548 Update
CSharp CSharp_WebConfig Missing_X_Frame_Options 1021 Update
CSharp CSharp_WebConfig NonUniqueFormName 694 Update
CSharp CSharp_WebConfig Password_in_Configuration_File 260 Update
CSharp CSharp_WebConfig SlidingExpiration 613 Update
CSharp CSharp_Windows_Phone Failure_to_Implement_Least_Privilege 250 Update
CSharp CSharp_Windows_Phone Side_Channel_Data_Leakage 200 Update
CSharp CSharp_Best_Coding_Practice Aptca_Methods_Call_Non_Aptca_Methods 0 Update
CSharp CSharp_Best_Coding_Practice Exposure_of_Resource_to_Wrong_Sphere 493 Update
CSharp CSharp_Best_Coding_Practice GetLastWin32Error_Is_Not_Called_After_Pinvoke 10018 Update
CSharp CSharp_Best_Coding_Practice Hardcoded_Connection_String 798 Update
CSharp CSharp_Best_Coding_Practice Insufficient_Logging_of_Sensitive_Operations 778 Update
CSharp CSharp_Best_Coding_Practice Leftover_Debug_Code 489 Update
CSharp CSharp_Best_Coding_Practice Pages_Without_Global_Error_Handler 544 Update
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CSharp CSharp_Best_Coding_Practice PersistSecurityInfo_is_True 0 Update
CSharp CSharp_Best_Coding_Practice Unclosed_Objects 459 Update
CSharp CSharp_Best_Coding_Practice Undocumented_API 0 Update
CSharp CSharp_Best_Coding_Practice Unvalidated_Arguments_Of_Public_Methods 0 Update
CSharp CSharp_Best_Coding_Practice Use_of_System_Output_Stream 398 Update
CSharp CSharp_Best_Coding_Practice Using_Of_Index_Instead_Of_Key 398 Update
CSharp CSharp_Best_Coding_Practice Visible_Pointers 0 Update

Dart Dart_Mobile_Low_Visibility Parameter_Tampering 472 Update
Go Go_High_Risk Second_Order_SQL_Injection 89 Update
Go Go_Medium_Threat SSRF 918 Update
Go Go_Low_Visibility Use_of_Hardcoded_Password 259 Update

Groovy Groovy_High_Risk UTF7_XSS 79 Update
Groovy Groovy_Medium_Threat DB_Parameter_Tampering 284 Update
Groovy Groovy_Medium_Threat HTTP_Response_Splitting 113 Update
Groovy Groovy_Medium_Threat Multiple_Binds_to_the_Same_Port 605 Update
Groovy Groovy_Medium_Threat Unnormalize_Input_String 20 Update
Groovy Groovy_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
Groovy Groovy_Heuristic Heuristic_CGI_Stored_XSS 79 Update
Groovy Groovy_Heuristic Heuristic_CSRF 352 Update
Groovy Groovy_Heuristic Heuristic_DB_Parameter_Tampering 284 Update
Groovy Groovy_Heuristic Heuristic_Parameter_Tampering 472 Update
Groovy Groovy_Heuristic Heuristic_SQL_Injection 89 Update
Groovy Groovy_Heuristic Heuristic_Stored_XSS 79 Update
Groovy Groovy_Low_Visibility Blind_SQL_Injections 89 Update
Groovy Groovy_Low_Visibility Channel_Accessible_by_NonEndpoint 300 Update
Groovy Groovy_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 171 Update
Groovy Groovy_Low_Visibility Improper_Resource_Shutdown_or_Release 404 Update
Groovy Groovy_Low_Visibility Improper_Transaction_Handling 460 Update
Groovy Groovy_Low_Visibility Leaving_Temporary_File 376 Update
Groovy Groovy_Low_Visibility Plaintext_Storage_in_a_Cookie 315 Update
Groovy Groovy_Low_Visibility Potenial_UTF7_XSS 79 Update
Groovy Groovy_Low_Visibility Potential_ReDoS 400 Update
Groovy Groovy_Low_Visibility Potential_ReDoS_By_Injection 400 Update
Groovy Groovy_Low_Visibility Potential_ReDoS_In_Match 400 Update
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Groovy Groovy_Low_Visibility Potential_ReDoS_In_Replace 400 Update
Groovy Groovy_Low_Visibility Potential_ReDoS_In_Static_Field 400 Update
Groovy Groovy_Low_Visibility Reliance_on_Cookies_in_a_Decision 784 Update
Groovy Groovy_Low_Visibility Use_of_Client_Side_Authentication 603 Update
Groovy Groovy_Low_Visibility Use_Of_getenv 589 Update
Groovy Groovy_Low_Visibility Use_Of_Hardcoded_Password 259 Update
Groovy Groovy_Stored Stored_HTTP_Response_Splitting 113 Update
Groovy Groovy_Best_Coding_Practice Getter_Method_Could_Be_Property 398 Update

Java Java_Android Insufficient_Sensitive_Application_Layer 319 Update
Java Java_High_Risk Reflected_XSS_All_Clients 79 Update
Java Java_Android Exported_Service_Without_Permissions 668 Update
Java Java_Medium_Threat DB_Parameter_Tampering 284 Update
Java Java_Medium_Threat Hardcoded_password_in_Connection_String 547 Update
Java Java_Medium_Threat HTTP_Response_Splitting 113 Update
Java Java_Medium_Threat Improper_Restriction_of_Stored_XXE_Ref 611 Update
Java Java_Medium_Threat Missing_HSTS_Header 346 Update
Java Java_Medium_Threat Multiple_Binds_to_the_Same_Port 605 Update
Java Java_Medium_Threat Privacy_Violation 359 Update
Java Java_Medium_Threat SSRF 918 Update
Java Java_Medium_Threat Unnormalize_Input_String 20 Update
Java Java_Medium_Threat Unvalidated_Forwards 819 Update
Java Java_Medium_Threat Unvalidated_SSL_Certificate_Hostname 297 Update
Java Java_Medium_Threat Use_of_a_One_Way_Hash_with_a_Predictable_Salt 760 Update
Java Java_Medium_Threat Use_of_Insufficiently_Random_Values 330 Update
Java Java_Spring Spring_Missing_HSTS_Header 346 Update
Java Java_Android Accessible_Content_Provider 668 Update
Java Java_GWT JSON_Hijacking 352 Update
Java Java_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
Java Java_Heuristic Heuristic_CGI_Stored_XSS 79 Update
Java Java_Heuristic Heuristic_CSRF 352 Update
Java Java_Heuristic Heuristic_DB_Parameter_Tampering 284 Update
Java Java_Heuristic Heuristic_Parameter_Tampering 472 Update
Java Java_Heuristic Heuristic_SQL_Injection 89 Update
Java Java_Heuristic Heuristic_Stored_XSS 79 Update

Page 8 of 13



NEW AND UPDATED VULNERABILITY QUERIESCheckmarx v9.6.5

Language Name Package Name Query Name CWE ID Status
Java Java_Low_Visibility Blind_SQL_Injections 89 Update
Java Java_Low_Visibility Channel_Accessible_by_NonEndpoint 300 Update
Java Java_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 171 Update
Java Java_Low_Visibility Improper_Resource_Access_Authorization 285 Update
Java Java_Low_Visibility Improper_Resource_Shutdown_or_Release 404 Update
Java Java_Low_Visibility Plaintext_Storage_in_a_Cookie 315 Update
Java Java_Low_Visibility Potential_ReDoS 400 Update
Java Java_Low_Visibility Potential_ReDoS_By_Injection 400 Update
Java Java_Low_Visibility Potential_ReDoS_In_Match 400 Update
Java Java_Low_Visibility Potential_ReDoS_In_Replace 400 Update
Java Java_Low_Visibility Potential_ReDoS_In_Static_Field 400 Update
Java Java_Low_Visibility Reliance_on_Cookies_in_a_Decision 784 Update
Java Java_Low_Visibility Suspected_XSS 79 Update
Java Java_Low_Visibility Use_of_Client_Side_Authentication 603 Update
Java Java_Low_Visibility Use_Of_getenv 589 Update
Java Java_Low_Visibility Use_Of_Hardcoded_Password 259 Update
Java Java_Low_Visibility UTF7_XSS 79 Update
Java Java_Potential Potential_Code_Injection 94 Update
Java Java_Potential Potential_Command_Injection 77 Update
Java Java_Potential Potential_Connection_String_Injection 99 Update
Java Java_Potential Potential_GWT_Reflected_XSS 79 Update
Java Java_Potential Potential_Hardcoded_password_in_Connection_String 547 Update
Java Java_Potential Potential_I_Reflected_XSS_All_Clients 79 Update
Java Java_Potential Potential_IO_Reflected_XSS_All_Clients 79 Update
Java Java_Potential Potential_LDAP_Injection 90 Update
Java Java_Potential Potential_O_Reflected_XSS_All_Clients 79 Update
Java Java_Potential Potential_Parameter_Tampering 472 Update
Java Java_Potential Potential_Resource_Injection 99 Update
Java Java_Potential Potential_SQL_Injection 89 Update
Java Java_Potential Potential_Stored_XSS 79 Update
Java Java_Potential Potential_Use_of_Hard_coded_Cryptographic_Key 321 Update
Java Java_Potential Potential_UTF7_XSS 79 Update
Java Java_Potential Potential_XPath_Injection 643 Update
Java Java_Potential Potential_XXE_Injection 776 Update
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Java Java_Spring Spring_Missing_Expect_CT_Header 693 Update
Java Java_Spring Spring_Missing_X_Content_Type_Options 693 Update
Java Java_Spring Spring_Missing_XSS_Protection_Header 693 Update
Java Java_Stored Stored_HTTP_Response_Splitting 113 Update

JavaScript Javascript_Kony Kony_Unsecure_iOSBrowser_Configuration 15 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Insecure_Direct_Object_References 813 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Reflected_XSS 79 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Security_Misconfiguration 933 Update
JavaScript JavaScript_Medium_Threat Client_Header_Manipulation 113 Update
JavaScript JavaScript_Medium_Threat Client_HTML5_Store_Sensitive_data_In_Web_Storage 312 Update
JavaScript JavaScript_Medium_Threat Client_Reflected_File_Download 425 Update
JavaScript JavaScript_SAPUI5 SAPUI5_Hardcoded_UserId_In_Comments 200 Update
JavaScript JavaScript_Server_Side_Vulnerabilities CSRF 352 Update
JavaScript JavaScript_Server_Side_Vulnerabilities HTTP_Response_Splitting 113 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Missing_Encryption_of_Sensitive_Data 311 Update
JavaScript JavasScript_Visualforce_Remoting VF_Remoting_Client_Potential_CSRF 352 Update
JavaScript JavaScript_Low_Visibility Client_Cross_Session_Contamination 488 Update
JavaScript JavaScript_Low_Visibility Client_Heuristic_Poor_XSS_Validation 80 Update
JavaScript JavaScript_Low_Visibility Client_HTML5_Heuristic_Session_Insecure_Storage 922 Update
JavaScript JavaScript_Low_Visibility Client_Insufficient_Key_Size 310 Update
JavaScript JavaScript_Low_Visibility Client_Located_JQuery_Outdated_Lib_File 477 Update
JavaScript JavaScript_Low_Visibility Client_Potential_Ad_Hoc_Ajax 693 Update
JavaScript JavaScript_Low_Visibility Client_Potential_ReDoS_In_Match 400 Update
JavaScript JavaScript_Low_Visibility Client_Potential_ReDoS_In_Replace 400 Update
JavaScript JavaScript_Server_Side_Vulnerabilities JSON_Hijacking 352 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Password_Weak_Encryption 261 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Potentially_Vulnerable_To_CSRF 352 Update
JavaScript JavaScript_Server_Side_Vulnerabilities Use_Of_Hardcoded_Password 259 Update

Kotlin Kotlin_Android Exported_Service_Without_Permissions 668 Update
Kotlin Kotlin_Android Improper_Certificate_Validation 295 Update
Kotlin Kotlin_Android Accessible_Content_Provider 668 Update
Kotlin Kotlin_Low_Visibility Use_of_Hardcoded_Password 259 Update

Lua Lua_Medium_Threat Missing_Encryption_of_Sensitive_Data 311 Update
Lua Lua_Low_Visibility Missing_Password_Field_Masking 549 Update
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Objc ObjectiveC_High_Risk Deserialization_of_Untrusted_Data 502 Update
Objc ObjectiveC_High_Risk Universal_XSS 79 Update
Objc ObjectiveC_Medium_Threat Missing_Encryption_of_Sensitive_Data 311 Update
Objc ObjectiveC_Medium_Threat Parameter_Tampering 472 Update
Objc ObjectiveC_Medium_Threat Side_Channel_Data_Leakage 200 Update
Objc ObjectiveC_Low_Visibility Heap_Inspection 244 Update
Objc ObjectiveC_Low_Visibility Memory_Leak 401 Update
Objc ObjectiveC_Low_Visibility Potential_ReDoS 400 Update
Objc ObjectiveC_Low_Visibility Use_of_Hardcoded_Password 259 Update
Objc ObjectiveC_Best_Coding_Practice Dead_Code 561 Update
Perl Perl_Medium_Threat Missing_Encryption_of_Sensitive_Data 311 Update
Perl Perl_Medium_Threat Use_Of_Hardcoded_Password 259 Update
PHP PHP_Medium_Threat Broken_or_Risky_Encryption_Algorithm 327 Update
PHP PHP_Medium_Threat Broken_or_Risky_Hashing_Function 327 Update
PHP PHP_Medium_Threat Missing_Encryption_of_Sensitive_Data 311 Update
PHP PHP_Medium_Threat SSRF 918 Update
PHP PHP_Low_Visibility Use_Of_Hardcoded_Password 259 Update

PLSQL PLSQL_Medium_Threat HTTP_Response_Splitting 113 Update
Python Python_Medium_Threat DB_Parameter_Tampering 284 Update
Python Python_Medium_Threat Path_Traversal 22 Update
Python Python_Low_Visibility Use_Of_Hardcoded_Password 259 Update

RPG RPG_Low_Visibility Use_Of_Hardcoded_Password 259 Update
Ruby Ruby_Medium_Threat DB_Parameter_Tampering 284 Update
Ruby Ruby_Low_Visibility Blind_SQL_Injections 89 Update
Ruby Ruby_Low_Visibility Improper_Transaction_Handling 460 Update
Ruby Ruby_Low_Visibility Use_Of_Hardcoded_Password 259 Update
Ruby Ruby_Low_Visibility XSS_Evasion_Attack 79 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_JSON_GEM_Remote_Code 20 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_JSON_Remote_Code_Execution 94 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_Rails_Allows_Bypass_Access_Control 477 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_Rails_Allows_Cross_Site_Request_Forgery 352 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_Rails_Allows_DOS_via_ActiveRecord 400 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_Rails_Allows_SQL_Injection 89 Update
Ruby Ruby_Vulnerable_Outdated_Versions Outdated_Rails_Allows_XSS 79 Update
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Ruby Ruby_Best_Coding_Practice Declaration_Of_Catch_For_Generic_Exception 396 Update
Ruby Ruby_Best_Coding_Practice Unclosed_Objects 459 Update
Rust Rust_High_Risk Connection_String_Injection 99 Update
Rust Rust_High_Risk Plaintext_Password_Storage 256 New
Rust Rust_Medium_Threat DoS_by_Sleep 834 Update
Rust Rust_Medium_Threat Empty_Password_In_Connection_String 521 Update
Rust Rust_Medium_Threat Encoding_Used_Instead_of_Encryption 311 Update
Rust Rust_Medium_Threat Hardcoded_Password_in_Connection_String 547 Update
Rust Rust_Medium_Threat JWT_Sensitive_Information_Exposure 201 Update
Rust Rust_Medium_Threat JWT_Use_Of_Hardcoded_Secret 798 Update
Rust Rust_Medium_Threat Open_Redirect 601 New
Rust Rust_Medium_Threat SSL_Verification_Bypass 0 New
Rust Rust_Low_Visibility JWT_Excessive_Expiration_Time 613 Update
Rust Rust_Low_Visibility JWT_Lack_of_Expiration_Time 613 Update
Rust Rust_Low_Visibility Overly_Permissive_Cross_Origin_Resource_Sharing_Policy 942 New
Rust Rust_Low_Visibility Privacy_Violation_in_Files 538 New
Rust Rust_Low_Visibility Privacy_Violation_in_Logs 200 New

Scala Scala_Medium_Threat DB_Parameter_Tampering 284 Update
Scala Scala_Medium_Threat HTTP_Response_Splitting 113 Update
Scala Scala_Medium_Threat Multiple_Binds_to_the_Same_Port 605 Update
Scala Scala_Low_Visibility Potential_Stored_XSS 79 Update
Scala Scala_Stored Stored_HTTP_Response_Splitting 113 Update
Swift Swift_Low_Visibility Heap_Inspection 244 Update
Swift Swift_Low_Visibility Parameter_Tampering 472 Update
VB6 VB6_Heuristic Heuristic_Parameter_Tampering 472 Update
VB6 VB6_Heuristic Heuristic_SQL_Injection 89 Update

VbNet VbNet_High_Risk UTF7_XSS 79 Update
VbNet VbNet_Medium_Threat DB_Parameter_Tampering 284 Update
VbNet VbNet_Medium_Threat HTTP_Response_Splitting 113 Update
VbNet VbNet_Medium_Threat Path_Traversal 22 Update
VbNet VbNet_Medium_Threat Reflected_XSS_Specific_Clients 79 Update
VbNet VbNet_WebConfig HttpOnlyCookies_XSS 1004 Update
VbNet VbNet_Heuristic Heuristic_2nd_Order_SQL_Injection 89 Update
VbNet VbNet_Heuristic Heuristic_CSRF 352 Update
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NEW AND UPDATED VULNERABILITY QUERIESCheckmarx v9.6.5

Language Name Package Name Query Name CWE ID Status
VbNet VbNet_Heuristic Heuristic_DB_Parameter_Tampering 284 Update
VbNet VbNet_Heuristic Heuristic_Parameter_Tampering 472 Update
VbNet VbNet_Heuristic Heuristic_SQL_Injection 89 Update
VbNet VbNet_Heuristic Heuristic_Stored_XSS 79 Update
VbNet VbNet_Low_Visibility Blind_SQL_Injections 89 Update
VbNet VbNet_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 171 Update
VbNet VbNet_Low_Visibility Improper_Transaction_Handling 460 Update
VbNet VbNet_Low_Visibility JavaScript_Hijacking 352 Update
VbNet VbNet_Low_Visibility Use_Of_Hardcoded_Password 259 Update
VbNet VbNet_Low_Visibility XSS_Evasion_Attack 79 Update
VbNet VbNet_Best_Coding_Practice Unclosed_Objects 459 Update
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