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Vulnerability Queries per Preset 

The following lists the vulnerability queries per preset for v8.7.0.  
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Apex 
Apex_Force_com_Code_Qual
ity Async_Future_Method_Inside_Loops 

10
01           

10
01           

10
01   

10
01   

10
01       

10
01             

Apex 
Apex_Force_com_Code_Qual
ity Bulkify_Apex_Methods_Using_Collections_In_Methods 

10
02           

10
02           

10
02   

10
02   

10
02       

10
02             

Apex 
Apex_Force_com_Code_Qual
ity DML_Statements_Inside_Loops 

10
04           

10
04           

10
04   

10
04   

10
04       

10
04             

Apex 
Apex_Force_com_Code_Qual
ity Hardcoding_Ids 

10
05           

10
05           

10
05   

10
05   

10
05       

10
05             

Apex 
Apex_Force_com_Code_Qual
ity Hardcoding_Of_Trigger_New 

10
06           

10
06           

10
06   

10
06   

10
06       

10
06             

Apex 
Apex_Force_com_Code_Qual
ity Hardcoding_Of_Trigger_Old 

10
07           

10
07           

10
07   

10
07   

10
07       

10
07             

Apex 
Apex_Force_com_Code_Qual
ity Hardcoding_References_To_Static_Resources 

10
08           

10
08           

10
08   

10
08   

10
08       

10
08             

Apex 
Apex_Force_com_Code_Qual
ity HTTP_Callouts 

10
09           

10
09           

10
09       

10
09       

10
09             

Apex 
Apex_Force_com_Code_Qual
ity Multiple_Forms_In_Visualforce_Page 

10
10           

10
10           

10
10   

10
10   

10
10       

10
10             

Apex 
Apex_Force_com_Code_Qual
ity Multiple_Trigger_On_same_sObject 

10
11           

10
11           

10
11   

10
11   

10
11       

10
11             

Apex 
Apex_Force_com_Code_Qual
ity Queries_With_No_Where_Or_Limit_Clause 

10
12           

10
12           

10
12   

10
12   

10
12       

10
12             

Apex 
Apex_Force_com_Code_Qual
ity SOSL_SOQL_Statments_Inside_Loops 

10
14           

10
14           

10
14   

10
14   

10
14       

10
14             

Apex 
Apex_Force_com_Code_Qual
ity Test_Methods_With_No_Assert 

10
15           

10
15           

10
15       

10
15       

10
15             

Apex 
Apex_Force_com_Code_Qual
ity Use_Of_Ajax_Toolkit 

10
16           

10
16           

10
16       

10
16       

10
16             

Apex 
Apex_Force_com_Critical_Sec
urity_Risk Reflected_XSS 

10
17   

10
17 

10
17 

10
17   

10
17         

10
17 

10
17   

10
17   

10
17       

10
17         

10
17 

10
17 

Apex 
Apex_Force_com_Critical_Sec
urity_Risk Resource_Injection 

10
18   

10
18 

10
18 

10
18   

10
18         

10
18 

10
18   

10
18   

10
18       

10
18   

10
18 

10
18 

10
18   

10
18 

Apex 
Apex_Force_com_Critical_Sec
urity_Risk SOQL_SOSL_Injection 

10
19   

10
19 

10
19 

10
19   

10
19         

10
19 

10
19   

10
19   

10
19       

10
19         

10
19 

10
19 

Apex 
Apex_Force_com_Critical_Sec
urity_Risk Stored_XSS 

10
20   

10
20 

10
20 

10
20   

10
20         

10
20 

10
20   

10
20   

10
20       

10
20           

10
20 

Apex 
Apex_Force_com_Serious_Se
curity_Risk Cookies_Scoping 

10
21   

10
21 

10
21 

10
21   

10
21         

10
21 

10
21   

10
21   

10
21       

10
21           

10
21 

Apex 
Apex_Force_com_Serious_Se
curity_Risk CRUD_Delete 

10
22   

10
22 

10
22 

10
22   

10
22         

10
22 

10
22   

10
22   

10
22       

10
22           

10
22 

Apex 
Apex_Force_com_Serious_Se
curity_Risk Dereferenced_Field 

10
23   

10
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10
23 

10
23   

10
23         

10
23 

10
23   

10
23   

10
23       

10
23             
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Apex_Force_com_Serious_Se
curity_Risk FLS_Create 
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24   

10
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24   
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24         
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24   
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24   
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24       
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24           
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Apex_Force_com_Serious_Se
curity_Risk FLS_Create_Partial 
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25   
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25   
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25         
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25 
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25   
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25   
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25       
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25           
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Apex_Force_com_Serious_Se
curity_Risk FLS_Update 
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26   
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26 
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26   
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26         
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26 
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26   
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26   
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26       
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26           
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Apex 
Apex_Force_com_Serious_Se
curity_Risk FLS_Update_Partial 
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27   

10
27 
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27 
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27   
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27         

10
27 
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27   
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27   
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27       
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27           
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Apex_Force_com_Serious_Se
curity_Risk Frame_Spoofing 
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28   
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28   
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28         
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28   
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28   
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28       
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28           

10
28 
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Apex_Force_com_Serious_Se
curity_Risk HttpSplitting 
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29   
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29         
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29       
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Apex_Force_com_Serious_Se
curity_Risk inputText_Ignoring_FLS 
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30   
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Apex 
Apex_Force_com_Serious_Se
curity_Risk Sharing 

10
31   

10
31 

10
31 

10
31   

10
31         

10
31 

10
31   

10
31   

10
31       

10
31           
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31 

Apex 
Apex_Force_com_Serious_Se
curity_Risk Sharing_With_Controller 
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32   
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32   
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32         
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32   

10
32   

10
32       
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32           
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Apex_Force_com_Serious_Se
curity_Risk URL_Redirection_Attack 
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33   
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33   

10
33         
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33   
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33       
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Apex_Force_com_Serious_Se
curity_Risk XSRF 
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Apex Apex_ISV_Quality_Rules ActionPoller_Frequency_Check 
23
54           

23
54           

23
54                             

Apex Apex_ISV_Quality_Rules Ajax_Toolkit_From_VF 
23
55           

23
55           

23
55                             

Apex Apex_ISV_Quality_Rules Batch_Apex_exists 
23
56           

23
56           

23
56                             

Apex Apex_ISV_Quality_Rules Batch_Apex_makes_outbound_call 
23
57           

23
57           

23
57                             

Apex Apex_ISV_Quality_Rules DmlOptions_Set_To_False 
23
58           

23
58           

23
58                             

Apex Apex_ISV_Quality_Rules Empty_Catch_Blocks 
23
74           

23
74           

23
74                             

Apex Apex_ISV_Quality_Rules Find_Exposed_Test_Data 
23
59           

23
59           

23
59                             

Apex Apex_ISV_Quality_Rules Future_exists 
23
60           

23
60           

23
60                             

Apex Apex_ISV_Quality_Rules Old_API_Version 
23
62           

23
62           

23
62   

23
62                       

23
62 

Apex Apex_ISV_Quality_Rules Outbound_Email_Send 
23
63           

23
63           

23
63                             

Apex Apex_ISV_Quality_Rules Report_with_no_Filter 
23
64           

23
64           

23
64                             

Apex Apex_ISV_Quality_Rules SOQL_Dynamic_null_in_Where 
23
65           

23
65           

23
65                             

Apex Apex_ISV_Quality_Rules SOQL_Formula_in_Where 
23
66           

23
66           

23
66                             

Apex Apex_ISV_Quality_Rules SOQL_Hardcoded_null_in_Where 
23
67           

23
67           

23
67                             

Apex Apex_ISV_Quality_Rules SOQL_Relationship_in_Where 
23
68           

23
68           

23
68                             

Apex Apex_ISV_Quality_Rules SOQL_With_All_Fields 
23
69           

23
69           

23
69                             

Apex Apex_ISV_Quality_Rules SOQL_with_All_Fields_in_loop 
23
70           

23
70           

23
70                             

Apex Apex_ISV_Quality_Rules SOSL_With_Where_Clause 
23
71           

23
71           

23
71                             

Apex Apex_ISV_Quality_Rules Warn_About_Viewstate_Size_Limit 
23
61           

23
61           

23
61                             

Apex Apex_ISV_Quality_Rules Workflow_sends_Emails 
23
72           

23
72           

23
72                             

Apex Apex_Low_Visibility Escape_False_Warning 51     51 51   51           51   51   51       51             

Apex Apex_Low_Visibility Hardcoded_Password 52     52 52   52           52   52   52       52   52 52 52   52 

Apex Apex_Low_Visibility Parameter_Tampering 53     53 53   53           53   53   53       53   53       53 

Apex Apex_Low_Visibility Password_misuse 54     54 54   54           54   54   54       54           54 

Apex Apex_Low_Visibility Potential_Frame_Injection 55     55 55   55           55   55   55       55           55 

Apex Apex_Low_Visibility Potential_URL_Redirection_Attack 
18
01       
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01   
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01           
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01   
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01   
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01       
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01             

Apex Apex_Low_Visibility Privacy_Violation 
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69           

27
69           
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69   
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69   
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69       
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69   
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Apex Apex_Low_Visibility Second_Order_SOQL_SOSL_Injection 56     56 56   56           56   56   56       56           56 

Apex Apex_Low_Visibility Use_of_Broken_or_Risky_Cryptographic_Algorithm 
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58           
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58           
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58   
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58   
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58       
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58   
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58   
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Apex Apex_Low_Visibility Verbose_Error_Reporting 57 57   57 57   57 57         57   57   57       57   57 57 57   57 

ASP ASP_Best_Coding_Practice Aptca_Methods_Call_Non_Aptca_Methods 66       66                                             

ASP ASP_Best_Coding_Practice Dynamic_SQL_Queries 69                           69                       69 

ASP ASP_Best_Coding_Practice Empty_Catch 70 70   70 70                                             

ASP ASP_Best_Coding_Practice Hardcoded_Connection_String 72       72                   72                       72 

ASP ASP_Best_Coding_Practice Missing_XML_Validation 75                                           75 75 75     

ASP ASP_Best_Coding_Practice NULL_Argument_to_Equals 77                                                     

ASP ASP_Best_Coding_Practice Pages_Without_Global_Error_Handler 79 79     79                   79                       79 

ASP ASP_Best_Coding_Practice PersistSecurityInfo_is_True 80       80                                             

ASP ASP_Best_Coding_Practice Sockets_in_WebApp 81       81                                             

ASP ASP_Best_Coding_Practice Threads_in_WebApp 82       82                                             
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ASP ASP_Best_Coding_Practice Unclosed_Objects 83                                                     

ASP ASP_Best_Coding_Practice Unvalidated_Arguments_Of_Public_Methods 85                                                     

ASP ASP_Best_Coding_Practice Use_of_System_Output_Stream 86                                                     

ASP ASP_Best_Coding_Practice Visible_Fields 87     87 87                                             

ASP ASP_Heuristic Heuristic_2nd_Order_SQL_Injection 
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2   
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2         
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2   
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2       
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2 

ASP ASP_Heuristic Heuristic_DB_Parameter_Tampering 
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3       
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3   
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3           
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3       
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3 

ASP ASP_Heuristic Heuristic_Parameter_Tampering 
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4       
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4   
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4           

13
4   

13
4   

13
4       
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4       
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4 

ASP ASP_Heuristic Heuristic_SQL_Injection 
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5     
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5   
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5 
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5         
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5   
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5   
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5       

13
5   

13
5 
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5 

13
5   
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5 

ASP ASP_Heuristic Heuristic_Stored_XSS 
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6     
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6 
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6   

13
6 
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6         

13
6   

13
6   
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6       

13
6   

13
6 

13
6 
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6   

13
6 

ASP ASP_Heuristic Heuristic_XSRF 
13
7     

13
7 

13
7   

13
7 

13
7         

13
7   

13
7   

13
7       

13
7   

13
7   

13
7     

ASP ASP_High_Risk Code_Injection 
13
8   

13
8 
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8 

13
8   

13
8         

13
8 

13
8   

13
8   

13
8       

13
8   
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8 
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8 
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8   
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8 

ASP ASP_High_Risk Command_Injection 
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9   
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9   
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9       
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9   
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9   
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9       
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ASP ASP_High_Risk Connection_String_Injection 
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0   
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0   
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0         
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0   
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0   
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0       
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0   
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ASP ASP_High_Risk LDAP_Injection 
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1   
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1   
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1         
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1   

14
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14
1       

14
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ASP ASP_High_Risk Reflected_XSS_All_Clients 
14
2   

14
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14
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14
2   

14
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14
2       

14
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14
2   

14
2   

14
2       

14
2   

14
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ASP ASP_High_Risk Resource_Injection 
14
3   

14
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14
3   

14
3         

14
3 

14
3   

14
3   

14
3       

14
3   

14
3 

14
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3   

14
3 

ASP ASP_High_Risk Second_Order_SQL_Injection 
14
4   

14
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14
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14
4   

14
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14
4       

14
4 

14
4   

14
4   

14
4       

14
4   

14
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4   
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ASP ASP_High_Risk SQL_Injection 
14
5   

14
5 

14
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14
5   

14
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14
5       

14
5 

14
5   

14
5   

14
5       

14
5   

14
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ASP ASP_High_Risk Stored_XSS 
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6   
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6   
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6       
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6 

14
6   

14
6   

14
6       

14
6   

14
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6   
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6 

ASP ASP_High_Risk UTF7_XSS 
14
7   

14
7 
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7 
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7   
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7 
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7       

14
7 

14
7   

14
7   
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7       

14
7   

14
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7   
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ASP ASP_High_Risk XPath_Injection 
14
8   
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8   
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8         
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8 

14
8   

14
8   

14
8       

14
8   

14
8 

14
8 
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8   

14
8 

ASP ASP_Low_Visibility Blind_SQL_Injections 
14
9             

14
9         

14
9   

14
9   

14
9       

14
9   

14
9 

14
9 

14
9   

14
9 

ASP ASP_Low_Visibility Cleansing_Canonicalization_and_Comparison_Errors 
15
4       

15
4     

15
4         

15
4   

15
4   

15
4       

15
4             

ASP ASP_Low_Visibility Client_Side_Only_Validation 
15
0           

15
0           

15
0   

15
0   

15
0       

15
0           

15
0 

ASP ASP_Low_Visibility Dangerous_File_Upload 
15
1       

15
1   

15
1 
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1         
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1   

15
1   
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1       

15
1   

15
1 

15
1 

15
1   

15
1 

ASP ASP_Low_Visibility Hardcoded_Absolute_Path 
15
5           

15
5           

15
5   

15
5   

15
5       

15
5             

ASP ASP_Low_Visibility Hardcoded_password_in_Connection_String 
15
7           

15
7           

15
7   

15
7   

15
7       

15
7           

15
7 

ASP ASP_Low_Visibility Impersonation_Issue 
15
8       

15
8               

15
8   

15
8   

15
8       

15
8           

15
8 

ASP ASP_Low_Visibility Improper_Exception_Handling 
15
9                       

15
9   

15
9   

15
9       

15
9   

15
9   

15
9   

15
9 

ASP ASP_Low_Visibility Improper_Resource_Shutdown_or_Release 
15
2           

15
2           

15
2   

15
2   

15
2       

15
2   

15
2   

15
2     

ASP ASP_Low_Visibility Improper_Session_Management 
16
0           

16
0           

16
0   

16
0   

16
0       

16
0           

16
0 

ASP ASP_Low_Visibility Improper_Transaction_Handling 
16
1           

16
1           

16
1   

16
1   

16
1       

16
1             

ASP ASP_Low_Visibility Information_Exposure_Through_an_Error_Message 
17
5 

17
5   

17
5 

17
5   

17
5 

17
5         

17
5   

17
5   

17
5       

17
5   

17
5 

17
5 

17
5   

17
5 

ASP ASP_Low_Visibility Information_Leak_Through_Persistent_Cookies 
16
7     

16
7 

16
7   

16
7           

16
7   

16
7   

16
7       

16
7   

16
7 

16
7 

16
7   

16
7 

ASP ASP_Low_Visibility Insecure_Randomness 
16
2           

16
2           

16
2   

16
2   

16
2       

16
2     

16
2 

16
2   

16
2 

ASP ASP_Low_Visibility Insufficiently_Protected_Credentials 
16
6       

16
6   

16
6           

16
6   

16
6   

16
6       

16
6   

16
6 

16
6 

16
6   

16
6 

ASP ASP_Low_Visibility JavaScript_Hijacking 
18
02                       

18
02   

18
02   

18
02       

18
02             

ASP ASP_Low_Visibility Just_One_of_Equals_and_Hash_code_Defined 
15
3           

15
3           

15
3   

15
3   

15
3       

15
3             

ASP ASP_Low_Visibility Leaving_Temporary_Files 
16
4       

16
4   

16
4           

16
4   

16
4   

16
4       

16
4           

16
4 

ASP ASP_Low_Visibility Log_Forging 
16
5       

16
5   

16
5           

16
5   

16
5   

16
5       

16
5   

16
5 

16
5 

16
5   

16
5 

ASP ASP_Low_Visibility Open_Redirect 
17
4       

17
4   

17
4 

17
4         

17
4   

17
4   

17
4       

17
4   

17
4 

17
4 

17
4     



  

Page 6 of 50 

ASP ASP_Low_Visibility Script_Poinsoning 
16
8           

16
8           

16
8   

16
8   

16
8       

16
8           

16
8 

ASP ASP_Low_Visibility Server_Code_In_Client_Comment 
16
9           

16
9           

16
9   

16
9   

16
9       

16
9           

16
9 

ASP ASP_Low_Visibility Session_Clearing_Problems 
17
0       

17
0   

17
0           

17
0   

17
0   

17
0       

17
0   

17
0 

17
0 

17
0   

17
0 

ASP ASP_Low_Visibility Session_Poisoning 
17
1       

17
1   

17
1           

17
1   

17
1   

17
1       

17
1           

17
1 

ASP ASP_Low_Visibility Thread_Safety_Issue 
17
2           

17
2           

17
2   

17
2   

17
2       

17
2   

17
2   

17
2     
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31
5 

31
5   

31
5     

31
5 

31
5         

31
5   

31
5   

31
5       

31
5   

31
5 

31
5 

31
5   

31
5 

CPP CPP_Low_Visibility Information_Exposure_Through_Comments 
40
19                       

40
19   

40
19           

40
19   

40
19 

40
19 

40
19     

CPP CPP_Low_Visibility Insecure_Temporary_File 
30
7           

30
7           

30
7   

30
7   

30
7       

30
7   

30
7   

30
7   

30
7 

CPP CPP_Low_Visibility Insufficiently_Protected_Credentials 
31
1           

31
1           

31
1   

31
1   

31
1       

31
1   

31
1 

31
1 

31
1   

31
1 

CPP CPP_Low_Visibility Leaving_Temporary_Files 
30
8                       

30
8   

30
8   

30
8       

30
8           

30
8 

CPP CPP_Low_Visibility Log_Forging 
31
0           

31
0           

31
0   

31
0   

31
0       

31
0   

31
0 

31
0 

31
0   

31
0 

CPP CPP_Low_Visibility NULL_Pointer_Dereference 
24
41                       

24
41   

24
41   

24
41       

24
41   

24
41   

24
41   

24
41 

CPP CPP_Low_Visibility Potential_Path_Traversal 
12
12           

12
12           

12
12   

12
12   

12
12       

12
12           

12
12 
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CPP CPP_Low_Visibility Privacy_Violation 
12
13           

12
13 

12
13         

12
13   

12
13   

12
13       

12
13   

12
13 

12
13 

12
13   

12
13 

CPP CPP_Low_Visibility Reliance_on_DNS_Lookups_in_a_Decision 
21
24                       

21
24   

21
24   

21
24       

21
24     

21
24 

21
24     

CPP CPP_Low_Visibility Sizeof_Pointer_Argument 
31
2           

31
2           

31
2   

31
2   

31
2       

31
2             

CPP CPP_Low_Visibility Stored_Blind_SQL_Injections 
31
3           

31
3 

31
3         

31
3   

31
3   

31
3       

31
3   

31
3 

31
3 

31
3   

31
3 

CPP CPP_Low_Visibility TOCTOU 
40
17                       

40
17   

40
17           

40
17   

40
17         

CPP CPP_Low_Visibility Unchecked_Array_Index 
31
4           

31
4           

31
4   

31
4   

31
4       

31
4   

31
4   

31
4     

CPP CPP_Low_Visibility Unchecked_Return_Value 
12
14           

12
14           

12
14   

12
14   

12
14       

12
14   

12
14   

12
14     

CPP CPP_Low_Visibility Undefined_Behavior 
15
62                       

15
62   

15
62   

15
62       

15
62             

CPP CPP_Low_Visibility Unreleased_Resource_Leak 
15
63                       

15
63   

15
63   

15
63       

15
63   

15
63   

15
63     

CPP CPP_Low_Visibility Use_Of_Deprecated_Class 
27
08                       

27
08   

27
08   

27
08       

27
08           

27
08 

CPP CPP_Low_Visibility Use_Of_Hardcoded_Password 
30
4           

30
4           

30
4   

30
4   

30
4       

30
4   

30
4 

30
4 

30
4   

30
4 

CPP CPP_Low_Visibility Use_of_Insufficiently_Random_Values 
12
11           

12
11           

12
11   

12
11   

12
11       

12
11     

12
11 

12
11   

12
11 

CPP CPP_Low_Visibility Use_of_Obsolete_Functions 
30
0           

30
0           

30
0   

30
0   

30
0       

30
0           

30
0 

CPP CPP_Low_Visibility Use_of_Sizeof_On_a_Pointer_Type 
12
15           

12
15           

12
15   

12
15   

12
15       

12
15             

CPP CPP_Medium_Threat Cleartext_Transmission_Of_Sensitive_Information 
40
26   

40
26                   

40
26   

40
26           

40
26   

40
26 

40
26 

40
26     

CPP CPP_Medium_Threat Dangerous_Functions 
31
6   

31
6 

31
6     

31
6         

31
6 

31
6   

31
6   

31
6       

31
6           

31
6 

CPP CPP_Medium_Threat DB_Parameter_Tampering 
31
7   

31
7 

31
7     

31
7         

31
7 

31
7   

31
7   

31
7       

31
7   

31
7 

31
7 

31
7   

31
7 

CPP CPP_Medium_Threat Divide_By_Zero 
12
16   

12
16       

12
16         

12
16 

12
16   

12
16   

12
16       

12
16             

CPP CPP_Medium_Threat DoS_by_Sleep 
31
8   

31
8 

31
8     

31
8         

31
8 

31
8   

31
8   

31
8       

31
8   

31
8 

31
8 

31
8     

CPP CPP_Medium_Threat Double_Free 
31
9   

31
9 

31
9     

31
9         

31
9 

31
9   

31
9   

31
9       

31
9   

31
9   

31
9     

CPP CPP_Medium_Threat Download_of_Code_Without_Integrity_Check 
38
98   

38
98                   

38
98   

38
98   

38
98       

38
98   

38
98 

38
98 

38
98   

38
98 

CPP CPP_Medium_Threat Environment_Injection 
32
0   

32
0 

32
0     

32
0         

32
0 

32
0   

32
0   

32
0       

32
0   

32
0 

32
0 

32
0   

32
0 

CPP CPP_Medium_Threat Hardcoded_password_in_Connection_String 
32
3   

32
3 

32
3     

32
3         

32
3 

32
3   

32
3   

32
3       

32
3           

32
3 

CPP CPP_Medium_Threat Heap_Inspection 
32
4   

32
4 

32
4     

32
4         

32
4 

32
4   

32
4   

32
4       

32
4   

32
4 

32
4 

32
4   

32
4 

CPP CPP_Medium_Threat Improperly_Locked_Memory 
32
5   

32
5 

32
5     

32
5         

32
5 

32
5   

32
5   

32
5       

32
5   

32
5 

32
5 

32
5     

CPP CPP_Medium_Threat Inadequate_Encryption_Strength 
38
80   

38
80                   

38
80   

38
80   

38
80       

38
80   

38
80 

38
80 

38
80   

38
80 

CPP CPP_Medium_Threat Inadequate_Pointer_Validation 
15
64   

15
64       

15
64         

15
64 

15
64   

15
64   

15
64       

15
64             

CPP CPP_Medium_Threat Memory_Leak 
32
6   

32
6 

32
6     

32
6         

32
6 

32
6   

32
6   

32
6       

32
6   

32
6   

32
6     

CPP CPP_Medium_Threat MemoryFree_on_StackVariable 
15
65   

15
65       

15
65         

15
65 

15
65   

15
65   

15
65       

15
65             

CPP CPP_Medium_Threat Parameter_Tampering 
32
7   

32
7 

32
7     

32
7         

32
7 

32
7   

32
7   

32
7       

32
7   

32
7       

32
7 

CPP CPP_Medium_Threat Path_Traversal 
32
1   

32
1 

32
1     

32
1         

32
1 

32
1   

32
1   

32
1       

32
1           

32
1 

CPP CPP_Medium_Threat Plaintext_Storage_Of_A_Password 
40
30   

40
30                   

40
30   

40
30           

40
30   

40
30 

40
30 

40
30     

CPP CPP_Medium_Threat Setting_Manipulation 
32
8   

32
8 

32
8     

32
8         

32
8 

32
8   

32
8   

32
8       

32
8   

32
8   

32
8   

32
8 

CPP CPP_Medium_Threat Uncontrolled_Recursion 
38
99   

38
99                   

38
99   

38
99   

38
99       

38
99             

CPP CPP_Medium_Threat Use_After_Free 
33
0   

33
0 

33
0     

33
0         

33
0 

33
0   

33
0   

33
0       

33
0   

33
0   

33
0   

33
0 

CPP CPP_Medium_Threat Use_of_a_One_Way_Hash_without_a_Salt 
38
93   

38
93                   

38
93   

38
93   

38
93       

38
93   

38
93 

38
93 

38
93     

CPP CPP_Medium_Threat Use_of_Hard_coded_Cryptographic_Key 
32
2   

32
2 

32
2     

32
2         

32
2 

32
2   

32
2   

32
2       

32
2   

32
2 

32
2 

32
2   

32
2 

CPP CPP_Medium_Threat Use_of_Uninitialized_Pointer 
33
1   

33
1 

33
1     

33
1         

33
1 

33
1   

33
1   

33
1       

33
1   

33
1   

33
1     

CPP CPP_Medium_Threat Use_of_Uninitialized_Variable 
33
2   

33
2 

33
2     

33
2         

33
2 

33
2   

33
2   

33
2       

33
2   

33
2   

33
2     

CPP CPP_Medium_Threat Use_of_Zero_Initialized_Pointer 
33
3   

33
3 

33
3     

33
3         

33
3 

33
3   

33
3   

33
3       

33
3   

33
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33
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CPP CPP_Medium_Threat Wrong_Memory_Allocation 
33
4   

33
4 

33
4     

33
4         

33
4 

33
4   

33
4   

33
4       

33
4   

33
4   

33
4     

CPP CPP_MISRA_C R02_02_CPP_Comment_Style                   
18
12                                   

CPP CPP_MISRA_C R02_03_Nested_Comments                   
18
13                                   

CPP CPP_MISRA_C R02_04_Code_Commented_Out                   
18
14                                   

CPP CPP_MISRA_C R03_04_Not_Explained_Pragma_Usage                   
18
15                                   

CPP CPP_MISRA_C R04_01_Non_ISO_Escape_Sequences                   
18
16                                   

CPP CPP_MISRA_C R04_02_Trigraphs                   
18
17                                   

CPP CPP_MISRA_C R05_01_Identifiers_Length_Violation                   
18
18                                   

CPP CPP_MISRA_C R05_02_Identifiers_Hiding_Outer_Scope_Identifiers                   
18
19                                   

CPP CPP_MISRA_C R05_03_Typedef_Name_Reused                   
18
20                                   

CPP CPP_MISRA_C R05_04_Tag_Name_Reused                   
18
21                                   

CPP CPP_MISRA_C R05_05_Identifier_With_Static_Storage_Reused                   
18
22                                   

CPP CPP_MISRA_C R05_07_Identifier_Name_Reused                   
18
23                                   

CPP CPP_MISRA_C R06_01_Plain_Char_Type_Usage                   
18
24                                   

CPP CPP_MISRA_C R06_02_Not_Plain_Char_Type_Usage                   
18
25                                   

CPP CPP_MISRA_C R06_03_Non_Typedefd_Basic_Types                   
18
26                                   

CPP CPP_MISRA_C R06_04_Bit_Fields_Type                   
18
27                                   

CPP CPP_MISRA_C R06_05_Bit_Fields_Length                   
18
28                                   

CPP CPP_MISRA_C R07_01_Non_Zero_Octal_Constant                   
18
29                                   

CPP CPP_MISRA_C R08_03_Identical_Function_Decl_Def                   
18
30                                   

CPP CPP_MISRA_C R08_05_Object_Function_In_Header_File                   
18
31                                   

CPP CPP_MISRA_C R08_07_Block_Scope_Obj_If_Used_By_Single_Function                   
18
32                                   

CPP CPP_MISRA_C R08_08_External_Objects_Declared_Once                   
18
33                                   

CPP CPP_MISRA_C 
R09_03_Initializing_Non_First_And_Not_All_Members_I
n_Enum                   

18
34                                   

CPP CPP_MISRA_C R10_06_U_Suffix_Not_Applied_To_Unsigned_Const                   
18
35                                   

CPP CPP_MISRA_C 
R12_05_AND_OR_Operands_Not_As_Primary_Expressio
ns                   

18
36                                   

CPP CPP_MISRA_C R12_07_Bitwise_Operator_On_Signed_Type                   
18
37                                   

CPP CPP_MISRA_C R12_09_Unary_Minus_Operator_On_Unsigned_Type                   
18
38                                   

CPP CPP_MISRA_C R12_10_Comma_Operator_Used                   
18
39                                   

CPP CPP_MISRA_C 
R12_12_Floating_Point_Bit_Underlying_Representation_
Used                   

18
40                                   

CPP CPP_MISRA_C 
R12_13_Using_Of_Incremental_And_Decrimental_Opera
tors                   

18
41                                   

CPP CPP_MISRA_C R13_01_Assignment_Operators_In_Boolean_Expressions                   
18
42                                   

CPP CPP_MISRA_C R13_03_Floating_Point_Equality_Or_Inequality                   
18
43                                   

CPP CPP_MISRA_C R13_04_Floating_Points_Objects_In_For_Control                   
18
44                                   

CPP CPP_MISRA_C R13_06_Loop_Iterator_Modified_In_Loop_Body                   
18
45                                   

CPP CPP_MISRA_C R14_04_Use_Of_Goto                   
18
46                                   

CPP CPP_MISRA_C R14_05_Use_Of_Continue                   
18
47                                   

CPP CPP_MISRA_C R14_06_Multiple_Breaks_In_Iteration_Statement                   
18
48                                   

CPP CPP_MISRA_C R14_07_Single_Point_Exit_At_Function_End                   
18
49                                   

CPP CPP_MISRA_C 
R14_08_Not_Compound_Switch_Or_Iteration_Statemen
t                   

18
50                                   
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CPP CPP_MISRA_C R14_09_Not_Compound_If_Or_Else                   
18
51                                   

CPP CPP_MISRA_C R14_10_If_Else_If_Not_Ending_With_Else                   
18
52                                   

CPP CPP_MISRA_C R15_01_Case_Not_Enclosed_By_Compound_Switch                   
18
53                                   

CPP CPP_MISRA_C R15_02_Non_Empty_Switch_Clause_Without_Break                   
18
54                                   

CPP CPP_MISRA_C 
R15_03_Non_Default_Final_Clause_In_Switch_Statemen
t                   

18
55                                   

CPP CPP_MISRA_C R15_05_No_Cases_in_Switch_Statement                   
18
56                                   

CPP CPP_MISRA_C 
R16_01_Function_With_Variable_Number_Of_Argument
s                   

18
57                                   

CPP CPP_MISRA_C R16_02_Recursion_Exists                   
18
58                                   

CPP CPP_MISRA_C R16_03_Function_Prototype_Without_Identifiers                   
18
59                                   

CPP CPP_MISRA_C 
R16_04_Different_Identifiers_In_Function_Definition_An
d_Prototype                   

18
60                                   

CPP CPP_MISRA_C 
R16_05_Function_Prototype_Declaration_Without_Para
meters                   

18
61                                   

CPP CPP_MISRA_C 
R16_06_Function_Invoke_Arg_Number_Not_Match_Fun
ction_Def_Number                   

18
62                                   

CPP CPP_MISRA_C 
R16_07_Parameter_Pointer_To_Const_Where_Not_Mod
ified                   

18
63                                   

CPP CPP_MISRA_C 
R16_08_Non_Explicit_Return_Statement_In_Non_Void_
Function                   

18
64                                   

CPP CPP_MISRA_C R16_09_Using_Function_Identifier_Not_Call_Or_Pointer                   
18
65                                   

CPP CPP_MISRA_C R18_04_Use_Of_Union                   
18
66                                   

CPP CPP_MISRA_C 
R19_01_Non_Prepocessor_Command_Before_Include_I
n_File                   

18
67                                   

CPP CPP_MISRA_C R19_02_Non_Standard_Chars_In_Header_File_Name                   
18
68                                   

CPP CPP_MISRA_C R19_03_Include_Directive_In_Wrong_Format                   
18
69                                   

CPP CPP_MISRA_C R19_05_Using_Define_Or_Undef_Directive_In_Block                   
18
70                                   

CPP CPP_MISRA_C R19_06_Use_Of_Undef_Derective                   
18
71                                   

CPP CPP_MISRA_C 
R19_12_Multiple_Pound_Or_Double_Pound_In_Same_
Macro                   

18
72                                   

CPP CPP_MISRA_C R19_13_Pound_Preprocessor_Operator_Is_Used                   
18
73                                   

CPP CPP_MISRA_C 
R19_17_Preprocessor_If_And_Else_Operators_Reside_In
_Different_Files                   

18
74                                   

CPP CPP_MISRA_C R20_05_Using_Errno_Indicator_From_Errno_H                   
18
75                                   

CPP CPP_MISRA_C R20_06_Using_Offsetof_Macro_From_Stddef_H                   
18
76                                   

CPP CPP_MISRA_C 
R20_07_Using_Setjmp_Longjmp_Macros_From_Setjmp_
H                   

18
77                                   

CPP CPP_MISRA_C R20_08_Using_Signal_Handling_From_Signal_H                   
18
78                                   

CPP CPP_MISRA_C R20_09_Using_Input_Output_From_Stdio_H                   
18
79                                   

CPP CPP_MISRA_C 
R20_10_Using_Atof_Atoi_Atol_Functions_From_Stdlib_
H                   

18
80                                   

CPP CPP_MISRA_C 
R20_11_Using_Abort_Exit_Getenv_System_Functions_Fr
om_Stdlib_H                   

18
81                                   

CPP CPP_MISRA_C R20_12_Using_Time_Handling_From_Time_H                   
18
82                                   

CPP CPP_MISRA_CPP R00_01_03_Find_Unused_Variables                     
18
83                                 

CPP CPP_MISRA_CPP R00_01_05_Find_Unused_Typedefs                     
18
84                                 

CPP CPP_MISRA_CPP R00_01_10_Find_Unused_Defined_Functions                     
18
85                                 

CPP CPP_MISRA_CPP R00_01_11_Find_Unused_Parameters                     
18
86                                 

CPP CPP_MISRA_CPP R00_01_12_Find_Virtual_Unused_Parameters                     
18
87                                 

CPP CPP_MISRA_CPP R02_03_01_Trigraphs             
22
27       

22
27           

22
27                     

CPP CPP_MISRA_CPP R02_05_01_Digraphs                     
19
21                                 

CPP CPP_MISRA_CPP R02_07_02_Code_Commented_Out             
22
28       

22
28           

22
28                     
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CPP CPP_MISRA_CPP R02_07_03_Code_CPP_Commented_Out             
22
29       

22
29           

22
29                     

CPP CPP_MISRA_CPP R02_10_02_Identifiers_Hide_Outer_Scope_Identifiers             
22
30       

22
30           

22
30                     

CPP CPP_MISRA_CPP R02_10_03_Typedef_Name_Reused             
22
31       

22
31           

22
31                     

CPP CPP_MISRA_CPP R02_10_04_Class_Enum_Union_Names_Reused             
22
32       

22
32           

22
32                     

CPP CPP_MISRA_CPP R02_10_05_Non_Member_Static_Name_Reuse                     
19
22                                 

CPP CPP_MISRA_CPP R02_13_01_Non_ISO_Escapes                     
18
88                                 

CPP CPP_MISRA_CPP R02_13_02_Non_Zero_Octal_Constant             
22
33       

22
33           

22
33                     

CPP CPP_MISRA_CPP 
R02_13_03_U_Suffix_Not_Applied_To_Unsigned_Hex_O
ct             

22
34       

22
34           

22
34                     

CPP CPP_MISRA_CPP R02_13_04_Literal_Suffix_Uppercase                     
18
89                                 

CPP CPP_MISRA_CPP R03_01_03_Find_Arrays_Without_Size                     
18
90                                 

CPP CPP_MISRA_CPP R03_02_01_Identical_Function_and_Object_Decl_Def                     
18
91                                 

CPP CPP_MISRA_CPP R03_04_01_Obj_Defined_Outside_Minimal_Scope                     
18
92                                 

CPP CPP_MISRA_CPP R03_09_02_Non_Typedef_Basic_Types             
22
35       

22
35           

22
35                     

CPP CPP_MISRA_CPP R04_10_01_NULL_As_An_Integer_Value                     
18
93                                 

CPP CPP_MISRA_CPP R04_10_02_Literal_Zero_As_Null_Pointer_Constant                     
18
94                                 

CPP CPP_MISRA_CPP 
R05_00_07_Improper_Explicit_Floating_Integral_Conver
sion_Of_Expression             

22
36       

22
36           

22
36                     

CPP CPP_MISRA_CPP 
R05_00_10_Bitwise_Operator_On_Unsigned_Char_Short
_Types             

22
37       

22
37           

22
37                     

CPP CPP_MISRA_CPP R05_00_11_Plain_Char_Type_Usage             
22
38       

22
38           

22
38                     

CPP CPP_MISRA_CPP R05_00_12_Not_Plain_Char_Type_Usage             
22
39       

22
39           

22
39                     

CPP CPP_MISRA_CPP R05_00_21_Bitwise_Operator_On_Signed_Type             
22
40       

22
40           

22
40                     

CPP CPP_MISRA_CPP 
R05_02_01_AND_OR_Operands_Not_As_Postfix_Expres
sions             

22
41       

22
41           

22
41                     

CPP CPP_MISRA_CPP 
R05_02_10_Using_Of_Incremental_And_Decrimental_O
perators             

22
42       

22
42           

22
42                     

CPP CPP_MISRA_CPP R05_02_11_Find_Special_Operator_Overloads                     
18
95                                 

CPP CPP_MISRA_CPP R05_03_02_Unary_Minus_Operator_On_Unsigned_Type             
22
43       

22
43           

22
43                     

CPP CPP_MISRA_CPP R05_03_03_Overloading_Reference_Oper                     
19
23                                 

CPP CPP_MISRA_CPP R05_18_01_Comma_Operator_Used             
22
44       

22
44           

22
44                     

CPP CPP_MISRA_CPP R06_02_01_Assignment_in_Sub_Expr                     
19
24                                 

CPP CPP_MISRA_CPP R06_02_02_FloatingPt_Equality_Inequality_Testing                     
19
25                                 

CPP CPP_MISRA_CPP 
R06_03_01_Not_Compound_Switch_Or_Iteration_State
ment             

22
45       

22
45           

22
45                     

CPP CPP_MISRA_CPP R06_04_01_Not_Compound_If_Or_Else             
22
46       

22
46           

22
46                     

CPP CPP_MISRA_CPP R06_04_02_If_Else_If_Not_Ending_With_Else             
22
47       

22
47           

22
47                     

CPP CPP_MISRA_CPP R06_04_04_Case_Not_Enclosed_By_Compound_Switch             
22
48       

22
48           

22
48                     

CPP CPP_MISRA_CPP 
R06_04_05_Non_Empty_Switch_Clause_Without_Break
_or_Throw                     

18
96                                 

CPP CPP_MISRA_CPP 
R06_04_06_Non_Default_Final_Clause_In_Switch_State
ment                     

18
97                                 

CPP CPP_MISRA_CPP R06_04_07_Find_Switch_Condition_Bool                     
18
98                                 

CPP CPP_MISRA_CPP R06_05_01_Single_Non_Float_LC                     
19
64                                 

CPP CPP_MISRA_CPP R06_05_02_Loop_Counter_Modify                     
19
26                                 

CPP CPP_MISRA_CPP R06_05_03_Change_Lc_In_St_And_Cond                     
19
27                                 

CPP CPP_MISRA_CPP R06_05_04_Incremental_Modified                     
19
28                                 
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